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OPC-UA Server: iR 5HEN]

« BRINRE: SR E !

= Step 1: &1 1 PLCFE T W 1A == AT e symbol file T %k

= Step 2: ¥ PLCHEST T &2 H brfz il 11217 W (TwinCAT runtime)

= Step 3: T OPC-UA Clientlj [MIPLCFEF N A & Flan: HMIW H

: FUNCTION_BLOCK FB_InputParameter —{PLCopen|— Address Space :
\WVAR_OUTPUT — — & Root
1 FillLevel . REAL —| el S ) objects I
i rSteamDemand : REAL — o # & DeviceSet |
| END_VAR — — 5 & PLCL |
| 1 = = £ MAIN |
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OPC-UA Server: ;=4
» NRIPLCIR H: JETIEC61131-3b5E, A% 17 1 A % 5 7 4k &

= UA-Serverfe 2 & 1) 70 215 B

oe PLCL FUNCTION_BLOCK Scanner EXTENDS Device
¥ DeviceManual VAR_INPUT Device
W DeviceRevision \E/xg_\(;ﬁpm
> |2 DeviceState “ScannedCode : STRING; VAR_IN: Execute
¥ HardwareRevision END_VAR VAR_OUT: ExecState
4 3 MAIN VAR internalopcvars : B0OL; VAR_INTERNAL: internalOpcVarl
> ohg DriveX END_VAR ' ' A
: o DriveY
4 0 Scannerl
> ExecState
> ) Execute
> @ ScannedCode Mapping to UA VAR_OUT: ScannedCode
> € internalOpcyarl VAR_INTERNAL: internalOpcVar3

> @ internalCOpcVar3
> e Scanner?

Reference Target DisplayMame Drive
HasTypeDefiniti...

HasInputVar Execute VAR_IN: TargetPosition

HasOutputar ExecState VAR IN: Velocity
Easéﬂcal‘h’a{r ;nternali:pc:'arl VAR_IN: Acceleration
astutputiar Scannedtode VAR_INTERNAL: internalOpcVar2

HasLocalVar internal JpcVar3
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= fERLERE ST, AT BLE I OPC-UAM i £ symbols.
= PLC Ml C++# SRR A P A AR T A 2

s RiT¥E: A IEIT N T symbols# AT LAZEOPC-UA fir 44 23 [a) h 3k 2.
> s STy
> B
> RGeS (RAM)
> ASCREM I UARRE . Flan: D st B i vy i)
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>
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OPC-UA Server: Symbol file
= A {5 R AR 2 > UA-ServerZhil ik B

= EI0 H JF R LR Ak £ 2R FEOPC-UA i 44 2% 8] /R ) symbol
> PLC: ffiHZmI¥iE4
> C++: fliHTMCACHS 4 2%

Optional properties bBool : BOOL;
+ =
Name Value Description
opcuapall | Scannerl : Scanner;

bBool2 : BOOL;

PLC: ¥ B EEsymbol&f (TMC)

C++: TMCR B4R 2
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OPC-UA Server: Symbol file
» 7RI H T & TG HTWInCAT XAE H 3h4E Ak
= PLCHI H st A= $2 {3t — 20 i) B e HE Rk Ad GE symbol file T %%

Solution Explorer AL R TwinCAT Projects + X -
@ o-=d| &~ Project | Sefings
Search Solution Explorer (Ctrl+;) 2~ Torget Archive
fa] Solution 'TwinCAT Project85' (1 project) Login Information
4 il TwinCAT Projectss _
v
b .SLi SYSTEM Project Sources
MOTION [¥/] Compiled Librariss
pFl pLC [7] Source Libraries
4 Untitledl
B =] Untitled] Project

@ Untitledl Instance

(3 SAFETY Target Files
C++ TMC File

b ro
TFY File

= SIEHEMERE S T Hisymbol fileF] H iz 425 I boot H 5% F
€.J. C:ATwinCAT\3.1\Boot\PIc\Port_851.tmc
\Hard Disk\TwinCAT\3.1\Boot\PIc\Port_851.tmc

= OPC-UA ServerEil B T 5 ANiXsymbol file
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» OPC-UA ServerflITWIinCAT runtime 3 FEF— R4 H: LFEXE

EHIEE (IPC/CX) « OPC-UA ServerfhilNIE#: 25— M A HPLCIZ /T N ZH
« ZRAfKsymbol file(Port_851.tmc)#k i
OPC-UA Server « TLFHADSHH
« ZHTF61005CAB X H(WINnCE) — 1 E!
TwinCAT runtime o HEFE TR (Why? > WLPPTE523700)
= OPC-UA ServerfITwinCAT runtime Z3EfEANFEII R G H : 7 ZRUN %

. - EEE TR I TWINCAT runtime
oAk B G OPC-UA §erverﬁﬁ;<L
o WAUEMA E

« OPC-UA Server[1] Hfii 75 22 % 25 TwinCAT ADS
o ZIETWINCAT 2 CPE{TWINnCAT 3 ADS
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o« EHIXF R Isymbol file
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OPC-UA Server: BCE
= OPC-UA Server ] LLEL & 2 M TwinCAT Runtimes — A<l Fl/5% iz 2
= T EOPC-UA Serverit EALMEIE R 48 5] S IMADS Vi 7]
> TwinCAT 2 CPE{TwinCAT 3 ADS
= ServerConfig.xml £17 H A2 M d: HIBCE (Z& T XML)
= S RIE) )75 {8 HHOPC-UA Configurator ! (J& [ VE4H A 4)
B reoncuaconiuecor =

File Server

DaiaﬁCCESil Historical Access | Security|

Select device type: ’PLC TwinCAT 3 (TMC) v] [ Add ] [ Remawve ]
Legacy
Mame izds plt ’;gﬁ Symbuol File #nfeout ﬁ:pz:; Type ’;.FD%?:S Amay Dizabled

Handling
» PLCT 127.0.0.1.1.1 | 851 CATwinCATY3.1\Boot \Plc\Port_B851 tmc | 2000 20000 PLC TwinCAT 3(TMC)  ~ | 1{ByHandle) ~ = ]
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OPC-UA Server: 8] vs. #1
= OPC-UABZ PRI AS R (5 0. @A A Ee 1)
= OPC-UA Client#k 5 s F mR— s =R 58 g A4

o PLC1
¥ DeviceManual OPC-UA Client
¥ DeviceRevision
> | DeviceState > .
¥ HardwareRevision fé%ﬂiz;iUUA Server
4 32 MAN e i
. & Drivey o AR E AT A 23 K
4 % Scannerl * T 2 AP I B SRR
+ @0 ExecState
: 7 Fxecute > UA-Serveriﬂﬁﬂ§EE1E(‘L_LADS)1E2%$¢E%‘ﬁ "
- 4@ ScannedCode < > R RGN, UA-Clientd £|UA-Server i 41
+ &1 internalOpcVarl S HER20Z M —IK (R ATEIBE)
» & internalOpcVard
" ke ScannerZ R
Reference Target DisplayMame ¢ ﬁ@iUUA-Server
HasTypeDefiniti... o EEURERME (FTRLETE)
HasInputVar Execute
Eﬂsf“tﬁ:}‘fﬂf _E“ECStﬂltg - > TEELE RIS, UA-Serverisz U & [{E (B ADS)
asLocalVar internal JpcVar A H 25
HasOutputVar ScannedCode K l]r]}_‘_‘ E%T @JUA Client
17 HasLocalVar internalCpcyar3
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= OPC-UAF i H L D &g
= TWIinCAT 3808 K PLC /7 £ B 8 B OPC-UAfiT 4 %5 8]

2 Root
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+- g PLCT
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+-2 DeviceState o SETT ; ‘jg—EF, B/J)%Alﬁ
# HardwareRevision l—LPLCﬁ/ \ ‘\ NI
S MALN . UA-SerVeril:%ﬁl\:El/‘]PLCﬁ/jE_IEéUAﬁ/f
CA M « UA-Clients ] DL X 2675 7%
+- =% CallMultiplication
+- =% CallSum

> Hd i (S

A

+-¢@ callMult_numberQfCalls

+-4@ callsum_numberQfCalls S %})\ﬁ%ﬁé’ﬁ?i@

> L] 43 /__vé:/;\l:é:k

E Tutorial_03_UaServer_RpcMethodCall 9 ’TEH%Z\E'TT}JF 22/1{ > .
..... > M g R AE g R

4 =] Tutorial_03_UaServer_RpcMethodCall Project
b 1 External Types
b -dl References
 DUTs
1 GVLs
4 g POUs
4| E] FB_MATH (FB)
w CallMultiplication
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OPC-UA Server: 28X - 1 EXEE
= LGk
= AR SRR EHMI. UA-ServerfITWinCAT 3 ADS (JRTC2 CP)
= ADSIEMTWINCATIZAT WAZ Bt — il &5
= W E T EEADSHE
= OPC-UARZEHMIFIOPC-Server [8] [+ S iR 55 288 15
TR EURIH iR S5 28 A8 e Symbol files

Central server

‘ ‘ HMI, ERP or other UA-Client
TwinCAT OPC-UA Server

TwinCAT 3 ADS with routes to every controller

CX9020 PLC C6930 PLC BC9191 PLC
TC runtime TC runtime TC runtime
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OPC-UA Server: 23] — FR1 KA &
IRy, E S]] CE
o RS N AT FE
> BT NEH 3 Asymbol files
= KREMADSIEE MM it m (0L F —5KPPT)
o PR SS AR AN ) A 2 AN BB S B 22 4 A AR A
= LB APIRE
> Az Hsymbol files
> WRPLCIHAER BN, R EE S+ S ik 4 ESymbol files

- [HHFJOPC-DA VLl R HZ 7 & (B IDCOMRYBR ill)
> BIMIAHEREE TR (REEWT)

(fHAE: XFMTRE THFMIERA , REZHE— P ITF6100)
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OPC-UA Server: 23 — T R1FKIM L AR

I g AR 45 5%
HMI, ERPE A UA-Client
TwinCAT OPC-UA Server

TwinCAT 3 ADS with routes to every controller

CX9020 PLC C6930 PLC BC9191 PLC

UA-Client UA-Server PLC
R e o+ UA-Clientfill# H1i%
1 L >
1 S— >
: b+ UA-Server[i i1k A IPLC K fE AL AR
| Vale changed oo Y > ADSR I il 2 61 AR )
T VT "
\ M Voo MRURINTTIE R EEEK UA-Serveri e i 4% - (ADSIE (K (R %

e b, AR 2 L)

UAIE(F ADSIili {5
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OPC-UA Server: 453 — FR2EARE
= OPC-UAJ

= — R SE A OPC-UA Client

= OPC-UA ServerH £ 2 3E el 2% -

> ADSAFE IR Ly RS
> OPC-UAH i [ 4451
> b TUABAE, MZEFH R

ETETE HMI, ERP; £ fibUA-Client
> UAWZEF5E, 2Rt

> WAFHES ML NS L TCP/IP Network |

j T%’%%?&Tﬁ%symbol files m m m

> HEFERTT R

CX9020 PLC C6930 PLC CX2030 PLC
UA-Server UA-Server UA-Server
TC runtime TC runtime TC runtime
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OPC-UA Configurator: #id
“ ¥ WHRUA-ServerfliruntimefE Rl — AR50, 8% gk HBOARC &
> BRINE I N UA-ServeriE#2 3| A i 25— PLC runtime(f# FH TMC symbol file)
= SEACE (B £ runtimes) il it OpcUaConfiguratorfit & -
> FEUAR A 44 22 [A)ic & 2 > TwinCAT runtimes
> MUAZUA-Serverff) 2z 445 (mH, HPEIE, EHE R
> WaEME FHUASEME, Bilan: Dy sesdis i 7 1]
IBATELIZWT > ERERIAHNZIE I UA ServerF i HORES

= co
File Server
: Data Acce |H5t al Ao essISecuntyl

Select device type: | PLC TwinCAT 3 (TMC) <[ Add || Remove

Legacy
Ads Met Ads Ads Ade Time Access ]
Mame d Port Symbaol File Timeout Suspend Type Mode Aray . Disabled

Handling

[ PLC 127.0.0.1.1.1 | 851 CATwinCAT 2. 1\Boot\Plc\Port_851tmc | 2000 20000 PLC TwinCAT 3(TMC} |1 (ByHandle] ~ (] (]

25
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OPC-UA Configurator: #id
= %, TcOpcUaConfiguratorfd & LA N 2
> BRI
YE & i
> Atk
> THF
> A 17T, ORAEABOEICE

> RS RS, ELILEGZI), UA-Servers )5 IhRe
I Tcop<usconrgurator o

File Server

DataAccess| Historical Access I Security

Select device type: [PLC TwinCAT 3 (TMC) v] [ Add ] [ Remove
Legacy
Mame izds Rt ,;;;l; Symbaol File #n:eout ’;S:DE:; Type ’:.Icocé?s HI' Disabled
andling

14 PLCT 127.0.0.1.1.1 | 851 CATwinCATY3.1"Boot\FlcPort_851tmc | 2000 20000 PLC TwinCAT 3{TMC) = |1 (ByHandle) ~ [ =
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OPC-UA Configurator: fEZR 5 H
= 7EZR LI AT DAY R A H\IZ FE UA-Servers )2 i g B

. Bﬁjﬂ %E"fl:l n_»lilﬁ% il:/l:/f %JI_LI‘ :lzuw 'WJﬁD H‘&Zig'fm,u\, /n\i&
= k55 A HEERIR: Bud\ RS 48 H Fid 3%
 RAOIREIRTE: M EIERTWINCAT runtimesfRAS (A4S

TcOpcUaConfigurator - OnlinePanel [ TcOpcUaConfigurator - OnlinePanel [ TcCpcUaConfigurator - OnlinePanel
ServerUn ope.tep //ocalhost:4841 Serverli: opctep:/focalhost:4841 Serverln opcicp:/ocakhost 4841
Choose endpoint: TeOpeUaServer@SvenG-NBO3 [None, None] [ope te Choose endpoit: TeOpclaServer@SvenG-NBO3 [None, None] [opc tc Choose endpoint: TcOpellaServer@SvenG-NBO3 [Nane, None] [opctc
i Server infommation || Server logaing | Device States | Serverinfommation |; Sver |5ggng | Device Siates | Serverinformation | Serverlogging || Device Stafes ]|
Server state [] Current subscription court: 3 Number cf trace fles: 5 PLCT State:
Curert time 10/15/2014 105241 Al Amourt of nodss Number of ertries perfile: 100000 Emor
Software version: 20055 Rejected requests court: 0 Trace file svTracelog Emor message:
License: 7Day Tiial License Rejected sessioncourt: 01 AppTrace level z 0{Notracs) -
Number of namespaces: 1 Securty rejected court: 0 AppTrace enzbled False Deactivate
Curert session court: 1 Session fimeout count: 0
Stack Trace level 7 0 (NONE} -
StackTrace enabled:  False Deactivate
Date/Time Message o Date/Time Message — Date/Time Message &
) 10/15/2014 12:48:37 FM  Successfully acquired endpoints! () 10/15/2014 12.48:37 M Successfully acquired endpoirs! @ 10/15/20141248:37PM  Successfully acquired endpoints!
) 10/15/2014 12:48:40 FM  Successfully connected to server! £ ) 10/15/201412:48:40 PM  Succsssfully connected to server! H 10/15/2014 12:48:40 PM  Successfully connected to server! H
) 10/15/2014 12:48:41 FM  Successfully created subscriptions! ) 10/15/201412:48:41 PM  Successfully created subscriptions! @ 10/15/2014 12:48:41PM  Successfully created subscriptions!
) 10/15/2014 12:48:41 PM  License found! License type: 7-Day Trial m ) 10/15/2014 12:48:41 PM  License found! License type: 7-Day Tral m @ 10/15/2014 124841 PM  License found! License type: 7-Day Trial m
) 10/15/2014 12:48:41 PM  Found device PLCT - ) 10/15/20141248:41 PM  Found device PLCT o @ 10/15/201412:48:41PM  Found device PLC1 o

J 5% 245 JIk 55 4% H & IR 55 IR
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OPC-UA Client: $r#EALIETE >3 548 < 8] 7 DL EBEE <
= 3 FH OPC-UAKRHE Y PLCopenT ge Bk %

= AT 107PLCopeniiyE ) T REH T i

= RN ZG] . 55 =07 WA AT B ST e

I OPC-UA Server we PLO
HMI, ERP, ... W DeviceManual
W DeviceRevizion
> |23 DeviceState
W HardwareRevision
| 4 2 MAIN
gk DriveX
» g DriveY
H A1 )AL A7 23
_______ jim_{:yffii%_flfﬂ_______- 4 @&y Scannerl
> ExecState
TwinCAT PLC TwinCAT PLC 31 Party PLC i g Executedc ;
OPC-UA Server OPC-UA Client OPC-UA Server scannedCode
] internalOpcyarl
> @ internalCOpcVar3
—|PLCopen| soor | Exeene UA_MethodCall s 0oL T ) Scanmer
e e M i mh »
c|[7][®][x 1 EmorD [ DWORD — EnedD [~ DWORD
TloPCUA [ e o gmomeenl Ny e fas oo ST S

29
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s AT ARSI E

= EHEBTUA ConnectizdT—ik

= {Jjin a4 25 [AIFUA__NamespaceGetindexia T—k
" EMEHRGRE

Prepare
UA_Connect
L> UA _NamespaceGetIndex ] _ Cleany
L> UA NodeGetHandle [T lLJJAA__SS?i?e/ »| UA_NodeReleaseHandle .‘
1
|_>' > UA_Disconnect

For multiple reads or writes
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Bl BT R\ SR
= MUATT 44 75 (8] Fh e BUAR S I 7 EER LU (5 B2
= UA_Connect
- IN: UA-ServerfJURLIEHE, f5]40: opc.tcp://localhost:4840
> IN: %E{’Jlﬂﬁlﬁ(ﬁ\ﬂﬁﬁé)
> OUT: iR [Fl&E AR
= UA NamespaceGetindex
> IN: EEH A
> IN: BB e fr 4 23 (M R 8%, . PLC1
~> OUT: fig 44 25 (A1 5
= UA_NodeGetHandle
> IN: EEFE A
> IN: #4425 (8] R 5
> IN: ZBERAFRRF, #li1: MAIN.bBool (TWinCATH)
> OUT: 75 i AJAR
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Bl B R\ SR
= AfRTER IR A 44 A A A4 AR IR (18 FHUA-Expert#i5F)
" WMBREELT LEIENAE?

I Root

4 () Objects
» ke DeviceSet
4 [ PLCL

¥ DeviceManual

¥ DeviceRevision
» ) DeviceState
¥ HardwareRevision
4 [ MAIN
» 48 Drivex
» & DriveY
» € Scannerl
» €8 Scanner?

= AR AT A RZRERIME—FRIRTT?

4 Modeld Modeld
Mamespacelndex 4
IdentifierType String
Identifier MAIM. DriveX
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= Bk

= OPC-UA Server

= OPC-UA Server IR A4
= OPC-UA Configurator

= OPC-UA Client

-| =gen

VIR = |
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JSE

u TcOchaServer'

HISRELOPC-UAR PLCE i kA #IHMIs. ERPs...H
fif H symbol files$kHtsymbolfs &

i 4 BT 4 PLC symbolsiit F|OPC-UA F
8 WOR AT AT BN ESA R 2 A
A] LLil ¥ TcOpcUaConfiguratorfic & 5 & 2% 1 7 %

R RETTFR: ZREBITAZITHEILE

B2 AEK ) 2% A7 FH %%
S I N AF
%A symbol filesg #:

. TcOchaCIient'

34
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