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EtherCAT fgiReEASMEIAY?

2. ETWInCATIIBE*ER 7R ( HERYE R EEMaster OnlineTaEEE TWinCAT Logger )

File Edit Actions View Options Help
D& 2RR[Md Heavdden@eBERREFECE € 2
- B SYSTEM - Configuration )
: Onl - Onil
188 \C - Configuration | General | Adapter | EtherCAT | Orline | CoE - Online |
; ! PLC - Configuration
B. 1/0 - Configuration l\.lo Addr | Name State CRC
B /O Devices i 1001 Term 1{EK1100) oF 0.1.0
: 1
£ 5% Device 3 (EtherCAT) H2 102 Tem2(EL74Y) op 0.1 -
=% Device 3-Image . H3 1002 Tem 3(EL3104) OF 0
. 2 1004 Temm 4 (EK1100) OF 0.0
== Device 3-Image-Info :
$t Inputs H5 1005 Tem5(EL3154) ERR INIT INIT_ERR 0.0
M Opt . "6 1006 Tem 6 (EL3201) o 0.1
Lt M 71007 Tem 7(EL3403) oP 0
& InfoData
[§ Term1 (EK1100)
Term 4 (EK1100)
@ﬁ Mappings
L. NC-Task1 SAF - Device 3 (EtherCAT)
Actual State: oP Courter Cyelc Queved
[ it | [PreOp | [SafeOp] [ Op | | Send Frames 537 + 268
[ Clear CRC ] [ Clear Frames ] Frames / sec 0 + 0
Lost Frames n + 168
Tx/Rx: Erors 0 '
MNumber Box Name Online Address  Type In Size Qut Size  E-Bus(m.. Linkedto
1 Term 1 (EK1100) 1001 EK1100
‘ InfoData
Server (Port) Timestamp Message
L] (65535) 28/07/2015 08:59:28 368 ms  'Term 5 (EL3154)' (1005): state change aborted (requested 'PREOP, back to 'INIT').
@ (65535) 28/07/2015 08:59:28 368 ms  'Term 5 (EL3154)' (1005): 'INIT to PREQP' failed! Error: 'check device state for PREOP', AL Status '00011' read and '0:0002" expected. AL Status Code '0:0014 - Mo valid firmware'
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SRR ¢ SURMELAMEFRFFENEHEIZ T Ei , B —ERNEHET.
2. EREHER
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EtherCAT PI&ZHAYTEIRIEEY

EtherCAT 3 NBMAEFIEIGE EEIEH 7 FERIZHIER |

2SRRI LUE TEF2S

Cyclic

Acyclic

Cyclic Synchronous
Diagnostics

RS i

«  Working Counter
g 4 /

Hardware Diagnostics
Link Lost Counters
EMTER
Invalid Frame Counters

Foxmit 25

Software Diagnostics

» State Machine Errors

IREHEIR

» Diagnostic History Object
« BRIZEER
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[AHEBERIZZ T — Working Counter

- Header EtherCAT Datagrams
i

.............

15t EtherCAT Datagram 2nd EtherCAT Datagram nth EtherCAT Datagram

10 byte max. 1486 byte 2 byte

Working Counter

— P EtherCATEUEM RIS MIEHRSEBLA—N16{1AYWorking Counter (WKC)ZERE , WKC
BRI IERPIEENMN M SIEE | SBERNINT

> Read-only &< (XRD): SNERMULRTERE , M) WKC+1.

> Write-only ap<(xWR): SIRNEREFAS |, U WKC+1.

> Read+Write 835 (XRW): AIERMIEAFATEE WKC+1 , ATS0 WKC+2 (i.e. (NERIES PRI
T WKC+3).
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[AHATERIS 121 — Working Counter
FEERFTAREITWINCAT 3.19 , ATLUEE NN ( £E] ) SiEE2ERENG ( B8 ) BiEN .

Fuhit THHMAEIEEERE 0 MARKRFLZ.

EtherCAT | Process Data | Online

Type: EL1004 4Ch. Dig. Input 24V, 3ms
Product/Revision:  EL1004-0000-0018 (03ec3052 / 00120000)
Auto Inc Addr: FFFF
EtherCAT Addr- [7] 1002 : ( Advanced Settings.. | EherCAT [Orims | GoE —Orime
R R CR T  J - [
= H —— it —e——————————————————
= Gengrg Behavior -
e e
Timeout Settings Startup Checking State Machine .
- Topology [¥] Check Vendor Id Auto Restore Staf| = S!:ate Machine Slave Settings
L i.. Master Settings
. Identification Check Product Code [ Wit for WeS Slove Settings Startup Checking Sizte Maching
IFN:'\(.!U { 5M g [¥] Check Revision Mumber Relnit after Comm [ Cyclic Frames [¥] Check Vendor Ids Auto Restore States
... Init Commands F=
- Distributed Clock ’L == '] Log Communicati|| - Distributed Clocks [¥] Check Product Codes Relnit after Comm. Emor
- ESC Access [C1Check Serial Number Final State :DE Su;lpc-rt || Check Revision Numbers Log Communication Changes
- - Redundan
Check Identification @ 0P o o Emergenq‘f [T] Mo Autolne - Use 2. Address
Process Data (7) SAFEOP () PR| G- Diagnosis [T/ Check Seral Numbers [ Autolne only - No Ficed Address
[7] Use RD/WR instead of RW nfo Data [C] SAFEOF orly in Corfig Mode
Include WC State Bitjs) Include State [[] Use RDAWR instead of RW
Frame Repeat Support
) [l include Ads Addd Info Data Enhanced Link Detection
[¥] Clear Invalid Input Data Include AoE Netl
Include State [7] Enable Update Al Slaves
General Include Channels| B inchude Ads Add
nclude Ads Address
[C1 Mo Autolne - Use 2. Address [ Include DC Shift
[ Autolnc only - No Fixed Address [ Include Object Id D Include AoE Netld Cvolic Frames
[ Include Channels e
[ Include Object Id S SeReE 20
Clear Input Data
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[AHEBERIZZ T — Working Counter

Working Counter 18X(58.:

®

®

©

©

ROegalZ B W 1 EE R Gk A DI SRR
( BRI PIEEHEUAI M uE; R BERL TR ISR R SCAIWKC )

FEREERERE ( NIERBERINEIMWKC , BulaERYE FERmIRERIL |
BERNEAEOPRE , SWEHEAENER )

WKCSEUEmMBELZENA , b IRIRANER{FHEEIN , SR EESFEFEE BF
RAH—EEEIRCAL

WKCHERRCBERERRESRAEZHERERER , XEZEERRLL
FEuhAXE<EERER , AR EMSEAETIHIERE.

Working Counter BIEZERNEVEMENHEIER , (.e. AT EW/REMERE), AES
TREDITERER
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Working Counter 1 Sync Units ( WKCFI[EZETT )

Sync Units (A& ) BNGEDARERAE  SMEERFRREERER , FILS8 T ELS
TCEBMVA) WKC

a) fEA 1 AMNESEIT Sync Unit
(FEIRAY WKC — 6/ MIAIRIEUEEEF)

Ethernet Header HDR1

b) fEF 2 MEEETT Sync Unit

(FEIRAY WKC — 3 MEHIRIEUEER)

Ethernet Header HDR1

ATHARER , Sync Unit NECER— 1 ENEHILZER. XTINISERZSHET , HiRE— 1 E
20, AXE2HEMEREN  BERH , T EEERNNENZ S BRI — R R
7T , MLIREEXIRSZAIMEEROZ IR IR AR T,
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{£ TwinCAT HR$g§RE Sync Unit

B "
. @-[BI NC-Task1 SAF : 8 EA701 [ o s ] .
BA PLC - Configuration et - g LISt Of SlaveS-
B- Y0 - Configuration [ BExport Configuration File... ]
=B 1/0 Devices
25 Device 1 (EtherCAT) { Sync: Unit Assignment... ]
..=f= Device 1-Image
-.=f= Device 1-Image-Info [ Topology... ]
[j---@T Inputs . . .
5§l Outputs Sync Unit Assighment Sync Unit assignment
w-§ InfoData 1 .
= |_ Term 1 (EK1100) Dievice Sync Unit Mame FepeatS.. Task (CO nflg u rable by user) .
- § InfoData Tem 2 EL1014) Digitallnputs
- § Term 2 (EL1014) Term 3 [EL1014) Digitalinputs
- § Term 3 (EL1014) Term 4 (EL1014) Digital nputs
[E1 j Term 4 (EL1014) Term &5 (EL1014) Digitallnputs
- & Term 5 (EL1014) Term B (EL2008) DigitalOutputs
™ Term 6 (EL2008) Term 7 (EL2008) Digitaldutputs
B Term 7 (EL2008) Box 8 [AB206-0000-0202) Drives MC-Task 1 SAF
EJ--E?I Box 8 (AX5206-0000-0202) Box 9 [axB208-0000-0202) Dirives MC-Task 1 SAF
[#-B¢8 Box 9 (AX5206-0000-0202) Biow 10 [£:<5208-0000-0202) Drives MC-Task 1 54F
-Bt8 Box 10 (AX5206-0000-0202) Box 11 [&=5208-0000-0202) Dirives MC-Task 1 SAF
[+-B¥8 Box 11 (AX5206-0000-0202)
rﬂﬁ Mappings
g5 NC-Task 1 SAF - Device1 (EtherCAT)
.5 NC-Task 1 SAF - Device 1 (EtherCAT) - Info
Sync Unit Mames: Predefined Sync Units:
I Drives
@R

Frame Cmd Addr Len WC Sync Unit Cycle {ms)  Utilization (%) Size # Duration {us)  Map Id
TWinCAT AARERISYnc Units ( B A e
T I $ f_ N % /_/\ —> =g tgg EM{H]]'DDD ; 4 Digitallnputs iﬁ
j-B —L y ! ﬁ I — | 0 LWR 01000800 2 2 DigtalOutputs 2,000
MHEHEC Working Counter THEES | — Q0 & oo, & 0 ™ 2 L L.
0.88
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IBEHRIASIESS

@ - a|s- General | Adapter | BherCAT | Online | CaE - Online

hY H ﬁ A3 |
Search Solution Explorer (Ctrl+a) P~ iuﬁ Eg O n I I n e J\E T%{;i\? 'ng\li:ﬁ M ggEE
] Solution TwinCAT Projectl (1 project) h.ln g [pi{eme Sk ELE N N !
4 [ TwinCAT Projectt i .1] 1001 Tem 50 (EK1100) oF 0.0.0 1q:| Iﬂ EJf'j E{J%{ét:j‘j—sf
b [ svSTEM 21002 Tem 51(EL2028) oP 0.0 e 1
4 & MOTION 31003 Tem 52(EL2202) oF 0.0
b [B] NC Task 1 SAF 1004  Temn 53 (EL2502) oP 0.0
PLC 1005  Temn 54 (EL2602) oP 0.0
1006  Tem 55 (EL2622) oP 0.0
% é'ﬁEw 1007 Temn 56 (EL2624) oP 0.0
1008 Tem 57 (EL2034) oP 0.0
« Eo . 1009 Temn 58 (EL2024) oP 0.0
4 % Devices 1010 Tem 59 (EL2809) oP 0.0
4 == Device 3 (EtherCAT) 1011 Tem 60 (EL2889) opP 0.0
%% Image 1012 Tem 61 (EL2808) oP 0.0
%% Image-Info 1013 Tem 62 (EL2828) QP 0.0 kY H =3
b2 syncUnits 1014 Temn 63 (EK1110) oP 0,0 [— }\Aﬂﬁﬁ%{t':%a 'lae
3 Inputs 1015 Temn 64 (EK1100) oP 0.0
b il Outputs 1016 Temn 65 (EL1002) oP 0.0
b [ InfoData 1017 Tem 66 (EL2004) oP 0.0
b8 Term 50 (EK1100) "=18 1018 Tem 67 (EL7041-0001) oP 0.0
b [l Term 64 (EK1100) "= 1019 Tem 68 (EL7041) ol 0.0
b [ Term 71 (EK1828-0010) Ml 20 1020 Tem 69 (EL2252) oF 0.0
4 &% Mappings : 21 1021 Tem 70(EL1262) oP 0
# NC-Task 1 SAF - Device 3 (EtherCAT) 1 Fz w02 Tem71(EKIE2-0010) op 0.0
§23 1023 Tem 72 (EL1008) oP 0.0
§24 1024 Tem 73(EL1008) oP 0.0
625 1025 Tem 74 (EL1004) oP 0.0
§26 1026 Tem 75(EL1004) oP 0.0
" 27 1027 Tem 76 (EL2798) oP 0.0
" 28 1028 Tem 77 (EL2873) oP 0
Actual State: op Courter Cyclic Queued
Init PreOp | |Safep Op Send Frames 125166+ 10507
s N .
Save Online Data | |Load Online Data... | W1/ Errors 0 /0 Iﬁﬁﬁi1¢$a -L%
Elofine

A5 LRAHRETREF-EEHEIR | HETWInCATHERN , MBEXERHANREEE, R
I\, ERETAEAIE ISR | BRI EERFERIRY . XA NS
ZERYSEEFEEIRINEL.
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HIZHNE - HRFMEIR

VPRS = Vendor ID, Product Code, Revision Number, Serial Number: fZ& 2 zhat 3wt E]
AIMEANEE S TWINCAT ECENAHRIFMAGIIART. SEIRRR |, nJae R R B ERtiRiE M,

[BERYRE R BRI K IR Z T FEIRHY P25
o o e AT BEA R R SR AR AR Bl R A I I .
[ 1 1001 Tem 50 (EK1100) OF LNK_MISC
B2 1002 Tem 51(EL20EE) op
B3 1003 Tem 52 (EL2202) oP
B 4 1004 Tem 53 (EL2502) oP
: H . S H
5 1005 Tem 4 (ELZ6D) o BMEIIE ( EConfigiRT\ ) , LRI EIRY
B & 1006 Temm 55 (EL2622) oP M= i =
B 7 1007 Tem 56 (EL2624) op ?’E*l\ (E) *Dé EUTWInCAT@EEqu:EI"JtOmegy
g 1008 Tem 57 (EL2034) opP E .
"9 1009 Temm 58 (EL2024) oP ( =) :
B 10 1010 Temm 59 (EL2808) op
Bi 11 1011 Tem 60 (EL2B89) oP EEEC - e— | |
% 12 1012 Tem 61(EL2808) oP Fimage | T AddNewti.
M 13 1013 Tem 62 (EL2825) OF b2 e m
14 1014 Tem 63 (EK1110) OF b o Inputs
: b Wl Outputs Change Netld...
[ 15 1015 Tem 64 (EK1100) INIT VPRS INIT_ERR LNK_ADD C > 1 idome
# 16 1016 Tem 65 (EL100Z) INIT VPRS INIT_ERR DO TS AT Cmd
B 17 1017 Term 66 (EL2004) INIT VPRS INIT_ERR ' g;:::g; T T
"H1g 1018 Tem 67 (EL7041-0001) ERR INIT VPRS INIT_ERR ! Mappings Online Reet
f=13 19 Tem 68 (EL7041) ERR INIT VPRS INIT_ERR Online Reload ~ F79!"*™ Disable> ] Conigued tams
|20 00 TemssEL252 INIT VRS INIT_ERR _ounpae SR IS 3 e
21 1021 Tem70(EL1262) INIT VPRS INIT_ERR 1 T e
{22 1022 Tem 71(EK1828:0010) INIT NO_COMM 3 Temtatet 1o 1oy Lot oo
§23 1023 Tem 72 (EL1008) INIT NO_COMM b ) Tom e o
§24 1024 Tem 73(EL1008) INIT NO_COMM L Tem 21 EL2672) § Tem70(EL1262)
P i LB Temn 59 ELI0N) i M Tem 78 ELIDT
j 25 1025 Tem 74 (EL1004) INIT NO_COMM = TJarmzzlsmnn] S Thergats | | © fTJarmﬂ [EX1828-0010)
§ 26 1026 Tem 75(EL1004) INIT NO_COMM lj lermgiiﬂggi} j lerm;gét}ggg}
B 27 1027 Tem 76 (EL2798) INIT NO_COMM R Tem 25 [EL7041.0001) i Tom 7t L1000
Ij 28 1028 TBWW{ELZE?Z} INIT NO COMM -] Tem 26 (EL7041) - Temn 75 (EL1004)
- - Term 27 [EL2252) M Tem 76 [EL2738]
i Tem 28 (FL1262) BT Y Tem 77 (EL2872)
‘J Term 60 [ELIDT1) ‘J Term 73 ([ELID11)
__Eancel
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HZHE - R

REBHEIRE |, NI EEtherCATREIRR 2B TLAR—MEM ( RAREEIbZ [E/Y
N BESEEEREIRIA )

G e
e

r e

K FEtherCATNELZEANETE, £HANMAER , BSEETGXH ETG.160 “EtherCAT
Installation Guidelines” , BJLAMETGEMwww.ethercat.org. V&
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http://www.ethercat.org/

T/ EL BIRESBEFEST EBUS B , BESIEALER , i

EbusEEi7i,

@lo--als-=
Search Solution Explorer (Ctrl+d)

] Solution TwinCAT Projectd’ (1 project)
4 ] TwinCAT Projectd
b [l SYSTEM
=] moTIoN
Ed rLC
5 SAFETY
[ c++
4 [Fvo
4 L Devices
4 == Devicel (EtherCAT)
*H Image
*8 Image-Info
2 SyncUnits
Inputs
W Outputs
& InfoData
i Term1 (EK1100)
& InfoData
Term 2 (EL1004)
Term 3 (EL1004)
Term 4 (EL1004)
Term 5 (EL1004)
Term 6 (EL1004)
B Term 7 (EL2014)
B Term 8 (EL2014)
B Term 9 (EL2014)
B Term 10 (EL2014)
B8 Term 11 (EL2014)
B Term 12 (EL2014)
B Term 13 (EL2014)
"8 Term 14 (EL3162)
B Term 15 (EL3162)
" Term 16 (EL3162)
" Term 17 (EL3162)
"8 Term 18 (EL3162)
B Term 19 (EL4112)
B Term 20 (EL4112)
B Term 21 (EL4112)
B Term 22 (EL4112)
B Term 23 (EL4112)
B Term 24 (EL4112)
B Term 25 (EL4112)
B Term 26 (EL4112)
4 ﬁg Mappings

AT T T W

vV WYY VY YV YWYV WYY WYYV WYY W W W

¥ Task 2 - Devicel (EtherCAT) 1

BECKHOFF

| General | Adapter | EtherCAT [ Oniine [ CoE - Oniine

(@ Network Adapter
@ 05 (NDIS) = PCl ©) DPRAM
Description: Local Area Connection (Intel{R) Ethemet Connection (2) 1219-LM)
Device Name \DEVICE\{3DB32925-F38A-4D06-BC51-6A051463CBDD}
P Bus/Slat:
WC A 0o e
IP Address 0.0.0.040.0.0.0
[ Promiscuous Mode (use with Wireshark anly)
[] Vitual Device Names
(0) Adapter Reference
MNumber Box Name Address  Type In Size QOut Size  E-Bus (m&)
[ 1 Terrn 1 (EK1100) 1001 EK1100
iz Term 2 (EL1004) 1002 EL1004 04 1910
E Term 3 (EL1004) 1003 EL1004 04 1820
B4 Term 4 (EL1004) 1004 EL1004 04 1730
is Term 5 (EL1004) 1005 EL1004 04 1640
i Term & (ELLO04) 1006 EL1004 04 1550
u 7 Term 7 (EL2014) 1007 EL2014 24 04 1490
s Term & (EL2014) 1008 EL2014 24 04 1430
" g Term 9 (EL2014) 1009 EL2014 24 04 1370
m 1 Term 10 (EL2014) 1010 EL2014 24 04 1310
"1 Term 11 (EL2014) 1011 EL2014 24 04 1250
L B Term 12 (EL2014) 1012 EL2014 24 04 1190
" 13 Term 13 (EL2014) 1013 EL2014 24 04 1130
i1 Term 14 (EL3162) 1014 EL3162 80 960
15 Term 15 (EL3162) 1015 EL3162 80 790
" 16 Term 16 (EL3162) 1016 EL3162 80 620
7 Term 17 (EL3162) 1017 EL3162 8.0 450
M 18 Term 18 (EL3162) 1018 EL3162 80 280
B 19 Term 19 (EL4112) 1018 EL4112 40 120
" 20 Term 20 (EL4112) 1020 EL4112 40 -40!
"o Term 21 (EL4112) 1021 EL4112 40 -200!
L) Term 22 (EL4112) 1022 EL4112 40 360 | I
23 Term 23 (EL4112) 1023 EL4112 40 -520! H
Ll Term 24 (FL4112) 1024 EL4112 40 -680 |
" 25 Term 25 (EL4112) 1025 EL4112 4.0 -840
L ¥ Term 26 (EL4112) 1026 EL4112 40 -1000 !

N\

EBEFMN/OEAITTF

MHFEIAEIPRERS , NMFREA—

N EL94xx f&Eth

Power LED = PowerLED
{E-Bus) -';’.‘_(Power Contacts)
|}
-

|

e )
Lol

*24ViorE-Bus . @@ ' 0Vfor E-Bus o o
L .

=
+24V .6 o
i Le—(
iﬁiﬂ
oy .‘ Power A,f’%
e \Contacts
Ll
PE ‘. 90

B i0er
P——



Emergency Scan ( 21344 )

Emergency Scan (&34 ) B(F , JLIRETIEEERIRUEREm , AT HRENTIEE
% (TwinCAT MZ4bfE Config Mode):

@o-- als = [General | Adapter | EtherCAT | Online | CoE -Oriine |

Search Solution Explorer (Ctrl+ ) L~
) ) . . Metld: 165.254 21523141 I Advanced Settings... I
fa] Solution ‘TwinCAT Projectl' (1 project)
4 ua TwinCAT Projectl [ Export Configuration File... ]
B[ SYSTEM
4 MOTION [ Sync Unit Assignment ... ]
B8] NC-Task1 SAF
BLC [ Topology... ]
(| SAFETY
i L]
Bed c++ Advanced Settings -
4 Fvo -
P ﬂ% Devices - State Machine Scan
4 —= Device 3 (EtherCAT) [+~ Cyclic Frames
*B Image [+ Distributed Clocks MNo.  Type Link Before  Quality
v Image-Info - EoE Support u; )
+ g9 § 13 ELZ2828 BCh. Dig. Output 24V, 24 AR 128 100 of 100
b 2 SyncUnits - Redundancy B].44  EK1110 BtherCAT extension AB 13B 100 of 100
P Inputs =- E!’”EFE”C [§ 15 EK1100 BtherCAT Coupler (2AE-B...  AB 14-B 100 of 100
b Outputs # 16 EL1002 2Ch. Dig. Input 24V, 3ms AR 15-B 100 of 100
P ﬂ InfoData [+- Diagnosis m 17 EL2[|'D44G1 Dig. Output 24V, I}Eﬂ AR 168 100 of 100
. - P Blan  ri=nad nnneg 4 o an a=n 4mn rann

Emergency Scan BEBIRIFRIGEEtherCAT ZZAI K A TR (IR, FBATEE ELIRIR).
FBEmergency ScanBV73 A RMEITUZEIBENEY/ AERITH , SIEEXFTI , MiZzH I TERN

error counter analysis ( SE1R1TEDHT ) .
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EtherCAT gAY E(H2 R

ATHATERANRISHT , NubiR 7 E T umORY ( port-specific ) FEHEIRTTEN

EtherCAT FEX Tiw[S 0 to 3 (Iw[ 0 FZMAL) , MTwinCAT FriE B EX Eim I HOR YA
AZ D (A RZRmAL) , mMimOENXSIUESFHH

' e |
(oa) ¢ =
i 1
N :
\ |
g =7
. LEEI
g N
‘gg 1.} R

1l
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Link Lost ( ZEREX) IEiXITEES

BEHERFEther CAT IS Z [BIRIIEEIZ AT BER T2 T © (S5 ETTERNAEBRIMEE,

L/A

Port O

o R =

Link Lost Counter

] |
L/A (Port 0):

Link loss (1EEEXK ) | REUSEHNEREREE :
FEEASE SRR ( EBANER: ) | MR A2 e E S| ( EbusiEss )

© I EETLIMIGER

BECKHOFF




Link Lost (EEEKX) faixiteizs
— Num O _ RS IEEE ST , MibFiSBiZim A Link Lost Counter (EIEERITEES) 01

Register FIfFitbit KE g X
0x0310 157 port 0 RYZEREERIREL
0x0311 =] port 1 RUIERERFRIREL
0x0312 157 port 2 RUERERFRIREL
0x0313 157 port 3 FUZEREERRIREN

YIIRIEE AR S R E A AT HERMES , TETWINCAT LoggerBEX#4ips ( HBHREFE
Windows Log &)

Error List
T - | 0 Errors ! 1Warning | i Messages Clear

Description
11 17-Mowv-1610:16:50 AM 182 ms | Term 64 (EK1100) (1015) - Term 70 (EL1262) (1021)' Communication interrupted ]- \ Iln k Iost

(
0 2 17-MNov-16 10:16:55 AM 274 ms | 'Term 64 (EK1100) (1015)' Communication re-established \E;ﬁ§
0 3 17-Mov-16 10:16:55 AM 276 ms | 'Term 65 (EL1002) (1016)' Communication re-established L k<3 §E

0 4 17-Mov-16 10:16:55 AM 278 ms | 'Term 66 (EL2004) (1017)' Communication re-established

@5 17-Nov-1610:16:55 AM 280 ms | ‘Term 67 (EL7041-0001) (1018)' Communication re-established P link re-established
6 17-Nov-1610:16:55 AM 282 ms | ‘Term 68 (EL7041) (1019)' Communication re-established 3 . s
EENERE

0 7 17-Mov-16 10:16:55 AM 284 ms | 'Term 69 (EL2252) (1020)' Communication re-established
5 17-Nov-16 10:16:55 AM 286 ms | ‘Term 70 (EL1262) (1021)' Communication re-established

BECKHOFF




Link/Activity (ZEEGER ) 1I83-KT

ERAVKATHRE 2

SEHE

ABREEFIHAIONIneTH :

Mo
.H 1
Ij 4
.ii 5
.H [
lj 7
.ii a
.Ei g
" 10
=1
mi12
b RE!
14
i 15
{18
=7
T=1g
T=1g
.j 20
i

in
i 24
i2s
i
w27
o

Addr

1003
1004
1005
1006
1007
1008
1009
1010
101
1012
1013
1014
1015
1016
1m7
1018
1019
1020
1021
1022
1023
1024
1025
1026
1027
1028

BECKHOFF

Name

Tem 52 (EL2202)
Tem 53 (EL2502)
Term 54 (EL2602)
Tem 55 (EL2622)
Temm 56 (EL2624)
Tem 57 (EL2034)
Term 58 (EL2024)
Temm 53 (ELZ2809)
Term 60 (EL2839)
Temm 61 (EL2208)
Tem 62 (EL2828)
Term 63 (EK1110)
Term 64 (EK1100)
Tem 65 (EL1002)
Term 66 (EL2004)

Temm 67 (EL7041-0001)

Term 68 (EL7041)
Term 63 (EL2252)
Temm 70 (EL1262)

Temm 71 (EK1828-0010)

Term 72 (EL1008)
Term 73 (EL1008)
Term 74 (EL1004)
Tem 75 (EL1004)
Term 76 (ELZ758)
Tem 77 (EL2872)

INIT NO_COMM
INIT NO_COMM
INIT NO_COMM
INIT NO_COMM
INIT NO_COMM
INIT NO_COMM
INIT NO_COMM
OF
op
OF
op
op
OF
op

BotmEEERITEES (| Link Lost Counters ) , REE

l

mm) @ FEETTRETTT \ & e
4§ mmm

ERKARIIRE |, FIRERELBIRE | BBATTEiR
IR, BEIRE R,

ARy Ln &R
( Ej&/ /EE}] ) j:EITU- /

B 1Nim0 , WIRMZRLink/Activity
ﬁ EJJH&EJH:*E&ZBE :




Zom ( Invalid frame ) $&iRITENES

Btz , BIERMHESEIA TEBIMNG , FRERNESAEHEIAIERIA—E

L/A

\
h o Dj
:E Port 0

-
o
—~
=
|
Tl

L/A Invalid Frame Counter

(port 0):

SIEGAERA  REIENRER
- WRIGEIRITEZ 2R , (ReTsERHBTIME EMC 1.
« NERIZEERTHERERERSIEN |, kAT sERHETIREIRIA,

BECKHOFF




Foam ( Invalid frame ) $HiRITEY

—Nim O _ERVEURMEESR , NS =EiZim /Y Invalid Frame Counter(Fo3nit&=s) 10 1

Register Length
0x0300 1 byte
0x0301 1 byte
0x0302 1 byte
0x0303 1 byte
0x0304 1 byte
0x0305 1 byte
0x0306 1 byte
0x0307 1 byte

port 0 FICRCIRIGERIRITENES
port 0 FIRX ( 2 ) $EiRITE0ES
port 1 FYCRCRIEGEIRITENES
port 1 BIRX ( ¥z ) FEiR1HEES
port 2 FYCRCIEEEEIRITEES
port 2 FIRX ( 2 ) $EiRITE0ES
port 3 FYCRCRIEGEIRITENES
port 3 FYRX ( UK ) $HiRITE0ER

Meaning

Invalid Frame Counter port O

Port 0 BY FoUii 2483

Invalid Frame Counter port 1

Port 1 AY Foxmiit21Es

Invalid Frame Counter port 2

Port 2 B FoxUMTLT 45

Invalid Frame Counter port 3

Port 3 AY oM 21Es

X fHixitEiEs fl CRC BBtHiRITEER | MEMHEEMHRIEINSEIRMIRA , RILERAEE

*E , (B2

BECKHOFF

—EHBEEMNSEENAREMENEN , HE X HESRR.




PR R LR E S5

OFN1RYEAE Y | EYIIR MR EA S , FEEIRIDRTE M AIREE/FER BB ( EERB TR )

______________________________________

Sender: : Receiver
! ) |
] ]
] I

| |
I Symbol | Symbol | Symbol I

...011110101...| Hardware | ' N N+1 N+2 1" | | Hardware |...011110101...
E di ! X D di
| Encoding | | Hardware | | Decoding |
: medium

- EVERE ERIFFINLEY symbols (#45) .
> BT RETE | B/ BEENTRERIHAZREEHEETEN , XENRET
BT SMTTHTSHITH.
> YIEN R EFERESEHN , BEEEthernetEUEMAI B ESIRMAM ( SUBMIMNITT
SFHRA TR RSN s A ERIERE KRR )

- BEINHBFTSEIER
> IEREEAXNAERIFERS |, BiEEthernet g,
> W EthernetZiEi 2 [EMERNTSFS |, #iE EiEmElE

BECKHOFF




AN THE — 100BASE-TX i@ {HwmaStnitE ( PgeiEk )

4B/5B Scrambler and LT3 MLT-3
L e ! Parallel In ] NRZL W : > -
4 bits Encoder 5 bits Serial Out (PISO) 1 bit Converter 1 bit Converter 1 bit
25 MHz 25 MHz 125 MHz 62.5 MHz 31.25 MHz
100 Mbps 125 Mbps 125 Mbps 125 Mbps 125 Mbps
) 3
2 2
- E
=
Ml aisB | Descrambler | NRZI | MLT-3 MLT-3 | AD
- =t - and Serial In |- - = - - . |—
4 bits Decoder 5 bits Parallel Out (SIPO) 1 bit Converter 1 bit Converter 1 bit DSP
25 MHz 25 MHz 125 MHz 62.5 MHz 31.25 MHz
100 Mbps 125 Mbps 125 Mbps 125 Mbps 125 Mbps
Control Character | 5b symbol P
ontrol Character) Sb symbols Sl |/ Link Active, but No “\l«————  |EEE 802.3™ Data Frame (as seen by the PHY) ————] Minimum of 960 ns
— ) ] .
JK 11000 10001 | Sync, Start delimiter Pa?(ets ar:t::mg |EEE 802.3 Data Frame (1BI::r Pachet Gap)
R ———
I 11111 11111 | Not Used | ransm | ‘ (as seen by the MAC) een Frames
T 01101 01101 FDDI end delimiter a2 | g | @ | e | g AT [ Preambie | SFO DA SA | LengthType Payload FCS | TR i@ | @ | g
(1 octet) | (Boctets) | (1 octet) | (8 octets) | (Bodtets) | (2 octets) | (45-1500 octets) | (4 octets) | (1 octet)
TS 01101 11001 Not Used PE— ‘ - K o
i N L} -
IH 11111 00100 | SAL ; . . ., . .
= Soo Note 6} : (SveNow§) . . (SeeNote§) .
TR 01101 00111 |100BASE-TX end delimiter RX |--— Illl ololo lIOI0 0 1| ) [ e e e e e EEEE
SR 11001 00111 |Not Used L . . R
ss 11001 11001 |Not Used . “ ’
HH 00100 00100 |HDLCO
HI 00100 11111 |HDLC1
HQ 00100 00000 |HDLC2
RR 0011100111 HDLC3
RS 00111 11001 |HDLC4 MLT3 Encoded MLT3 Encoded
QH 00000 00100 HDLCS — —
al 00000 11111 |HDLCE . .
o 40000 00000 |HDLGT Multi-Layer Transmit 3 Code:

= Logic 0: 1 — = ik
= Logicl: 5 — 1 ik

BECKHOFF




iR T % — LVDS @4 mistnE (EBUSIERR )

EBUS 2EF LVDS IS5 , &S ANSI/TIA/EIA-644 RSB

Layer Preamble | Start of frame delimiter MAC destination MAC source 802.1Q tag (optional) Ethertype (Ethernet Il) or length (IEEE 802.3) Payload Frame check sequence (32-bit CRC)|Interpacket gap
7 octets 1 octet 6 octets 6 octets (4 octets) 2 octets 46(42)P1 1500 octets 4 octets 12 octets
Layer 2 Ethernet frame «— 64-1518(1522) octets —
Layer 1 Ethernet packe — 72-1526(1530) octets —
I
Symbol IDLE | SOF Ethernet Preamble - || CRC EOF \I IDLE
| i i i i i i i i i i i i i
| | | | | | | | | | | i | i |
| i i i i i i i i i i i i i i
Data + 0 ¢ 0O { N+ 1 + O ¢+ 1 ¢+ O + 1 | 01 7 01 7 N- 7 O 1+ 0
| | | | | | | | | | | | | | |
| i i i i i i i i i i i i i i
| : : : ! : ! : (e : L feor] :
Manchester | ! ! i ! i ! ot < —>
Biphase L | o fsor | } ] ! ] A ! ! I

Biphase-L Mancherster Code: Clock ﬂll | mm

= Logic 0: LO — HiI transition

Data
= Logic 1: HI — LO transition 1 01 00 1 1 1 0O

Manchester _W |_| r| |_| |_| H |_|

I
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Zom ( Invalid frame ) $&iRITENES

BFHER D AFRFPSEE | PRI EEs P &Rt
= RX Errors:
- ANBITEIER (S EIERRIEIEIRE T ) |

- EHIEMAEREEINIE A RERYE (RIERMLZAEUEMEEH R , MMIBEOEHS
£ idle BPRRZAFAGS)

» — RX Error Counters (o3t #=280EF10)

= CRC Errors:
.« BN EERMAYEIR TR ( CRC) fHiX.
- EHURMANAL (RBEthernet HUEMIAHITIER).
« — CRC Error Counters (FoImiTE4280YK=FT)
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RX ¥ CRC $&ixAYEEL

FEHHE T R LA EHR R T LA RINERE S BERF TN
RX #1 CRC 35X £ EEEMGFRYER |, HIa0

RX Error: NO RX Error: NO RX Error: YES RX Error: YES
CRC Error: NO CRC Error: YES CRC Error: NO CRC Error: YES

N/ /

Some  framws 4 are  corrypted

||
I 1 1 1 1

FRAME [BIFE=F FRAME intergap FRAME intergap FRAME
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CRC taix= — (T ARR FeElthFR?

I
o

BECKHOFF

FAREE—MFERICRCIBIRIIITIEE XY © i
RELUEMMIMNEFNimORHIATCRCIRIG : port 0 F
e ECREAYRIHTT MR , M ports 1, 2 & 3 10E
IR [B175 RIRYEHET.

L]




SF IETRIRERIE

HimiTEY

N T EEREHEIRITEL , EIHITLATRE:
1. fEEuhAYAdvanced Settingd AE4)%E “Log CRC Counters” Fric

Solution Explorer

,:; Solution TwinCAT Projectl’ (1 project)
4 il TwinCAT Projectt
| svsTEM
MOTION
PLC
SAFETY
E C++
4 Vo
4 L Devices
4 == Device 4 (EtherCAT)
j!, Image
=8 Image-Info
> 2 SyncUnits
5 Inputs
- [l Outputs
> [ InfoData
P “]j Term 1 (EK1101)
s D
- [ WcState
. [ InfoData
> Term 2 (EL1004)
> B Term 3 (EL6900)
> ®E Term 4 (EL1904)

BECKHOFF

TwinCAT Projectl X

Source Control Explorer

| General | Adapter | BtherCAT | Onling | CoE - Online |

Netld: 10.35.80.6.5.1 [ Advanced Seffings... ]
[ Export Configuration File... ]
[ Syne Unit Assignmet... ]
[ Topology... J

e T
=) State Machine Master Settings
- Master Settings
. Slave Settings Startup State Run-Time Behaviour
G- Cyclic Frames VINT Log Topology Changes
.. Distributed Clocks ") "PREOF [ Log CRC Counters
- EoE Support 7 "SAFEOF Log Emor Counters (only for testing)
- Redundancy ® O [¥] Relnit after Communication Emor
- Et-"nerger?c_',r i Show Input Toggle Information
- Diagnosis [7] Stay at "PRE-OP" until ["| Check Eeprom Busy Flag
Sync Task started
|| Generate Enable/Disable Info Data
Command Enable




S IETRERERTE R T &N

2. 1EOnlineflE im0 EMZF 0x0300+0x030A F1 0x0310+0x0312

Solution Explorer X e Rl Source Control Explorer
: - - : | General | Adapter | EtherCAT | Oniline | CoE - Online
; Solution TwinCAT Projectl’ (1 project)
4 gl TwinCAT Projectl
Mo Addr  Mame State
o SYSTEM -
MOTION il 1 1001  Temn 1 {EK1101) OF
E pLC #i2 1002 Temn 2 (EL1004) OF
v ®i3 1003 Tem 3(ELES00) OF
SAFETY :
Cos W4 1004 Tem 4 (EL1904) oF
= 1o ®i5 1005 Tem 5(EL2904) oP
« &V _ "6 1006 Tem 6(EL3102) oP
. R E_E""E‘. M7 1007 Tem 7(EL4102) oP
4 = Device 4 (EtherCAT) H g 1008 Tem B8(EL3403) opP
* Image Clear ‘ERROR state
"E Image-Info
> 2 SyncUnits
' Inputs Firmware Update...
> [ Outputs Actual State: OoF Gt Cyclic
- [Cint_] [Prep ) (SafeOp] [ Op ] | Send Frames 2%3 o [ Propeens ]
© @ E";’EJ ( : [ Clear CRC ] [ Clear Frames ] Frames / sec 438 "l
’ Lost Frames 1] Export...
> [ WcState ["8ava Orlina Nata | [Lnad (rlina Pata | | wom. n

' Advanced Settings

= Diagnosis Online View
--Emergency
it Distributed Clocks  [25]0300 CRC A

[~]0302 'CRC B'
[~]0304 'CRC C'
[+]0306 'CRC D'

[]0220'PDIIRQ 1"

:
[]030A Forw. CRC C/D!
10310 'Link Lost A/B'

[]0312 'Link Lost C/D'
(0900 WD Dvisor—
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S IETRERERTE R T &N

3. EUEHERS TWInCAT BiE:
mp [: | EIZE

| <Local>

2 Solution "TwinCAT Projectl’ (1 project)
4 gl TWinCAT Projectl

@l SYSTEM

MOTION

PLC

& <arFTV

4. BEFTWIinCATfE , BFrEEIRITE

18 2 X @6 [<Loca> — -k [ »

Bl Activate Configuration

: - : : General | Adapter | EtherCAT | Online | CoE - Online |
Q Solution ‘TwinCAT Projectl’ (1 project)
) - x";&:}z&“’lem No Addr  Name State Reg:0300 Reg:0302 Reg:0304 Reg:0306 Reg:0310 Reg:0312
@ MoTION i 1001 Tem 1(EK1101) op 0000 (0) <0000 (0) 00000 (0) <0000 (0) <0000 (0) 00000 ()
e §2 1002 Tem2(EL1004) op 00000 (0) <0000 (0) <0000 (0) 00000 (0) <0000 (0) 00000 (0)
e B3 1003 Tem 3(EL6300) oP <0000 (0) 00000 (0) 040000 (0) <0000 (0) <0000 (0) <0000 (0)
b "4 1004 Tem 4 (EL1904) oP <0000 (0) 00000 (0) x0000 (0) <0000 (0) <0000 (0) <0000 (0)
[ - B 5 1005 Tem 5(EL2904) opP 0x0000 (0) ©x0000 (0) ©x0000 (0) ©x0000 (0) <0000 (0) ©x0000 (0)
« 3 Xz _ "6 1006 Tem6(EL3102) oF ©<0000 (0) ©x0000 (0) <0000 (0) 00000 (0) <0000 (0) <0000 (0)
s Dewces‘ 7 1007 Tem 7(EL4102) op ©¢0000 (0) <0000 (0) <0000 (0) <0000 (0) <0000 (0) <0000 (0)
« = ?:wce" (EtherCAT) "i8 1008 Tem 8(EL3403) oP <0000 (0) <0000 (0) 0x0000 (0) <0000 (0) <0000 (0) <0000 (0)
> Image
8 Image-Info
2 SyncUnits
Inputs
W Outputs Actual State: OoP Counter Cyclic Queued
? ‘T""’Dalﬂmw Send Frames 265126+ 11184
4 T Term1( 1) Frames / sec 499 + 39
a R . Lost Frames 0 + 0
cState Tx/Rx Emors 0 /0
98 InfoData Delete Online Data] [] Offiine
i Term 2 (EL1004)
Wi T.___ 2 ricanny
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S IETRERERTE RIS

TWIiNnCAT 5, EtherCATFu5HY Online MEAIRELL word-oriented YA ERITEUE

CRC Err
Port 1

RX Err
Port 1

CRC Err
Port 0

RX Err
Port O

W

RX Err
Port 2

CRC Err
Port 2

BECKHOFF

Rio 10
x0000 (0)
@¢0000 (0)
<0000 (0)
Bx0000 (0)
0x0000 (0)
<0000 (0)
m@mm

(

(0000 (0)
acoopow)

Reo p3pd
oxoopo ©)
00000 (0)
moopo ()
(0000 (0)
0000 (0)
0x0000 (0)

mooPo ©)

B RX Err Link Lost | 7

Port 3 Port 0

|' CRC Err Link Lost

Port 3 Port 1

Refy Paps o310
x0000 (0) x0001 (1)
0x00b0 (0) (0000 (0)
ax0000 (0) (<0000 (0)
ax0000 (0) (x0000 (0)
0000 (0) (<0000 (0)
(x00b0 (0) (<0000 (0)
OxOOIbO ) moolbo ©)

J

I

Invalid Frame Counters

FoRNEIEMILTEES

|

Link Lost
Port 3

Link Lost
Port 2

e
00000 (0
(<0000 (0)
<0000 (0)
<0000 (0)
000ho (0)
(<0000 (0)
0000 (0)
J

|

Link Lost Counters

EEERITEER




S IETRIR IR EERITEY

3. &5, HElERMENE  iERAER RS (RAMESEBERTWINCATHSIE
FRITEL , MsIMCIIEEETHRE QNASBRRITEY. iICRIEAUSH | LME—2 51,

| General | Adapter | EtherCAT | Online | CoE - Oniine

No Addr  Name Stata Rag

[ 1 1001 Term 50 (EK1100
{2 1002 Temm 51(EL2088
i3 1002 Temm 52 (EL2202
M4 1004 Term 53 (EL2502
5 1005 Term 54 (EL2602
& 1006 Term 55 (EL2622
® 7 1007 Tem 56 (EL2624
m g 1008 Temm 57 (EL2034 Clear 'ERROR! state
M9 1003 Tem 58 (EL2024
® 10 1010 Tem 59 (EL2309
B 41 1011 Term 60 (L2889 Firmware Update...
®i12 1012 Tem 61 (EL2308
®13 1013 Tem 62 (EL2828
14 1014 Tem 63 (EK1110

Properties...

= |

Lrtial Ctatas (als]

PEIRITERER SRS | iC/SRIE “Log CRC Counters” EffiaiE L. (TwinCAT FEER).

Master Settings

Startup State Run-Time Behaviour
N Log Topology Changes
) "SAFEQOP" [ Log Eror Counters {only for testing)

@ 0P Relnit after Communication Emor
- Show Input Toggle Information

Stay at PRE-CP until
Sync Task stated
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BHEEA—1 M EIR?

737 NEBRRICRCIEIRTT DT NEFRIEPER D RIER |, EiX:

1. #2148 DinEMEEIRME BRI B ibin D HITCRCEIRAIINF (RIE

BIIA{ZE previous information):

10

MASTER

BECKHOFF

CRC checked by
slave 1 port0
slave 2 port0
slave 3 port0
slave 4 port0
slave 5 port0
slave 6 port0
slave 7 port0
slave 8 port0
slave 9 port0
slave 10 port0
slave 11 port0
slave 12 port0
slave 13 port0

slave 12
slave 11
slave 9
slave 8
slave 7
slave 6
slave 14
slave 6
slave 5

port 1

slave 4

portl

slave 3

portl

slave 2

portl

slave 1
slave 15

slave 1

port1




EHE— MR

2. MEBF—MREERITEEEANZTRRO:

CRC port 0

CRC port 1

slave 1

0x00

0x00

CRCport2 | CRCport3

slave 2

0x00

0x00

slave 3

0x00

0x13

slave 4

0x00

0x00

slave s

0x00

slave b

0x00

slave 7

0x00

slave 8

0x00

slave 9

0x00

slave 10

0x00

slave 11

0x00

slave 12

0x00

slave 13

0x00

0x13

slave 14

slave 15

BECKHOFF

Ox0A

+—— 1 TWinCAT F&EZE#EIR WELRNAAVEE
ERYEE previous slide)

10

15
X
14

RETGERITEEEAATNFE —NinH — REIEHNERER.




{EiliE SREN T A $ahE

3. ELTUEMFEIEIER previously located f& , ROHITLATERE -

8BS EPMEZ [BRIEZRLE |
EtherCATRZAYE R E S FITRIREENETHIR?
EEBHIFBSRELMTRE?
BRI FRER D RIERT?
HMEFERASFIRT— S
REMBARE (HEEARLERIERAN, FI20 - EBUS Eift)?
NSRS AR F AL ?
INEBRZMNIEFIRI— NS |, SEIR—ENIF , LIESEREREE AN MLbE
= HIERICHINE.

¥F EMC FHl, MiZ2SH RX #l CRC {5iR&REIENN (BMEZEIEMN=aIsEARR), A
MBI ATIEESIENEY | FREEEthernet EURINPIEBFNIMEBEBETRITEE.

FEAFETHEE (RXBIRESZ , MIRBCRCIEIR , AMRCRCIBIRMIFBRXIGIR ) TJRE
BIFREEP— NIRIAEREHEER.
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RN TR - CRC fHiRAYEE ARG

280 NuR BRI SZHs &2 CRCEgIRITEIER ( Forwarded CRC Error Counters ) : 551 MEEH
CRCigIRAIM IS , HLCRC $5IRITEIRE ( Register 0x0300 ) 0 , 2 MR Z[EBIGEHCRCHS
IR ML NIBINEAE A CRCESIRITELRR ( Register 0x0308 ) MCRC IR AERRIT A,

é FCS % EtherCAT Datagrams ECAT Header Ethernet H.
B - fBIRAYCRC=YES «  WiEIRAJ CRC = YES «  §BiRMY CRC = YES
EEAR +  FERCRCHER = NO «  FACRCHER = YES . % CRCHEIR = YES
— 0x0300 = 0x0300 + 1 — 0x0300 = 0x0300 — 0x0300 = 0x0300
— Add ( Internal Use ) — 0x0308 = 0x0308 + 1 — 0x0308 = 0x0308 + 1

nibble to frame

FHIEFRB MILERSZIF 554 CRCEGIRITENEE ( Forwarded CRC Error Counters ) IBgE (iZ4FiE
HTER) |, FRLLZTHER R RER: BiFEMBEIELIMES | (BRRXEIEIF.

| General | Adapter | EtherCAT | Orline | CoE - Oniine |

x> Z‘ =+
Mo Addr  Name State Reg:0300 Reg:0302 Reg:0304 Req:0306 Reg:0308 Reg:030A Reg:0310 Reg:0312 yu % }\Ayﬁ \ij:\_f FO rwarded
i 1001 Term 1 (EK1101) OF 0000 (D) GcDODD (D) 0000 (0)  GDODD (D) 0000 (0)  DOD0 (D)  wDOOD(0)  CcODOO (D) jJ ab
2 1002 Tem 2(EL1004) oF 0000 (D) GeDODD (D)  Dx0D00 (D)  CeDODD (D)  O0DDO (D)  DDODOD (D)  CeDOOD(O)  CocODOO (D) C R C E rro r C O u nte rS I H G
M3 1006 Tem 6(EL310Z) oF 0000 () <DODD (D) OxOD0O(0) CDODD (D) OxODDO(0) DDOD0O(D)  CeeDDOD (D) (1] 1 EF' _‘_jty u:b | == [f—
: { { { | | | | | { T —J—
B 4 1007 Tem 7(EL4102) op 0000 () G<DODOD (D) 0000 (D)  CeDODOD (D)  cODODO (D) DeDODO (D) CDNDOO4 D000 (T TWI n CAT E! D AZ/IN
B 5 1008 Tem 8 (EL2004) oF 0000 (D) GeDODD (D) — e B
6 1009 Tem 9 (EL1008) oF 0000 (D) GeDODD (D)  Dx0D00 (D)  CeDODD (D)  DODDO (D)  DODOD (D)  CeDOOD(O)  CocODOO (D)

BECKHOFF




RN T B - R CRCERIRAYITENES

TWinCAT &1, EtherCATZEu4AY Online TWEIAELL word-oriented BIAXERTEVE |, FTLA
5 CRCEEIRIT24ES ( Forwarded CRC Error Counter ) B912BBY0TF :

Register GEH=) KE g X
0x0308 1 byte port 0 Ay A CRCEIRIAEN ( Forwarded CRC Error Counter )
0x0309 1 byte port 1 AU A CRCsEIRIAEL ( Forwarded CRC Error Counter )
0x030A 1 byte port 2 B9%5 & CRCEIRXEN ( Forwarded CRC Error Counter )
0x030B 1 byte port 3 AV A CRCsEIRIAEL ( Forwarded CRC Error Counter )
Forwarded CRC Error Counter Forwarded CRC Error Counter
Port 0 Port 3
Forwarded CRC Error Counter ﬂ Forwarded CRC Error Counter
Port 1 Port 2
EED'I'EI {0 El:E'J'E'E' 1
(D000 () 000 ()
BD0P0 09 Ow0CI00 {00
I.'.h:l}:lﬂll:l {04 Dl:E'l:rﬂ'E' 0
Il:l:l:li]ﬂ {0 O 0000 {04
000p0 0 00C}00 ()
Cee D001 {100 D00 {09
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ORI

b5k, EtherCAT FEuh tHiR(4HEER 118 -

@ o- g &= | General | Adapter | EtherCAT | Online | CoE - Online
Search Solution Explorer (Ctrl+ ) P~
&7 Solution TwinCAT Projectd’ (1 project) Mo e i 2D
P “a TwinCAT Projectd i 'I_ 1001 Temn 1{EK1101) oF 0.0
b |l SYSTEM §2 1002 Tem 2 (EL1004) OF 0.0
MOTION ®i3 1003 Tem 3 (EL6300) OF 0.0
PLC 'j 4 1004 Tem 4 (EL1904) OP 0.0
SAFETY 'j 5 1005 Tem 5 (EL2304) oF 0.0
] - :j & 1006 Tem 6(EL3102) OP 0.0
p o {7 1007 Temn 7(EL4102) OF 0
4 ¥ Devices
4 == Device 2 (EtherCAT)
*B Image

4B Image-Info

2 SyncUnits
Inputs

B Outputs

& InfoData

S Term1 (EK1101)

B D

[ WcState
@ InfoData Actual State: QF Gommtes Cydlic Cueued

j Term 2 (FL1004) [ Imit ] [F‘re-Clp ] [Safe-Dp] [ Op ] Send Frames 15738 1272
®i Term 3 (EL6900) [ Clear CRC ] [ Clear Frames ] Frames / sec 500 19
]

Ij Term 4 (EL1904) Lost Frames 11 122
.j Term 5 (EL2904) [ Save Online Data ] [Laad Online Data. T/Bx Emors i]

" Term 6 (EL3102) Delete Online Data | [] Offline
.j Term 7 (EL4102)
.J Term & (EL2011)

b VvV VTV

- 4+

AR
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FuhtaiRITE]

EtherCAT USRI ERIEIRITELES -

« Rx Errors: SMLIAY RX $EIRITENEERI , AN-RFEITRISSEIRAVAEN (REESUEM
ARFNEHENIIMIEIR).

 Lost #dEin: BT EtherCATZIAMERLR PR REEIR B FubAvEdEmF IR [E] T {ECRCIRLS S
IRAVEEEDN , TWIinCAT &R EESLAY lost’, FETWINCATH |, ANEREL—NEuENMmT , NhZzEL
EINE SFrEEUEIRS ( Datagram , BISync UnitfalZ2ER7T ) #fsRWorking Counter 5
1=, B RAFEMILRYWCState Sinvalid,

5 A ARG ESSEY

» Cyclic: [FERMEERM KIXEAHRANIFEEUE ( Process Data ) :

Frame Cmd Addr Len WC Sync Unit Cycle (ms)  Utilization (3t) Size / Duration {s)  Map Id Flags
Bt R0 05000000 1 4,000
.ﬂ LRW (01000000 16 5 <default= 4000
.1]' LWR (01000800 4 1 cdefault > 4000
.ﬂ LRD 001001000 11 3 <default= 4000
.1]' BRD (D000 0130 2 7 4000 027 11071072 1]
0.27

* Queued: HERNFIRRIEEEM , SIERTEIFFEAIERIEHEM
HEFE Mailbox,
IRZSH State Machine,
iFA=Fihia] Register access
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EXEEHRIMGE
KA

# " Topolagy

View Offline | Online |

v | Show Topology
Compare To 4

Topology View 24" ActiveX & , AJLASHENF IRz

FTwinCAT FFAIAER Windows M,

BECKHOFF

ZWER , BILATE Topology View FREIEAR

5 FIiTPA
gg_; Dﬁ Port

NIt
- Pre-OP
. we Safe-OP

_— 5iz ik
-j/ BIRAL

\—lj
L_H Port BI&&Z
A j/CRC'%Ewe

g 3

| BtherCAT | Online | Proess Data |

State Machine

[Init ] [Safe-Dp ] [Bootstrap ]
[Fre-Up i [Dp ] [EIearEnor ]
Current State: PREDF

Requested State:  PREOP

Crc Enor Counters

Portd: PortD: 0O

PartB: 1 FotC: 0




Software Diagnostics

AL
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X EERISEIR — Ether CAT RS

TG EEBNZEER | BRESEtherCAT IRNSHEBRIFE X —BMNIh A BeRFuhERIFNIEFHRY
RS, FETENILASFA=E ( Register 0x0134 ) HHIREALIRZSALES ( AL Status Code )

7£ TWinCAT Logger FtHESBRINSHEIR:

oo

| ) B - General Memo
|[ File Edit Actions View Options Help iy Satlfr: [0 ofts b Her  [Char |-
5 = = ceess Length: 0400 0100 ESC Ctrl 64513 fel .
0= o | = [& | # a5 | &% :\ .l @) @ |Q- @ E;PGTM Working Courter: 1 0102 ESC CtrlFx 7 0007
- SYSTEM - Configuration "
- o | General | Adapter | EtherCAT | Online | CoE -Oniine | Memary DIOBRE VIO, 0 oo |-
BB NC - Configuration [7] Auto Reload 0110 ESC Status 201 5617 v P
PLC - Configuration =
= ; 1 1001  Box1(SSCDevics)  ERR PREOR| (1] Use Foed Acdr T = = i
=B /0 Devices 0134 AL Status Code 30 00le
=~ Device 3 (EtherCAT) EtherCAT Slave Cortroller Type 0140 PDI Ctrl 3589 005 . i
=%= Device 3-Image © Unspecied 0150 PDI Cfg SPI 17411 4403 D
=% Device 3-Image-Info ) ESC 10:20 0152 PDI Cfg SPIExt 0 0000
gt Inputs 0200 ECAT IRQ Mask 4 0004
-§| Outputs - 0204 PDIIRQ Mask L 0 0000
-§ InfoData 0206 PDIIRQ Mask H 0 0000 . -
£ Box 1 (55C-Device)
J
Actual State: [o]3 Counter Cyclic Queued
[ Init ] [F're-Op ] [Safe-Op] [ Op ] Send Frames + 8b8
Frames / sec + 6
Clear CRC Clear Fi
,E y [ SQT AdsAddr [ ear ] [ ear Frames ] Lost Frames P
88 Mappings Tou/Rx Emors /o4
Server (Port) Timestamp Message
@ (65535) 24/07/201510:36:32 840 ms  'Box 1 (S5C-Device)' (1001): state change aborted (requested 'SAFEQOP', back to 'PREQPR').
@ (B5535) 24/07/201510:36:32 840 s 'Box 1 (S5C-Device)' (1001): 'PRECP to SAFEQP' failed! Error 'check device state for SAFEOQP', AL Status '0:0012' read and '0x0004" expected. AL Status Code '0:001e - Invalid SMIN cfg’
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EtherCAT RSt #Hi1xAISEE

EtherCAT AZSHIEIR A LU /92N KR:

IR (Baiid WIS AEEF NOPIRE): ISHIHRERES |, EILTRIE ESI SUHRIARS A
igﬁiﬁ%@ﬂﬁ%ﬁ%. R M LR — N E LS start-up 28N, Fi=iEEENATIA
en ﬂ' ]J ° Server (Port) Timestamp Message

Y H 3
ﬁ-ﬂi-ﬂ Eg%)]yﬁ{*t%a -L% @ (65535) 24/07/201510:35:32 840 ms  'Box1 (55C-Device)' (1001): state change aborted (requested "SAFEOQP', back to 'PRECP).

LAY Register 0x0134 BYEESR :
0x0003 : Invalid Device Setup (BK1xxx_FEEBHIKLIELRRFFA<IERH)
0x001D : Invalid Output Configuration (EcERYH IS FESUETRN)
0xO001E : Invalid Input Configuration (BZE& RV NISFEEUETSR)
0x0035 : Invalid Sync Cycle Time ({£ DC &, FiZ&HICycle Time AR 3ZFF)

- IBETHEIR (NHBHOPRIERLAPAT) : BB IEFRIIMMEMIIEANOPRELIS | BT
EREFRUEERR | FEH TR ERRRPIRE,

—_— — Server (Port) Timestamp Message
] N—/ H >,
'ﬁiﬁgg{jﬂiﬁﬁ 1%- @ (65535) 24/07/2015 10:54:57 260 ms ~ 'Box1 (S5C-Device)' (1001): abnormal state change (from "OP' to 'SAFEOP')

AT Register 0x0134 BYEESRS :
0x001A : Synchronization error (MBHIRIENSEMIEHIRIEESR)
0x001B : Sync manager watchdog (MiARZWEIEHAMEEERIAYE) |, Fraetaid 7 watchdoghta])
0x002C : Fatal SYNC error (ESC FRUZE SYNC TE{4EAk)
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KERiER - BA7?

MISHY ESI AR S TwinCATERLS R IEFE E1Z MU TR EZRIEEMERE . WIRERMESI
IERAROAIREREVEECE ( TIAMIEIFEHER ) , NERIZBEFH N OPIRETIAIRIA.

MREET WmitEz:

1. R ESI HEHIET B8 MNiHEAS AR TWINCATR —E&E ( ESI 34 EIProduct
Code # Revision Number 5CoEX}5: 0x1018 ERAHUSEHEITE ) .

2. IWBENEHNENARERSH NS , NRBUIHMIERIZ NGB ETWInCATECEHFFaniFN.
LARSEEIAIRE)

3. SHEBRMLAIEE(For modular slaves) , HE“Slots” TEALE AR S SRR 7E R
£ 8. IFLEETR—H.

4. WEBESHITEELSINEERIMILIZEZ (For DC-Synchronous devices) , #E ikl Jitteral &
Sync Shift TimefYigE R A S IHEMNISIERSCIIDCREIZ,
MR2BXFER  AENEFAGERREE , HREXRNIEAFIER.

BECKHOFF




REIETHERIR - E4LD?
MISELTIHENOPIRSIUE | 1EE(Ta AL TAGR HOPIATS.
MR EETIETEEIR

1. WNEMILASET watchdog iR , F @B TWINnCAT H{&ESE (PLC #2%, NC {5, ..)EB1E
iz1T , AAETWInCATH /G2 _EiMES it A SRR E R AXF0E

2. teEFuhENitterRI ( Bo5EE ) EEGIEIAARETELESL, EEARJittertBiLEif
[EHARY20 - 30%RT , IREZKLERZIEIR).

3. MERAKETEMEIR  (LIWIREREX | XiaiRA8EERSE WatchdogslfF | Bk
%H LEKX (25 YERCRATEHIZHT ).

MR2XMHER  AENERFAGERREE , {8/ Wireshark #TEIRSENE BRIDE.
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FREHNSLRHEFER

RSHUEIRIRIZIE Windows Log # , ATLISH , LIMEERMETWINCAT LoggerB 2 X AsE R

o] RRYESE | IRRLUH—E o1

{2 Event Viewer

File Action View Help

I o8|
@ Event Viewer (Local)
> :—|.}- Custom Views
a4 ';_. Windows Logs
] Application
] Security
] Setup
& System
] Forwarded Events
4 [ Applications and Services Logs
=] Hardware Events
] Internet Explorer
& Key Management Service
] Media Center
I > [ Microsoeft
] Microsoft Office Alerts
E:| Windows PowerShell
> 5;‘] Saved Logs
;J Subscriptions

Application

Number of even

“F  Filtered: Log: Application: Levels: Error, Warning; Source: TwinCAT System Service. Number of events: 2.630

Actions

Application
= Open Saved Log...

Date and Tirme Source EventID Task Category (1
@ Eror 27/07/201513:02:17 TwinCAT System Service 20000 None Ll | 7 Create Custom View...
¥ Error 27/07/201512:57:10 TwinCAT System Service 20000 MNone Impert Custom View...
| Error 27/07/201512:57:10 TwinCAT System Service 20000 Mone Clear Log...
Warning 27/07/201512:57:00 Tw!nCAT System Service 20000 Mone T Fiter Current Log...
| Error 27/07/201512:56:41 TwinCAT System Service 20000 Mone )
) Error 27/07/201512:56:41 TwinCAT System Service 20000 None Clear Filter
| Error 27/07/201512:56:41 TwinCAT System Service 20000 Mone D Properties
| Error 27/07/201512:56:32 TwinCAT System Service 20000 Mone
@ Error 27/07/201512:56:27 TWinCAT System Service 20000 None iy _-_-_ ==
@ Error 27/07/201512:56:27 TwinCAT System Service 20000 Mone Filter | XML
[ 27/07/201512:56:27 TwinCAT System Service 20000 Mone
27/07/201512:56:25 TwinCAT System Service 20000 Mone Logged: [Any time
27/07/201512:56:20 TwinCAT System Service 20000 Mone
27/07/201512:56:20 TwinCAT System Service 20000 None Eventlevek [0 Critical [@] Waming [ Verbose
27/07/201512:56:20 Tw?nCAT System Service 20000 Mone Eor [P Informatian
27/07/201512:56:18 TwinCAT System Service 20000 Mone
27/07/201512:56:18 TwinCAT System Service 20000 MNone 0g Event logs: I.-:\pphcatwn =
27/07/201512:55:37 TwinCAT System Service 20000 Mone
27/07/2015 12:52:01 TwinCAT System Service 20000 None R I Event sources:  TwinCAT System Service (=] I
27/07/201512:51:56 TwinCAT System Service 20000 Mone
27/07/201512:51:37 TwinCAT System Service 20000 Mone Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
[ 27/07/201512:03:00 TwinCAT System Service 20000 None R R R I R
'@' Error 27/07/201512:03:09 TwinCAT System Service 20000 Mone
. . <All Event [Ds>
/8, Warning 27/07/201512:03:00 TwinCAT System Service 20000 MNone

Event 20000, TwinCAT System Service

Task category: I

General | Details

Keywords: I

Log Mame:
Source:
Event ID:

Level

Application

TwinCAT Systern Service

20000

Error

TwinCAT Systern Message: Source:; Timestamp: 27/07/2015 13:02:17 574 ms Message: 'Box 1 (55C-Device)' (1001): abnormal stat User:

Logged: 27/07/201513:02:17
Task Category: None
Keywords: Classic

<All Users>

Computer(s):  <All Computers>

Creates a filter.
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[ASBiZEREE ( Diagnose History Object )

XS TRrEN AEXAVEIR %5 CoEMUNRESZIF THSEIZM{SE T08E ( Diagnosis History

Object ) Register 0x10F3.

SNERMUESFFZINEE , TWinCAT SiSEYMNEZ—1TH “Diag History” :

General | EtherCAT | DC

| Process Data | Startup | CoE - Oniine | Diag History I Online |

[ Auto Update
lUpdate History I paat Ack. Messages | Export Diag History | Advanced...

[ only new Messages

_Type Flags | Timestamp Message

(Dwamning N 212012120923 370...  [0x4413) 12T Amplifier overload

(Mwaming N 2.1.201213:09:23 370...  [0x4101) Terminal-0vertemperature

@ Error ¥ 2.1.201213:03:23 356...  [0x8406) Undervoltage DC-Link

0 Info J 21.201213:09:23 317...  (0x0002) Communication established

©nic a0 21.201213:09:23 316...  [0x0003] Initialization: Ox0, 0x0, OxFF
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BRFEIIHNEEIR ( Mailbox Protocol Errors )

HRFEHNsEIR (- Mailbox protocol errors ) 2—MEERAI—ARIERFEIR | EAE] HKEE
MAY, A0 EtherCAT JREH , ARBEILHAZSEEIMPREER. (NBHRITRMIER
BRAE N FTEELERIZNERT | A 2R ERRRETNGEIR.

File Edit Actions View Options Help
D d SR 2RR[4 3|2 L 5w @ | [[E)Q D)) € @ ®

ga & &

SYSTEM - Confi ti )
g NC - Configour:alt?:r:a on | General I EtherCAT I Dc I Process Data I Startup | CoE - Online |Online|
= E{IE]C -CCDr:‘igur?:ion [[] Auto Update  [¥] Single Update [] Show Offine Data
- Configuration
) B8 VO Devices
== Device 3 (EtherCAT) Add to Startup... Online Data Module OD {(AcE Port): g
.=f= Device 3-Image
=f= Device 3-Image-Info Index Name Flags Value
+-10F1:0 Emor Settings RO »2<
+-1601:0 DO RxPDO-Map RO »9<
+-1802:0 TxPDO Parameter 9«
=] ﬁ Box 1 (S5C-Device) +- 1ADD:0 DI TxPDO-Map RO »9«
gt DlInputs +-1A02:0 Al TxPDO-Map RO »8«
%T Allnputs +-1C00:0 Sync manager type RO >4<
-§l DO Outputs =1-1C12:0 FxPDO assign RO >1¢
§ WcState 1C12:01  Sublndex 001 RO Ix1601 (5633)
. InfoData +-1C13:0 TxPDO assign RO »2<
&8 Mappings +-1C32:0 SM output parameter RO »32<
E----i’ﬁ Task 2 - Device 3 (EtherCAT) +-1C33:0 SMinput parameter RO »32<
+- 6000:0 Dl Inputs RO >8<
+- 6020.0 Al Inputs RO >17 <
+-7010:0 DO Outputs RO »8<
MName Online Type Size =Addr.. In/Out UserlD Linked
T Switch 1 0 BOOL 01 7.0 Input 0
T Guitrh 2 n RO n1 711 Trrart n
Server (Port) Timestamp Message
43 ms ox -Device, :Co nitDown ! - ort (Atternpt to write a read only object.’, .
@ (65535 24/07/201510:43:44 6 ‘Box1 (S5C-Device)' (1001): CoE (InitD '0xlc12:01) - SDO Abort (‘A p i d only object.’, 006010002
—

Description

€31 07-Jul-16 8:40:33 AM 663 ms | 'Box 1 (SSC-Device)' (L001): FoE Err{0:8003):
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&4 T HRFEIINYSEIR ( Mailbox Protocol Errors ) — IEAT?
IRIRISERVEBFEINIY |, PTREREIRIRER

 CoE

FuSilEIES MISRIRISRFE ( Object Dictionary ) FRHAFIEAIRIR
FuSiV BRI MISRIFEAN R WRT BN H#E.
FuSiEILA 2B AATUREMNERIRE IR |, MMNEHASHRZINEE.

* FoE

MR EEIR (N, SRR XxX).
MIEFEEZD, BRI IERIRE
MR INBE T NihgeEZ A e E
MIEATE Bootstrap A&

EoE

FubiEHEMIERY IP-Add ( Internal Use ) ress BeEAARMA0ENE ( Lbal“x.y.z.0" ) , MEoEMuhL
A9 Tcp/Ip MM AkiEgItiR S
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T;T;TwinCAT PLC FFQﬁE
EtherCAT i2BRiE=
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X
EPLCIEEFHRZEFHIZHT EtherCAT RS

XJFEtherCAT W43, TWinCAT BaliRift 7 KEZIER | AILMEPLCIEERFH RTINS ZeiEiil
HUtEIR, LAMEBEMEHmN AR SEREF.

AR R R MEFEPLCIE RS ER/DHIEtherCATIZRT , BB F@ENERAERTY
RERVE(ERTIE
TwinCAT PLC Z2FRILAREER 2 MARRNZHER -

- BHEIEER - AR SEEtherCATMZSHIFEAEITIZMMREURETRY MIAEE, AJLAERIRGT
ZIENAIPLCEINZE (AT %I%).

- JFFAHATEER : PLCEERERBNIARES 4 (TcEtherCAT.lib)HEERITIEEIR , ATLASREUXLEETE
[EHAMERYEtherCATIZHE A
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TwinCAT FREYEEBTEZER(E 2

-: o - Configuration . . . . . . .

T e EthercaT, EtherCAT-related diagnostic information provided cyclically by TwinCAT:
T e

- & Inputs

milState
--
| Frm0lnputToggle
----- T SlaveCount
..... &1 DevState
- §l Outputs
-4 InfoData
= |_ Term 1 (EK1100}
- § InfoData
= .j Term 2 (EL3102)
. -§! AlStandard Channel 1
[ §T Al Standard Channel 2
E|‘ \WeState
L)%t Westate
nputloggle
E| ‘ InfoData

.....

& So RasAddr
-5 Term 3 (EL3102)
W Term 4 (EL4114)
=M Term 5 (EL4114)
‘l AQ Output Channel 1
- §l AO Output Channel 2
a‘l AD Output Channel 3
-l AO Output Channel 4
E| ‘ \WeState
a . nfobata

G-l Adshddr
-8 Term 6 (EL4114)
=8 Box 7 (EP5101-0002)
[ 8T ENC Status compact
(-l ENC Control compact

‘“ At least the WcState and State variables of all slaves should be

@ ftopus linked to the PLC program in order to enable minimal diagnostics
Lo | in the control application.
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FrmXWcState (WORD, 1 variable per frame)

WocState (BOOL, 1 variable per slave)

State (WORD, 1 variable per slave)




[AEIMER - FrmXWcState &

Allows the PLC to check the Working Counter information for each Datagram:
» Each configured Frame has its own 16-bit FrmXWcState variable
» Each bit in the variable corresponds to a specific Datagram within the Frame
» The bit is set if the corresponding Datagram has a wrong Working Counter

Variable I Flags | Online

=Bl SYSTEM - Configuration Value

! NC - CD”ﬁgUfatiU” New Value: Force... Release Wiite...

! P LC - C anlg u FEFIDH E (0007 = wrong working counter of 1. BtherCAT command received

= V0 - Configuration 7 540004 - wrang woring coutor o 3. EiCAT command rescved
Elﬁ L(O Devices Q4000 = wrong working courter of 15. EtherCAT command received

(8000 = complete frame missing

== Devicel (EtherCAT)
== Device 1-Image
-.=f= Device 1-Image-2 !
== Device 1-Image-3
== Device 1-Image-Info
=% Inputs

..... %] Frm05State

-J%T Fren0WeState

----- %7 Frm0InputToggle
..... &1 FrmlState Frame d Addr Len WC Sync Unit Cycle ims)  Utilization (%) Size / Duration (us) Map Id
1
8
1

- %l FrrlWeState o= L§0 08000000 2.000

..... 0T FrmllnputTDgg|e .ﬂ W (01000000 cdefault> 2.000 033 45/6.72 2

_____ &t Frm2State 1 LRD  [x02000000 [ <defaults 5000 0.13 4/672 3
m: LRD (03000000 «default> 10.000

---|<>T Frm2WeState :: 8
B> GBRD (000000130 2 0000 007 50/6.72 4

----- T Frm2InputToggle 054
----- %1 SlaveCount '
----- %] DevState " = R

[
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FIHATEEE - WcState TsE

-5 Devicel (EtherCAT)

+ Device 1-Image-Info

&7 Inputs

| == Device 1-Image » Boolean variable in the process image of each slave.

- §1 Outputs > If a datagram has a wrong Working Counter value, WcState

- § InfoData

& Term1 (EK1100) variable is set for all the slaves Add ( Internal Use ) ressed by

#-§ InfoData

EI j Term 2 (EL1014) th at datag ram .
%‘I‘ Channel 1
%T Channel 2

[ %1 Channel 4

- §1 Channel 3 > A slave with WcState = 1, therefore, is not necessarily the cause

Add ( Internal Use ) itional information will be

¢ ‘ of the problem.
m provided by the 16-bit State variable of slaves with WcState = 1.

—p |[llc LRD 01000000 2

. Ch 11
491 Channe BiC GBRD GODDOGAN3D 2

%T Channel 2
%T Channel 3
-8 Channel 4
EI. M- Siate

| T WicState
E-----i}T Inputlogg

m

Oli;.
g -} &1 State Frame Cmd Addr Len WC Synic Unit Cycle (ms)  Utilization (3) Size / Duration (p=)  Map Id
o § Term ]

3 <default 2.000
4 2.000 0.33 44 /672 0
034

E‘ Infallata 4

L)% State

=1 § Term 4 (ELLOLE)
%T Channel 1

11 | »

- §1 Channel2 (Example: in case of wrong Working Counter for the LRD
- §1 Channel 3 datagram, all Slaves Add ( Internal Use ) ressed by this datagram

(- &1 Channel 4

&l WcState

‘ Infollata

Jot state for the error).
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B‘ﬁ will set WocState = 1. Reading the State variable of these slaves
ST TpOToggle the master application can investigate which slave is responsible




AHREER - State TE

Through this variable the EtherCAT Master summarizes the diagnostic information collected
from the network, cyclically reports several error conditions:

Bl SYSTEM - Configuration X
: Varable i
. JB NC - Configuration Flags | Online
! PLC - Configuration Name:
=8 /0 - Configuration
=-E8 1/0 Devices Type: UINT
2= Devicel (FtherCAT) Group: InfoData Size: 20
-.=¥= Device 1-Image 1548 (OBIC 0
.= Device 1-Image-Info Address: '[ } User ID:
- Inputs linkedto... |
- @ Qutputs
[+ . InfoData Comment: e___ 1 =>5avein INIT state
f e 2 =Slave in 'PREOF state
= Term 1 (EK1100) (3 = Slave in ‘BOOT state
=-§_InfoData Dc__4 = Slave in "SAFEQP state
| %t state Ox__8 = Slave in O state Low Byte : software errors
=& Mappi 01_ = Slave signals emor
8 appings e002_ = Invalid venderld, productCode. .. read
(04 _ = Intialization emor occumed
— D08 =Zlavedisabled _ _ _ _ L L L f m m e e e e e e m— =
e010_ = Slave not present
020_ = Slave signals link emor
040 _ = Slave signals missing link

e080_ = Slave signals unexpected link .

¢100_ = Communication port A High Byte : hardware errors
200 _ = Communication port B

(400 _ = Communication paort C

(800_ = Communication port D
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FAHAEER - State TE

Examples of error diagnostic information reported by the State variable are:

O¢<___1=Slavein INIT state
O<___ 2 =Slave in PREOP' state >
O<__ 3 =Slave in 'BOOT state
(Ox<___4 = Slave in 'SAFEOP" state
Ox___ 8 =Slave in 'OP'state

Current state of the slave (also without error)

_|—>> An error in the EtherCAT State Machine

(x001_ = Slave signals error occurred and the AL Status Code is = 0
(x002_ = Invalid vendorld, productCode... read

(x004_ = Initialization emor occumed — > Corresponds to VPRS error
(x008_ = Slave disabled
0x010_ = Slave not present — » The error occurred during slave initialization

(x020_ = Slave signals link emor

0x040_ = Slave signals missing link » Corresponds to NO_COMM error

(b(OBO: = Slave signals unexpected link
(x100_ = Communication port A
(x200_ = Communication port B  —> Corresponds to LINK Add ( Internal Use) X
(¢400_ = Communication port C

(x800_ = Communication port D and LINK_MIS X
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JEEHEBIE(SE — TcEtherCAT PLC Library

Name

68 Tea Standard = T2 Standad, 3.3, 10 Bk Automaton Grbr) The TcEtherCAT.lib library (available free-of-charge
+ Tc2_System = Tc2_System, 3.3.10.0 {(Beckhoff Automation GmbH) . . .
4@ T3 Interfaces - Te3 Interfaces, 3.3.0.0 (Beckhoff Automatin GnbH) with both the default installation of TC2 and TC3)
+ Tc3_Module = Tc3_Module, 3.3.8.0 (Beckhoff Automation GmbH) . . . .
+ -2 Tea_ElherCAT = Te2_EtherCAT, 33,70 (eckhoff Automaton Grr) | provides function-blocks which enable to acyclically
S diagnose the EtherCAT network
= el ethercat
* g Data types
+ Global Variables . .
.2 pous Frame statistics

+-12) CoE Interface

+-I2) Conversion Functions

+-12) Distributed Clocks

+-I2) EtherCAT Commands

= @ EtherCAT Diagnostic
FB_EcGetAllSlaveAbnormalStateChanges
FB_EcGetalSlaveAddr
FB_EcGetallslaveCrcErrors
FB_EcGetAllSlavePresentStateChanges
FB_EcGetConfSlaves
FB_EcGetLastProtErrInfo
FB_EcGetMasterDevState
FB_EcGetScannedslaves
FB_EcGetSlaveCount
FB_EcGetSlaveCrcError
FB_EcGetSlaveCrcErrorEx
FB_EcGetSlaveldentity
FB_EcGetSlaveTopologyInfo
FB_EcMasterFrameCount
FB_EcMasterFrameStatistic
FB_EcMasterFrameStatisticClearCRC
FB_EcMasterFrameStatisticClearFrames
FB_EcMasterFrameStatisticClearTxRxErr
F_CheckVendorld

CRC statistics

Slave Identity

Number and list of configured Slaves
Number and list of found Slaves

YVVVY

(3 ethercar sate achine The library basically allows to automatically read
+2) FoE Interface . . . .
+ ) SoE Intrfece from the PLC program all the information which is
+-/) [obsolete . . . . . .

v online visible in the TwinCAT project.
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JEEHEBIE(SE — TcEtherCAT PLC Library

"%] Term 2 (EL7041-1000)
EMC Status compact
STM Status

N Contrlcompact The Function Block FB_EcGetSlaveTopologylinfo

» [ 5TM Centrol . . .
v returns information on how the ports of different slaves
4 [F InfoData

infepae are connected to each other, and therefore the structure
" 7 [ e of the (configured) network topology.

*| port
#1 Chn0
#1 Chnl

(If Hot Connect groups are present in the configuration,
they will be listed at the and of the ARRAY).

F_CreateAmsNetId
—|nlds F_CreatefmsNetId

FB_EcGetSlaveTopologyInfo

bBusyf—

bErrorf—

cbBufLan nErrld f—
— bExecute nslavesg—

tTimeout

Name  Type
portA UINT
portB  UINT Name Type
portC  UINT
portD  UINT nOwnPhysicaladdr UINT H . H
L porth UINT. e s Lo nOwnPhysicalAdd ( Internal Use ) r: Physical Add ( Internal Use ) ress of
stPhysicalAddr ST_PortAddr Slave N
stAutoIncAddr ST_Portaddr . .
ey o 31 O nOwnAutolncAdd ( Internal Use ) r: Auto Increment Add ( Internal Use ) ress
Name  Type upINT of Slave N
ot cslavetountcly UM . stPhysicalAdd ( Internal Use ) r: structure with the Physical Add ( Internal Use
portC  UINT ) ress of Slaves connected to the different Ports of Slave N
portD  UINT nHCSlaveCountAct  UINT .
aReserved2 ARRAY [0..4] OF « stAutolncAdd (Internal Use) r: structure with the Auto Increment Add (
UDINT

Internal Use ) ress of Slaves connected to the different Ports of Slave N
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"] Term 2 (EL7041-1000)

ENC Status compact

5TM Status

- [ ENC Control compact

» [ STM Control
> [ STM Velocity
> [ WcState
4 [ InfoData
#1 State
4 #_AdsAddr
*! port
#1 Chnl
#1 Chnl

F_CreateAmsNetId

r

s

a

n
— nMail u
Name Type nMail
vendorId UDINT nLin u
productCode UDINT

revisionlo UDINT
seriallio UDINT

BECKHOFF

— TcEtherCAT PLC Library

The Function Block FB_EcGetConfSlaves allows to
retrieve the information on which Slaves should form the
EtherCAT network according to the “offline” TwinCAT
configuration.

FB_EcGetConfSlaves

nErrorld
nSlaves

bBusy




JEEHEBIE(SE — TcEtherCAT PLC Library

'ﬂ Term 2 (EL7041-1000)
.EL“SE‘S:;:.(DZW The Function Block FB_EcGetScannedSlaves allows
B STM Contrel

| sTvelciy to retrieve the information on which Slaves are actually

[ WcState

@ s detected “online” on the network. This information can
e be compared to the “offline” expected configuration
o e retrieved with FB_EcGetConfSlaves.

#1 Chnl

F_CreateAmsNetId
—|nlds F_CreatefmsNetId

FB_EcGetScannedSlaves

bExecute bBusy|
sNetld bErrar
pArrEcscannedslavelnfo nErrorid
cbBufLen nSlaves
tTimeout

F "R R —
Check Cenfiguration &

Found ltems: Disable » Configured lterms:

= Tem 12 [EK1101) = Tem 1 [EKTION)
Temi3EL1ODH | L_@mEr § Tem 2 [EL004]
Term 14 [ELEA00) Delete > i Tem 3 (ELEI00)
Term 15 [EL1904] H Tern 4 [EL1904)
Term 16 [EL2904] Term 5 [EL2904)
Term 17 [EL102] Term & [EL3102)
[
[

lgnare »

» Copy Before > -
Term 18 [EL4102) i Temn 7 [EL4102)

i 1l

.J Temn 19[ELI011) > Copy After » i Temn @ [EL2004)
----- § Tem 9[EL1003)
Name Type 5 iEEs s - Termn 10 [EL3102)
nEntries WORD .J Termn 11 [ELI011)
nAddr WORD
stSlaveldentity ST_EcSlaveldentity 22 Copy All>>
— ndiStatusReg WORD
Hame Type FB_EcGetScannedSlaves FB_EcGetConfSlaves
vendorId UDINT - ok -
productCode UDINT
revisionlo UDINT
seriallio UDINT
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JEEHEBIE(SE — TcEtherCAT PLC Library

The Function Block FB_EcGetAllSlaveCrcErrors can

be periodically called in order to determine if one or

more slaves report CRC errors. In this case, the

Function Block FB_EcGetSlaveCrcErrorEx can be
H et called only for these slaves.

5TM Status
» [l ENC Control compact
>l STM Control

- [l STM Velocity
- [H WcState
4 [@ InfoData

¥ State

a4 Fl AdsAddr

# netld FB_EcGetAllSlaveCrcErrors
= 0 —{sNettd bBusyl—
#l port —pCrcErrorBuf bErrarf—
#| Chn0 —cbBufLen nErrld —
# Chnl —{bExecute nslavesf—

—tTimeout
F_CreateAmsNetId
—nlds F_CreateAmsNetld
FB_EcGetSlaveCrcErrorEx

STRUCT ST_EcSlaveScannedData sNetld bBusyf—
—nSlaveAddr bErrorf—
Name Type —{bExecute nErrld —
nEntries WORD —tTimeout creError f—

nAddr WORD "]

stSlaveldentity ST_EcSlaveldentity
ndiStatusReg WORD

FB_EcGetScannedSlaves
bExecute bBusy
sNetld bError|
pArrEcScannedSlavelnfo nErrarld

chBufLen
tTimeout

BECKHOFF
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JEEHERIE(SE — TcEtherCAT PLC Library

%) Term 2 (EL7041-1000)
ENC Status compact
STM Status

. NC Comel compac The Function Block FB_EcGetSlaveCrcErrorEx allows

» [ STM Control

R to retrieve the information about the CRC errors logged
+ Bien by the Master for a specific Slave (the same information
e which can be monitored in the TwinCAT project). Flag

“Log CRC Counters” shall be active!

*! port
#1 Chn0
#1 Chnl

,: F_CreateAmsNetId Master Settings
I 4 = Startup State Run-Time Behaviour
V4 QINT Log Topology Changes
! () 'PREOP" Log CRC Counters
‘\ () "SAFEOP' || Log Eror Counters {only for testing)
N ® 0P Relnit after Communication Ermor
~ i Show Input Toggle Information
~\ [¥] Stay at ‘PRE-OP" until
~ ~ Sync Task started
S
~
Sso FB_EcGetSlaveCrcErrorEx
\g —isNetld bBusyt—
g nSlaveAddr bErrarf—
—bExecute nErrld —
—tTimeout creError f—

| General | Adapter | EtherCAT | Online | CoE - Online

Mo Addr  Name State CRC
i1 1001 Tem 1(EK1100) op 0.0
M2 1002 Tem2(EL3102) op 0

BECKHOFF




JEEHERIE(SE — TcEtherCAT PLC Library

%) Term 2 (EL7041-1000)
ENC Status compact

N ol compat The Function Block FB_EcMasterFrameStatistics
» [ STM Control . . .
. STMVeociy allows to retrieve the information about Lost Frame

> [ WcState

+ Bien detected by the Master (the same information which can
" e be monitored in the TwinCAT project).

*! port
#1 Chn0
#1 Chnl

F_CreateAmsNetId
nlds F_CreatefmsNetId

SREN USRI R R EIREmMEE

FB_EcMasterFrameStatistic

bBusy|
—{bExecute bError
—tTimeout ﬂEFFId

,_
o
|
EI
EE“"’
IIIIIII

Actual State: OoF

[ it | [PreOp | [SafeOp] [ Cp |
[ Clear CRC ] [ Clear Frames ]
[ Save Online Data ] [Load Online Data...]

Delete Online Data | [] Offline
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JEAHRME(SE — TcEtherCAT PLC Library

%] Term 2 (EL7041-1000)
ENC Status compact
5TM Status

- [ ENC Control compact

» [ STM Control

> [ STM Velocity

> [ WcState

4 [ InfoData
# State

4 #_AdsAddr
]

*! port
# Chn0
# Chnl

The Function Block FB_EcGetAllSlaveAbnormalStateChanges
counts the number of unexpected state transitions from OP to
SafeOP for each slave (the specific AL Status Code associated to

each unexpected transition is not reported).

F_CreateAmsNetId

F_CreatefmsNetId

BECKHOFF

SRENFA NGB R ISR

sNetld

pAddrBuf
cbBufLen
bBxecute
tTimeout

FB_EcGetAllslaveAbnormalstateChanges

bBusy
bError]
nErrld
nslaves




JEEHEBIE(SE — TcEtherCAT PLC Library

%) Term 2 (EL7041-1000)
ENC Status compact

3 - TJRESR FB_EcGetLastProtErrinfo SoiFEw E—/KHBFEIMY
@ s E12 Mailbox protocol error (5§, CoEMMYAISDORH D).
4+ @ InfoData
o
FTport o
mom S

nlds ,, F_CreatefmsNetId
4
[
\
\\
~
~
SS
S
S
~ FB_EcGetLastProtErrInfo
~
< sMetld bBusyp—
=== __nslaveaddr bErrorf—
R o eProtocal nErrld f—
—{bExecute infof—
Hams T —tTimeout
eEcMbxProt_CoE INT ®»* .,
eEcMbxProt_FoE INT . Name Type
*
eEcMbxProt_SoE INT ‘e, . ownAddr ST_AmsAddr

> orgAddr  ST_AmsAddr
errCode  UDINT
binDesc ARRAY [0..MAX_STRING_LENGTH] OF BYTE

The next error-free Mailbox access to the same slave deletes the error memory!

XIE— MR F— R ERRERE LIRS BRRIEICRIERERIINFX.
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Wireshark FHAZRLIECTWINCATHRRNZIITIEE . STHFRR , NSEERTHEIZES
IREBTTI AR IHPE RAORT R |

N THIT Wireshark iE , BSHARNBREESE.
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A SRR RS .

Technical data

Technical data

ET2000

Bus system

Ethernet (all Ethernet based protocols (IEEE 802.3)

Number of ports/channels

8/4

Ethernet interface

100BASE-TX Ethernet with RJ45

Uplink port 1 GBit/s

Baud rate Probe ports: 100 MBit/s, Uplink port: 1 GBit/s
Delay <1 ps

Resolution time stamp 1ns

Accuracy time stamp 40 ns

Diagnosis 2 LEDs per channel

- Link/Activity
8 Status LED for future diagnostics

Supply voltage

24 Voo (18 Ve ... 30 Vo)

Software interface

“Wireshark" extension
currently required "Wireshark™ version
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\‘il‘

N/
= =

Algemein | Adapter | EtherCAT | Oniine | CoE - Online

(@) MNetwork Adapter =
@ 08 (NDIS) ©FC () DPRAM A
i
Beschreibung: il
. .
Geratename:
Pol /s
MAC-Adresse: 00 00 00 00 00 00 Kompatible Gerate...
IP-Adresse: 0.0.0.0(0.0.0.0)
Promiscuous Mode {nur mit Netmon,Wireshark)
-
inuelle Geratenamen
(71 Adapter Reference
Adapter:
Freerun Zyilus (ms): 4 <
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Wireshark #{@AIE{EECE 2

i 5 6 S
EEELE

/

\
CESwa

Algemein | Adapter | EtherCAT [ Online | CoE - Online

@) Network Adapter
@ 05 (NDIS) @ PCI () DPRAM
x
Beschreibung: =
=
Geratename il
.
PO s )
MAC-Adresse: 00 0D DD OO0 00 0D Kompatible Gerate S
IP-Adresse: 0.0.0.0 (0.0.0.0)
[ Promiscunus Mode (nur mit Netmon,/Wireshark) I .
" Vintuelle Geratenamen
e
() Adapter Reference
Adapter:
Freerun Zyklus (ms). 4 =

- A ¥ Windows CE
BratarInd a2y
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Wireshark 7351

Wireshark S3FBIRE/S EtherCAT EiEMIHY list, structure and content of ({E—4CHEEITFES |
BRI BHREERFIR!).

TEERT R — 1 EH R

Mo. Time Protocol Length Info

13 ?.000003 ECAT 516 7 Cmds, Sumlen 416, 'NOP'...
14 @.881989 ECAT 516 7 Cmds, Sumlen 416, 'NOP'...
13 £.0a0002 ECAT 318 Z Cnds, sumlen 41, NOP

lis 9.002812 ECAT 516 7 Cmds, Sumlen 416, 'NOP’..|
T7 . BO0OL0 EChT 516 T Lmas, SUmMLEN A16, THOP ...
18 @.801974 ECAT 516 7 Cmds, Sumlen 416, 'NOP'...
. e . ea e aae tman

7

Frame 16: 516 bytes on wire (4128 bits), 516 bytes captured (4128 bits) on interface @
Ethernet II, Src: Beckhoff _@1:80:06 (81:81:85:01:00:08), Dst: ©2:00:00:00:00:00 (02:90:00:00:90:08)
EtherCAT frame header

4 EtherCAT datagram(s): 7 Cmdsl Sumlen 416, "NOP'...
"ll EtherCAT datagram: Cmd: 'NOP' (@), Len: 4, Adp @x@, Ado @x98@, Cnt @ |4_

7

7

4 Header
Cmd : @ (Mo operation)
Index: @xee
slave Addr: @xeese Frame Cmd Addr Len wC Syne Unit Cycle (ms)  Lhilization (%) Size / Duration {ps)  Map Id
Offset Addr: ex8%ee .D NOP D000 QD900 4 2.000
> Length : 4 (@x4) - No Roundtrip - More Follows... .D ARMW  Odffed 30910 4 2.000
Interrupt: BxB888 o R0 0000000 3 2.000
Data: eeec0eee .D LRW  (x01000000 150 il <defautt > 2.000
Working Cnt: @ .D LWR 01000800 3 17 «defautt» 2.000
> EtherCAT datagram: Cmd: "ARMW' (13), Len: 4, Adp @xlb, Ado @x918, Cnt 45 &= .D LRD (01001000 220 15 <default> 2.000
> EtherCAT datagram: Cmd: 'LRD’ @), Len: 3, Addr @x9eeesse, Cnt 18 — .D ERD (cDDDD (0130 2 46 2.000 218 B16 /4320 1}
> EtherCAT datagram: Cmd: 'LRW' ), Len: 158, Addr exleeeses, Cnt 21 218

7

2

1), Len: 33, Addr 8xl@eesee, Cnt 17
@), Len: 228, Addr @x1801688, Cnt 19
), Len: 2, Adp @x2e, Ado @x13@, Cnt 46

> EtherCAT datagram: Cmd: 'LRD’

(
(1
(1
EtherCAT datagram: Cmd: 'LWR' (1
(1
> EtherCAT datagram: Cmd: 'BRD' (7
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Wireshark — BJ[EIZEHHNY ( (X2 EFHET20000Y )

{EFET2000RY , AT 1EWireshark RIREXEIR DFEMRBIATEIZE (time-stamping ) (B8, M3
BRRXESLIMYAIREIRINEE. Wireshark Version 2 3Z§FIbINGEE,

,

Protocol : Description
ErDP Erlang Distribution Protocol
ERSPAN Encapsulated Remote Switch Packet AMalysis
E5SG Bootstrap ETSIIPDC Bootstrap
ESIO SALA Ether-5-1/0 protocol
ESIS 50 8542 ESIS Routeing Information Exchange Protocol
4 ESL EtherCAT Switch Link
esl_eth EtherCAT over Ethernet
ESP Encapsulating Security Payload
‘ The Wireshark Network Analyzer ESS Extended Security Services
File Edit View Go Capture § Analyze § Statistics  Telephony  Wireless ETAG 802.1BR E-Tag
" i 4 b Apache Etch Protocol
d N ® L X Display Filters... EtFZh over TCP
[- | Apply a display filter .. <Ctrl-> Display Filter Macros... HERICA EtherCAT frame header
ETHERIP Ethernet over IP
Apply as Column
Apply as Filter L4
Prepare a Filter 4
Conversation Filter P

I Enabled Protocols... Ctrl+Shift+E
Decode As...
Reload Lua Plugins Ctrl+Shift+L

SCTP ’

Follow 4

Expert Infoermation
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Wireshark — BJ[EIZEHHNY ( (X2 EFHET20000Y )

JEEHARY Wireshark Version 19{Fa0F : .

C e Nework e Wi 1124 1 e s e S

iew Go Capture Analyze Statistics Tel User Interface o
= » - =1
2, Find Packet... Ctrl+F Filter Expressions
Find Mext Ctrl+N Name Resolution
Find Previous Ctrl+B . Printing
T —
Mark/Unmark Packet Ctrl+M y 29\West
Mark All Displayed Packets Shift+Ctrl+ M 2dparityfec |;|
Unmark All Displayed Packets Ctrl+Alt+M -
Mesxt Mark Shift+Ctrl+M
Previous Mark Shift+Ctrl+B
Ignore/Unignore Packet Ctrl+D _
( Ignaore All Displayed Packets Shift+Ctrl+D ESP
Unignore All Packets Ctrl+Alt+D ESS

Set/Unset Time Reference
Unset All Time References
Mext Time Reference

Previous Time Reference

e /o MR A B AR S R R L A%

BEMEEXRT 1ns).

Frame 9: 136 bytes on wire (1888 bits), 136 bytes captured (1888 bits) on interface @
Ethernet II, Src: @B:00:80_00:00:00 (P3:00:00:00:08:88), Dst: Beckhoff_@1:80:80 (01:01:85:01:80:08)
> EtherCAT frame header
> EtherCAT datagram(s): 5 Cmds, Sumlen 44, "LRD'...
4 |[EtherCAT Switch Link
Port: @
.. Bo.. ... ... = Alignment Error: no
5] = (rc Error: no
J timestamp: exma-a-azabdaz‘dbdfs?f

Edit Packet

. & Packet Comment...

‘o

Shift+Ctrl+ A
Shift+Ctrl+P

Configuration Profilegfl

7

o= Preferences...
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Wireshark — ERBEAHER

{EFRWiresharkiBiREY , A RILUSZRESIER BIEERE 285\

PR

File Edit [ View ] Go  Capture  Analyze Statistics  Telephony  Wireless  Teools  Help
d m ¥ Main Toolbar |] QG g m
W | apply a d ¥ | Filter Toolbar
Mo, Wireless Toolbar Infa
1 v | Status Bar 7 Cmds, SumLen 416, 'NOP'...
2 28 Cmds, Sumlen 1e@8, 'FPRD'...
3 ¥ Packet List 7 Cmds, Sumlen 416, 'NOP'...
4 v Packet Details & Cmds, SumlLen 48, "FPRD'...
5 v | Packet Bytes 7 Cmds, SumlLen 416, "NOP'...
@ & Cmds, SumLen 48, '"FPRD'...
; Time Display Format e Date and Time of Day (1970-01-01 01:02:03.123456) Ctrl+Alt+1
g Name Resolution 4 Year, Day of Year, and Time of Day (1970/001 01:02:03.123456)
1@ Zoom » Time of Day (01:02:03.123456) Ctrl+Alt+2
11 Seconds Since 1970-01-01 Ctrl+ Alt+3
12 c i i
TR S Seconds Since Beginning of Capture Ctrl+Alt+4
13 Expand Al Ctrl+Right JoEone SIeE eSS B SoFE
14 P 9 Seconds Since Previous Captured Packet Ctrl+Alt+5
L ]
15 Collapse Al Cerl+Left @ Seconds Since Previous Displayed Packet Ctrl+Alt+6
L ]
1: = Colorize Packet List UTC Date and Tirme of Day (1970-01-01 01:02:03.123456) Ctrl+Alk+7
18 Coloring Rules... UTC Year, Day of Year, and Time of Day (1970,/001 01:02:03.123456)
10 = = 1 i i
E— Colorize Conversation 3 UTC Time of Day (01:02:03.123458) Ctrl+Alt+8
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Wireshark — &BgdiEEIR ( Filter Options )

EERRVEHREI AT LAERITIETO8E | A RRRNTIRIGINEIE:

«  (UHSRRIHATEE R ( Cyclic Frame)
Filter: (ecat.cmd == 0x0a) || (ecat.cmd == 0x0b) || (ecat.cmd == 0x0c)

o (UHZRHEBFEEIR ( mailbox communication )

Filter: ecat_mailbox

Filter: ecat_mailbox.coe
Filter: ecat_mailbox.soe
Filter: ecat_mailbox.foe
Filter: ecat_mailbox.eoe

- (URESERIEMFEEE I FMFXIE (register or register range )
Filter: ecat.ado == <register_Add (Internal Use ) ress>

Filter: (ecat.ado >= <lower_Add ('Internal Use ) ress>) && !(ecat.ado >= <upper_Add (
Internal Use ) ress>)
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Wireshark — &BgdiEEIR ( Filter Options )

o (UEIRIFE— N IEEEE LA ESERRIERY A UG ROETIEHR XX
Filter: ecat.adp == <slave_Add (Intern [ees &mecs [omme|

Type: EK1100 EtherCAT C
Product/Revision:  EK1100-0000-0017 4
Auto Inc Addr: FFF2
EtherCAT Addr: [C] 1015

JigiEuART L BHESE AZERIAL

Operator Meaning
&& AND
| OR
! NOT
== equal
>= greater or equal
<= smaller or equal
> greater
< smaller

HeidEiEREa &% - hitps://www.wireshark.org/docs/dfref/e/ecat.html
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Wireshark — &85

kIR ( Filter Options )

mdi“Apply as Filter” , JLANIBERICR A EERBU SIEIT,

I IL,\

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

AE @ JBRB Re>=Foe=Faaan

(N |E:3t.cmd == 0x0a

Mo, Protocol Length Info
11 ECAT 516 7 Cmds, SumLen 416, "NOP'...
12 ECAT 516 7 Cmds, SumLen 416, "NOP’...
13 ECAT 516 7 Cmds, SumLen 416, "NOP'...
14 ECAT 516 7 Cmds, SumLen 416, "NOP'...
15 ECAT 516 7 Cmds, SumLen 416, "NOP'...
16 ECAT 516 7 Cmds, SumLen 416, 'NOP'...
A AT —a T il aa e LYY

A ¥
> Frame 16: 516 bytWs on wire (4128 bits), 516 bytes captured
» Ethernet II, Src:
> EtherCAT frame hea

(4128 hits)
eckhoff @1:80:00 (01:81:85:01:00:08), Dst: ©2:00:00:00:00:00 (02:00:00:00:00:00)

on interface @

4 Header

4 EtherCAT datagram(s
4 EtherCAT datagra

Cmd: "NOP'

: 7 Cmds, SumLen 416,

@),

"NOP ...

Len: 4, Adp @x@, Adc @x9@@, Cnt @

| Cmd

Index:
Slave A

offset

> Length
Interru
Data: @aae
Working Cn
» EtherCAT datz
» EtherCAT date
» EtherCAT date
» EtherCAT date
» EtherCAT datg
» EtherCAT date
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Apply as Filter

Prepare a Filter

Conversation Filter
Colorize with Filter

Follow

Copy

Shift+Right
Ctrl+Right
Ctrl+Left

Selected

Mot Selected
..and Selected
..ar Selected
..and net Selected

..or not Selected




Wireshark — ERE@BERCAIERN ( Coloring Rules )

NTEFERARMESESEE , LS ERTIEmIEEE & xCAN ( colouring rules )

M o PonerOH 14000 oo s Wirshat 112l v o e o =

File Edit View Go Capture Analyze Statistics Telephc Edit Filter Order
. List is processed in order until match is found
@ @ v Main Toclbar Name String
v Filter Toolbar Edit ecat mailbox ecat_mailbox up
Filter: | 0x0 -

Wireless Toolbar Enable | | | ecat ESC command  (ecatado == 0:100) || (ecat.ado == 0x101) I
v Status Bar

Disable
ecat cycling cutgoing ((ecat.cmd == 0:07) || (ecat.cmd == 0:0d) || (ecat.cmd == 0x0a) || (ecat.cmd == 0x0b) || (ecat.cmd == 0x0¢)) && (eth.src == 00:01:05:19:c5:45) Move

v Packet List Taae selected filter

v Packet Details — Lt
v Packet Bytes
Time Display Format 4 Down
Mame Resolution 4
v Colorize Packet List
v Auto 5croll in Live Capture [ oK ] [ Apply ] [ Cancel
& ZoomlIn Ctrl++
=, Zoom Qut Ctrl+-
@), Mormal Size Ctrl+=
[F] Resize All Columns Shift+Ctrl+R
Displayed Columns 4

Eipond Sl it g BEEXNTEHBRIEAN , tkEFXEPCLEAR E £
BondAl eresharkl_ET%BAf“ \ FHIX EMLJ LL«%‘:H%EIE':)\I)J BE |
= R —ataEeEiFcHNER ] LA IEEI S —&aPC L.

Colorize Conversation 4

Reset Coloring 1-10 Ctrl+5pace
" Coloring Rules...

Show Packet in New Window
Reload Ctrl+R
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Wireshark — 45/ RFRUBIEICFEUY
TEFSIEZ B, TTLARE WiresharkiBiEiEAUE B RREEA/NPIETIM |, TIASIE

FrE SRR FE— T ERIRAYS R !

M The Wireshark Network Analyzer |

File Edit View Geo | Capture | Analyze Statistics Telep i M Wireshark - Capture Irrl:erfaca-
Am 0 L :
(M apply a display fiiter ... { 4 Start Crl+E Input | Output | Options
B Stop Ctrl+E _ i
Cutput format: @ pcap-ng ) pcap
Restart Ctrl+R

Capture Filters...
Refresh Interfaces F5

Capture to a permanent file

File: Leave blank to use a temparary file

[ create a new file automatically after...

i = kilobytes =

i = |seconds *

[ Use a ring buffer with 2 5 files
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Wireshark — g/ MRIFRIBIRICTR T

fEiETehkfE, IR LAR CRIFEEATER o 45 m:

[Fife] Edit View Go (Capture Analyze 5tz

Open Ctrl+0
Open Recent r
Merge..,
Import from Hex Dumnp...
Close Ctrl+W
Save Cel+s | 77T
i Ctel+ Shift+S Ay
) Computer
File Set r
@
Export Specified Packets.., File: name: - Save
E}(pﬂl’t Packet Dissections L4 Save as type: Wireshar/tcpdump.'... - pcap {".pcap;” pcap .gz;”.cap;”.cap.gz;”.dr v] [ Cancel ]
Export Packet Bytes... Ctrl+H Help
Export PDUs to File...
. Packet Range ] ] L —
Export 551 Session Keys.., (7) Captured (@) Displayed
Export Objects ’ @ All packets 210 2
() Selected packet i 1

Print... Ctrl+P Marked packets 1] 0

First to last marked 1] a
Quit Ctrl+Q () Range: | i 0

Remove Ignored packets 1] ]
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