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TwinCAT3+TF6720 IoT Data Agent实现数据上云

	
摘  要： TC3 IoT Data Agent提供到不同云服务的双向连接。它是可以安装在控制器或网关计算机上的网关应用程序。这个TC3 IoT数据代理可以配置为相互连接不同的数据源，例如TwinCat3可编程逻辑控制器（ADS）和MQTT消息代理。此外，公共云也可以比如AWS IoT和Microsoft Azure IoT Hub。TC3 IoT Data Agent包括一个集成的OPC UA客户端，它允许将第三方设备连接到云。运行TwinCAT2的应用程序可以是通过在网关计算机上运行TC3 IoT数据代理并使用ADS或OPC UA连接到TwinCAT2系统。本例TC3通过ADS和IoT Data Agent连接，IoT Data Agent 通过MQTT和搭建的私有云连接。
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附  件：
	序 号
	文件名
	备注

	1
	TcIotDataAgentConfig.xml
	TF6720配置文件

	2
	TwinCAT Project1.tnzip
	TC3PLC程序
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[bookmark: _Toc26356888]软硬件版本
[bookmark: _Toc26356889]倍福Beckhoff
[bookmark: _Toc26356890]控制器硬件
TwinCAT控制器，本地PC win7 32位系统
[bookmark: _Toc26356891]控制软件
TwinCAT3.1 Build 4022
	TF6720 IoT Data Agent
[bookmark: _Toc26356892]准备工作
[bookmark: _Toc26356893]Mosquttio MQTT消息代理软件安装
mosquttio一款实现了消息推送协议 MQTT v3.1 的开源消息代理软件，提供轻量级的，支持可发布/可订阅的消息推送模式。一个完整的MQTT示例包括一个代理器，一个发布者和一个订阅者。
[image: ]
Mosquttio根据电脑系统选择安装32位还是64位安装过程如下：
[image: ]
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记录下这个地址，后续会使用到。
[bookmark: _Toc26356894][bookmark: _Toc393663173]安装TF6720 IoT Data Agent服务
TC3 IoT Data Agent提供到不同云服务的双向连接，服务包括：
1): 核心应用程序：提供数据上云后台服务
2): 配置界面：为核心应用程序创建/编辑以及部署配置的图形工具
TC3 IoT Data Agent可以配置不同的通信模式以优化通信拥塞，例如轮询或on-change模式。拓扑图如下：
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需要的最低系统配置如下：
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[bookmark: _Toc26356895]操作步骤
[bookmark: _Toc26356896]打开mosquitto消息代理服务
使用CMD打开服务，在CMD中定位到mosqttio安装目录下：
C:\Program File\mosquitto
[image: ]
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然后执行mosquitto -h 参看命令
[image: ]
只需要执行mosquitto -v这个命令就能启动服务。
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如果出现ipv4 1883端口无法打开的情况一般是因为安装了mosquitto以后服务自动起来了，需要在后台服务程序中将其停止如下图：右键停止服务
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然后再执行mosquitto -v，如下图表示服务端口打开
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[bookmark: _Toc26356897]设置倍福PLC
编写PLC程序如下
PROGRAM MAIN
VAR
	n1 AT%MB0 :WORD;
	n2 AT%MB2 :WORD;
END_VAR

n1:=n1+1;
n2:=n2+1;
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添加TF6720 IoT Data Agent license
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然后激活运行程序。
[bookmark: _Toc26356898][bookmark: _Hlk26350419]配置 TF6720 IoT Data Agent
安装好TF6720 IoT Data Agent以后桌面右下角出现
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右键选择configurator
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新建一个配置文件，然后再topology窗口右键选择添加Add Gate (ADS)。
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接着选择添加的ADS Gate 右键选择Add Channel (Subscriber).
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接着通过搜索目标控制器通过ADS添加变量，通过拖拽的方式添加PLC的变量n1和n2到subscriber1下。
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然后设置模式为“cyclic” 同时循环时间为 “1000”ms
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然后以同样的方法添加一个Add Gate (MQTT).
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然后添加Add Channel (Publisher)
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接着按下CTRL键将subscriber下的变量拖拽到publisher下
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然后选择publisher 将模式修改为“cyclic”，循环时间修改为“1000”，然后将formatter修改为“TwinCAT JSON”，topic修改为“TestTopic”
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然后激活配置并运行agent
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[bookmark: _Toc26356899]查看结果
再开一个CMD，定位到C:\Program File\mosquitto目录下执行mosquitto_sub.exe -t TestTopic
如下图：
[image: ]
{"Timestamp":"2019-12-03T09:34:19.226+08:00","GroupName":"TestTopic","Values":{"
MAIN.n1":53751,"MAIN.n2":53841},"MetaData":{"MAIN.n1":{"Timestamp":"2019-12-03T0
9:34:18.229+08:00"},"MAIN.n2":{"Timestamp":"2019-12-03T09:34:18.230+08:00"}}}
		程序中的变量值已经能够获取，表示数据已经上传到私有云。
[bookmark: _Toc393663183][bookmark: _Toc26356900]常见问题
[bookmark: _Toc26356901]TF6720 IoT Data Agent服务已经配置文件自动启动
TF6720 IoT Data Agent作为一个服务可以在服务端自动启动如图
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如果需要自动加载配置文件需要修改如下注册表
HKeyLoaclMachine\SYSTEM\CurrentControlSet\Services\TwinCAT IoT Data Agent\ImagePath
键值修改为：
C:\TwinCAT\Functions\TF6720-IoT-Data-Agent\Server\TcIotDataAgent.exe -a
具体直接解释如下：
[image: ]
[bookmark: _Toc26356902]服务器在远端应该如何配置
选中MQTT Gate 在设置远端IP地址已经端口，同时远端需要支持MQTT，如果不清楚可以将mosquitto安装在远端服务器，其他操作一样
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[bookmark: _Toc26356903]TC2 可以使用吗？
TC2无法直接使用TC3的supplement,如果需要使用需要再准备一台网关电脑安装好TC3以及TF6720然后TF6720通过ADS的方式访问到TC2中的数据，然后将数据上云。拓扑结构如下
[image: ]
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Welcome to the mosquitto Setup
Wizard

This wizard will guide you through the installation of
mosquitto.

Itis recommended that you dose al other appiications
before starting Setup. This will make it possble to update
relevant system files without having to reboot your
computer.

Click Next to continue.

xt > | cancel
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This page lists packages that must be installed if not already present

OpensSL - install 'Win32 OpenSSL vXXXXX Light’ then copy dlls to the mosquitto directory
http: //siproweb. com/products \Win320penssL.htmi

pthreads - copy ‘pthreadVC2.dI' to the mosquitto directory
ftp://sources.redhat.com/pub/pthreads-win32/diHatest/dl /x85/

<gack | MNext> | [ cancel
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Choose Install Location
Choose the folder in which to install mosquitto.

Setup will install mosquitto in the following folder. To installin a different folder, dick Browse
and select another folder. Click Instal to start the installation.

Destination Folder

Space required: 467.0kB
Space available: 37.9G8

<Back |[ nstl | [ Cancel
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[Technical data
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[Operating system

[Windows 7/10, Windows Embedded Standard 7

Target platform

[PC architecture (x86, x64)

NET Framework

[4.5.2 (only required for configurator)

[TwinCAT version '

[TwinCAT 2, TwinCAT 3

[TWIinCAT installation level 2*

TwinCAT 3 XAE, XAR, ADS (build 402222 and
labove)

Required TwinCAT license.

[TF6720 TC3 loT Data Agent (includes 4 gates)

|Additional licenses

[TF6721 TC3 10T Data Agent Gate Pack 4
TF6722 TC3 loT Data Agent Gate Pack 16
TF6723 TC3 loT Data Agent Gate Pack 64

[TF6724 TC3 loT Data Agent Gate Pack 256





image8.png
Organize > Include in library *  Share |
¢ Favorites Name

I Desktop & devel

Ja Downloads

% Recent Places

Libraries

3 Documents
& Music

& Pictures

& vVideos

& Computer

@ Network

aclfile.examplf
Changelog
edlv10
eplvi0
mosquitto.col

% mosquitto.dll

Undo

Cut

Copy
Paste

Delete
Select Al
Right to left Reading order

Show Unicode control characters
Insert Unicode control character

Open IME
Reconversion

[ mosquitto

(2] mosquitto_passwd

(27 mosquitto_pub
(2 mosquitto_sub
4 mosquittopp.dll
pwfile.example
readme.md
readme-windows
@ Uninstall

Search mosquitto

ified

9 12:49 PM

6 7:05 PM
6 7:05 PM
6 7:05 PM
6 7:05 PM
6 7:05 PM
6 4:15 AM

8/25/2016 4:15 AM

8/25/2016 4:17 AM

8/25/2016 4:15 AM
8/25/2016 4:15 AM
8/25/2016 4:15 AM
8/17/2016 7:05 PM
8/17/2016 7:05 PM
8/17/2016 7:05 PM

12/2/2019 12:49 PM

0o e
Type

File folder
EXAMPLE File
Text Documen
File

File

CONF File
Application e
Application
Application
Application
Application
Application e
EXAMPLE File
MD File

Text Documen

Application





image9.png
32\

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reseruved.

C:\Users\MingjiangJiang>cd C:\Program Files\mosquitto.
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ystem32\cmd.exe

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reseruved

C:\Users\MingjiangJiang>cd C:\Program Files\mosquitto

C:\Program Files\mosquitto>mosquitto.exe -h
mosquitto uersion 1.4.10 (build date 24/08/2016 21:03:24.73)

mosquitto is an MQTT u3.1 broker.
Usage: mosquitto [-c config_file] [-d] [-h] [-p port]

-c : specify the broker config file

-d : put the broker into the background after starting

-h : display this help.

-p : start the broker listening on the specified port
Not recommended in conjunction with the -c option

-u : verbose mode - enable all logging tupes. This overrides
any logging options given in the config file

See http://mosquitto.org/ for more information

C:\Program Files\mosquitto>
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C:\Program Files\mosquitto>mosquitto.exe -u
1575363921: mosquitto version 1.4.10 (build date 24/68/2016 21:03:24.73) startin|
9

1575363921: Using default config.

1575363921: Opening ipué listen socket on port 1883.
1575363921: Error: Only one usage of each socket address (protocol/network addrel
ss/port) is normally permitted

C:\Program Files\mosquitto>
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File Options View Help
Applications | Processes| Services |Performance | Networking | Users |
Name PID  Description Status  Group -
|| | MMCSS 976 Multimedia Class Sched... Running _netsvcs
fmosquitto 3840 Mosquitto Broker Running_ NJA
MpsSvc 1456  Windows Firewall Running  LocalService
MSDTC 3420 Distributed Transaction... Running N/A
MSISCST Microsoft ISCSI Initiato... Stopped  netsvcs
msiserver Windows Installer Stopped  N/A
napagent Network Access Protect... Stopped NetworkSer
Netiogon Netiogon Stopped
Netman 928  Network Connections ~ Running  LocalSysten
NetMs... Net.Msmq Listener Ada... Stopped
NetPipe... 1764  Net.Pipe Listener Adapter Running
netprofm 952 Network List Service Running  LocalService
NetTcpA... 1764  Net.Tcp Listener Adapter Running
NetTcpP... 1764  Net.Tcp Port Sharing S... Running
NlaSvc 1240  Network Location Awar... Running NetworkSer
nsi 952 Network Store Interfac... Running  LocalServici _
n2nimeur Daar Nehwnrkinn Tdan Stonned | ncalSenvics
< m 3
Processes: 64 CPU Usage: 92% Physical Memory: 91%
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C:\Program
1575364015+
9
1575364015+
1575364015:
1575364015+

Files\mosquitto>mosquitto.exe -u
mosquitto version 1.4.10 (build date 24/88/2016 21:03:24.73) startin|

Using default config.

Opening ipu6 listen socket on port 1883.

Error: Only one usage of each socket address (protocol/network addre]
normally permitted.

Files\mosquitto>mosquitto.exe -u
mosquitto version 1.4.10 (build date 24/88/2016 21:03:24.73) startin|

Using default config.
Opening ipus listen socket on port 1883.
Opening ipu4 listen socket on port 1883.
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n2 ATEMB2 :WORD;
END_VAR

1]
2]
3 nl AT3MBO :WORD;
4
5|
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1 nl:=nl+l;
2| n2:=n2+1;
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Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reseruved

C:\Users\MingjiangJiang>cd ../. .
C:\>cd "Program Files"

C:\Program Files>cd mosquitto

C:\Program Files\mosquitto>mosquitto_sub.exe -t TestTopic
("Timestamp”: "2019-12-83T09:34:19.226+08:00", "GroupName” : "TestTopic”, "Ualues”
MAIN.n1":53751, "MAIN.n2":53841) , "HetaData AIN.n1": (“Timestamp": “2019-12-03To)
9:34:18.229+08:00"), "MAIN.n2": {"Timestamp”: “2019-12-03T09: 34:18.230+08:00"}))
("Timestamp”: "2019-12-03T09: 34:20.226+08:00", "GroupName” : "TestTopic”, "Ualues”
MAIN.n1":53810, "MAIN.n2":53900) , "MetaData AIN.n1": (“Timestamp": “2019-12-03To)
9:34:19.227+08:00"), "MAIN.n2": {"Timestamp”: “2019-12-03T09: 34:19.228+08:00"}))
("Timestamp”: "2019-12-83T09: 34:21.226+08:00", "GroupName” : "TestTopic”, "Ualues”
MAIN.n1":53865, "MAIN.n2":53955) , "HetaData AIN.n1": (“Timestamp": “2019-12-03To
9:34:20.227+08:00"), "MAIN.n2": {"Timestamp” : “2019-12-03T09: 34: 20.230+08:00"}))
("Timestamp”: "2019-12-03T09: 34:22.226+08:00", "GroupName” : "TestTopic”, "Ualues”
MAIN.n1":53916, "MAIN.n2" :54006) , "MetaData AIN.n1": (“Timestamp": "2019-12-03To
9:34:21.229+08:00"), "MAIN.n2": {"Timestamp”: “2019-12-03T09: 34: 21.230+08:00"}))
("Timestamp”: "2019-12-83T09: 34:23.226+08:00", "GroupName” : "TestTopic”, "Ualues”: ("
MAIN.n1":53967, "MAIN.n2" : 54057}, "MetaData AIN.n1": (“Timestamp": “2019-12-03To
9:34:22.227+08:00"), "MAIN.n2": (" Timestamp” : "2019-12-03T09: 34: 22.230+88:00"}))
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[Process call

Description

TclotDataAgent.exe

[The configuration file TclotDataAgentConfig.xmi from the
default config directory %TC_BOOTDIRY% is used. Waits for a
[trigger command to start the communication.

TclotDataAgent.exe -a

Starts the communication after startup automatically. Takes the
config file automatically from %TC_BOOTDIR%.

TclotDataAgent.exe -c PathToConfig

Specifies the configuration file to be used. Waits for a trigger
command to start the communication.

TclotDataAgent.exe -a - PathToConfig

Specifies the configuration file to be used. Starts the
communication automatically without waiting for a trigger
command

TclotDataAgent.exe -| VERBOSE

[The configuration file is retrieved from the TwinCAT boot
directory and logging is activated in verbose mode. The
|Windows command fine is used as log output

TclotDataAgent.exe -| VERBOSE -0
|PathToFile

[The configuration file i retrieved from the TwinCAT boot
directory and logging is activated in verbose mode. A file is

used as log output.
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