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Thu 22:05

Install

Welcome to Ubuntu

Fast and full of new features, the latest
version of Ubuntu makes computing easier
than ever. Here are just a few cool new things.
tolook out for...

Ubuntu 64 {7 - VMware Workstation 16 Player (RETIFELAER) s @ X
Player®) ~ | || ~ & T =< | B &

Thu 22:13 D~ 2,0 O~

‘E’ administrator

Not listed?

ubuntu®
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=. Ubuntu KA E

1 BBZFF root

root FHl FAEH B EE, Linux 24N B HEEHH root F R 58 K. root MEETH iR &
“R” =L, FrLUBESH P HRNRHE P . WEME X EEMST Windows )
Administrator F .

1.1 root ®] PAMEA 4

root H VA LAFE Linux RGMHULFTH . root AT LATTIF) . B, MHER 5 G b AT A SR
Hago 5106 P Z2BRAERAE, — R root I A4 RERE AT
a)  USIIMIER
b) LR
) UIIMIER B
d) JAENAE IR RS
e) JEERGRMA (FIIR N RITERD;
f) KRG
Linux Z 4 AR SCHRAN H SR AR T2 M E R, BEAREIVERT, HAbH P st A
REVT R IXEEXT R o {H root P EIRT LAV i fir A F P B SCAF, AR GE T B R AR PE—FE.
I, 16 root MAEREELZHITE, FHlbEE— a2 NIMERIRS & L.

1.2 KPR AR L& R B

root 7 A] AFE R4t FASEfTF4E . B4 RIE M B ICNEE ., RGEASH O E
FIWrr 2R G LT MR, RS R EPATRE—%@d, AEHitaa
TETC R H MR T .

Srm -fr /* ## MIERAR B 3 N I SCHERTE &

FiAb, ZEARE root AWM EREE ., KIAMEMIFE] root H 21K NERREE 78 2151 R
4. root MRN8 NFERF, BN 7 ANLU TN AR n 25 Z i . BRI b
WE, R A4 NIZ AR TR bR AR5 AT AR T S KBNS . (HE X R
AR AE LGS, WA TR IE “ e s KEEm AR e SEL E, BAiX
FEFAEERI o — AN LB B R BO, A P8 4 R — 8018 JF 284 bR s R ECT o LRI jintian,
ginglang (4K, WERI), woshiyongUbuntu18.04.5 (F{# H Ubuntul8.04.5) ZE#REAEE 11D

/Q"\o

AR 4, root IKP ATLLEEMRER ARG, B - BAZXAEESR, BINE
] — TR BRAE AR A T REAE I AMETE R JE A, DARNAZAAE i ZE IR A root U™

WMaEw FEEA ), AR EB SN R, MBHRURIZE A7 ?

R AT AT A S su a5 4 B C9ETHN root BUR (FEHIA root 44 fEHR
e
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root@ubuntu: fhomefadministrator

File Edit View Search Terminal Help

administrator@ubuntu:~% su
Password:
root@ubuntu: fhome/administrator#

IS ATHERT I i 447 TR, sudo, ‘BRI LUERHE root Szt —MERF, I
FERE P PAAT 7 B i 3R e P IR
administrator@ubuntu: ~
File Edit View Search Terminal Help
administrator@ubuntu:~$ sudo apt-get update

[sudo] password for administrator:
Hit:1 http://us.archive.ubuntu.comfubuntu bionic InRelease

Hit:2 http://security.ubuntu.com/ubuntu bionic-security InRelease
Hit:3 http://us.archive.ubuntu.com/ubuntu bionic-updates InRelease
Hit:4 http://us.archive.ubuntu.com/ubuntu bionic-backports InRelease
Reading package lists... Done

administrator@ubuntu:~$ I

1.3 Ubuntu K] root FH

XFT AR ZH Linux KATIRN &, 2R P EREER M 1L — Mg
root P H— MMM EFREREH . X T Ubuntu M1 &, B RIMRRE T —4%
WA (ATBAE E—F %% Ubuntu, FHA SR E root F /), TMHAAH root. Sk b, iX
MMEZRGIRE PR E R EA K, R B T root. PR, XANK 0 C
Wi E O WIS, WA MR . 7272 root (5, AT LAEH sudo fir &Rz
FHRFET o sudo 2B AT I BRI N T4, XA A2 1% K - 1 4

WERAE Ubuntu P — DA, EAMHPZRARMWEER M sudo mdle? BRI
T E M. sudo il Id 13 H fetc/sudoers i E FH S 215 AT AATAHOC A 2 o XA SCHF BRI 75 22
H root B RA BEEIL

TR T LA su K E ST root I, Ubuntu HRRT LS sudo -s i TR 3E
74Tt

root@ubuntu: ~
File Edit View Search Terminal Help
administrator@ubuntu:~$ sudo -s

[sudo] password for administrator:
root@ubuntu:~# I

X BRSPS AR, AH 2 EATTE B DX .

su HiT AN A& root 05, sudo —s Fir N\ F A& A P Y

Ubuntu BRIAEH root -, A ERA M 1, FTUL—HFaE2A T su i, ZH su
I3 75 e 4R root FH G iS50 .
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root@ubuntu: /homefadministrator

File Edit View Search Terminal Help
administrator@ubuntu:~5 sudo passwd root
[sudo] password for administrator:

Enter new UNIX password:

Retype new UNIX password:

passwd: password updated successfully
administrator@ubuntu:~S su

Password:
root@ubuntu: fhome fadministrator#

2 HCEFF

EZRT— NG, SRBERXNTMREA TR, FNVEEE D MR,
BN 5 EF . Ubuntu A HFSCE 5 AT LA T %235

HOCIE SR BRI A PR, H2E RG22 EMATENLE M. Ubuntu F R
K ARAESNE, BT DU 8 B 1 .

1% B DL Ubuntu18.04.5LTS A X6 Ak A EA T A

Ubuntu 64 £ - VMware Workstation 16 Player (RETIERLERS) - o %
Player(®) ~ | || - & O 1§ < | B

Activities ## Settings ~ Tue 19:07 en~ S0 0~

< Details )

© Date&Time
&5 users

% Default Applications

Ubuntu 18.04.5 LTS

ubuntu
3.8GiB
Intel® Core™ i5-8400H CPU @ 2.50GHz = 2
s SVGA3D; build: RELEASE; LLVM;
vE 3.28.2
> 64-bit
VMware
sk 42.0GB

Y9 PO & D

Check for updates

1 sl BRIt et TR
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Ubuntu 64 {if - VMware ion 16 Player (UFETERILF -8 x

Player®) v | || ~ & O 1§ <« &

Activities Thu 22:15 2, 0 O v

Wired Connected
On

administrator

2. 1% region & language FF A7 manage installed languages

Ubuntu 64 {if - VMware Workstation 16 Player ((RFATIER i) - o %
Player®) ~ | - & [0 1§ « B

Activities #F Settings ~ Tue 19:10 en~

*i Q Settings Region & Language
=

Wi-Fi

Bluetooth Language English (United States)
o
Ssackgromd Formats United States
D Dpock
A Notifications Input Sources Options
Q  search .
English (US)
B Region & Language
Chinese
@ Universal Access
+ [ = A~ B
P online Accounts =
W Privacy Manage Installed Languages
4 Sharing
4 Sound
[e Power

3. miili install/remove languages, £ Chinese, riili apply
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Installed Languages

Language | Regional Formats When a language is installed, individual users can choose it in their Language
settings.
Language for menus and windows:
English (United States) Language Installed
English Basque
English (Australia) Belar'u5|an
English (Canada) Bosnian
Breton
English (United Kingdom) .
Bulgarian
Drag languages to arrange them in order of preference. Burmese
Changes take effect next time you log in
Catalan
Apply System-Wide Chinese (simplified) v 2
Use the same language choices For startup and the login screen Chinese (traditional)
e Croatian
Install / Remove Languages... czech
Keyboard £ thod t 1B Danish
eyboard input method system: | IBus *
8 s g Dutch
e Stz 1to install Cancel Applye
AN BR M A7 4 -
4. WINER, JFSEAF N
Ubuntu 64 {i - VMware Workstation 16 Player (RFETIERAER) = o %%
Player®) ~ | || ~ § [0 ¥ «<| B

Authentication Required

To install or remove software, you need to
authenticate.

& administrator

Password: ||

Cancel Authenticate

Ubuntu 64 2 - VMware Workstation 16 Player (RET#BUAS - o x
Player® v || ~ & T 9 < | B

® Language Support v Tue 19:16

Settings Region & Language

sh (United States)

United States

=
an - Applying changes Options
s

Q S B e, Applying changes
By

o o e—
R <k
D loading language-pack-g h-hant-base
Qu » Details
= U]
=]
» o Cancel
- 1
? WP jes
Keyboard input method em: | IBus ¥
]
s :
see
see
AAAN [ Power

5. FESERUARPIBNZFE, RPUEEER T
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Language Support (]

uage support

B | Language = Regional Formats $h (United Language = Regional Formats

B | Language for menus and windows: | | Language for menus and windows:
English WiE (hE)

8 | Englsh (australio) [ English (United States)

N | English

| T a)

Drag languages to arrange them in order of preference. "
B | changestake eFfect next time you log in Drag languages to arrange them in order of preference.

Changes take effect next time you log in.
| Apply System-Wide =
v BaSY Apply System-Wide
Use the same language choices for startup and the login screen. E
a Use the same language choices for startup and the login screen.
Install / Remove Languages... 1
Install / Remove Languages...

P
Keyboard input method system: | 1Bus + ¥
| Keyboard input method system: | I1Bus ¥
Help Close [
St Help Close

6. i%F% language N Chinese, formats A china, ZRJG 83— Fit-5Al

Settings Region & Language
T WiFi
$ Bluetooth Language Chinese
@ Background
D Dpock e Restart...
A Notifications
Formats China
Q  search
B Region & Language Input Sources Options
€ Universal Access
English (US)
9 Online Accounts
c Chinese
W Privacy
&5 Sharing t= ~¥ =
e . R Ty

7. ‘AR T ANDBUER Ubuntu R4 T

Ubuntu 64 {I - VMware Workstation 16 Player (RFETIEEILAR) = o X
Player®) ~ | || ~ & T 1 «<| B
; Bf=19:22 env &0 O~

Q BALUER...
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I, Shell A4

1 Shell f&4}

—E LK shell LHEAZE . MO RS MON RS B RN B L. 74T Shell 3X P
WAL ANNRR . EIRZ AL G, KA IAREE MR RIS, B dr &k

2E

SRR S E, ar TR AL PN fr A RS, AR RN, ARG
i LI A RS . S5 A2 Shell.

MAR Lo, Shell s2—ANFERE, B P AIERAE RG22 ML T — AN AT 28 B
. HPEGAITRRANGS, BIT1EG 61 Shell $Eay & H s 2RI K% A #AE &
St. Shell J2ft TIR 2 mygupe ik, 1S P A R G0 [R] 1R 2C FL AR A3 187 15 R 1 20

HAT, 7F Linux 348 N JURAS[E 2R Shell, 7 Bourne Again Shell (BASH).
TCSH Shell. Z-Shell %, A1) Shell FEUEA AR IEEFRE, F P A] DUSE A AT —F
Shell. 7E Linux I, BASH Shell & 2R\ 2225 A4 FH 1) Shell.

2 EIRIZ)RE

Linux 7 2T A —NMIANIT, HTHIAG . 78 BASH H, @& TU—EILfFS
“S” VR RIS, RaH PGS T .

W IELELL root ST A4, T4 Shell S&RFRIEFR N “47,

AR L PR+ AR GG . Bl

$ sudo apt-get update HER U B

“Hf” SISO RE . TR SERRE A IR, R R BRI a5 BT . ax B AR
BRI/, Linux [ar & RSO A X 2 KNS ), & Ui, SUDO Fl sudo A A —FEH .

MAEEHE L —E a4, 16 BASH MR uHnfal, —RibafA —BER, M-
Hs ENLBRYE H %

Ebin: root@ubuntu:/home/administrator#

root@ubuntu: /homefadministrator

File Edit View Search Terminal Help
administrator@ubuntu:~% sudo passwd root
[sudo] password for administrator:

Enter new UNIX password:

Retype new UNIX password:

passwd: password updated successfully
administrator@ubuntu:~5$ su

Password:

root@ubuntu: fhome/administrator#
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3 BREEF: WM

ARTTRE AT W S Ubuntu HHHI SO R ¢ .
HE, AT &, BEARHAREE RILAHA

Ubuntu 64 {2 - VMware Workstation 16 Player (REETIEELAESR)

Player®) ~ | [] -~ @ T 1S -«

v

R (F)

<
=
B
4?

administrator@ubuntu: /

X{HF) REE) TEV) BEE) £ FEEH)
administrator@ubuntu:~$ cd f
administrator@ubuntu: /5 1s
swapfile
vmlinuz
initrd.img vmlinuz
initrd.img.old
administrator@ubuntu: /S I

ATCLE R, Linux 355885 B ER B 3 T AR 1 K& H SO
FHERE home HEN . XA HFHAAHCE RGP AP EHS. £ HRNAFHAE
HFP4. BEifELRGF, 5P, Wi administrator, & — 4RI A

admtntstrator@ubﬁntu: $ cd home/

-

administrator@ubuntu: $ 1s

administrator@ubuntu: S I

B Blfetc HRHE 1o XA HFAFHEE R 98 A LR 0 B AR B (X
BB 7 HAR—#). Al Windows AN[F],  Linux A FHAESCA SO R G E B A Bk
BT DR T (5 0 AT 1T
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administrator@ubuntu: fetc

MIE(F) REE) TE(V) EBEGS) &R #in)

administrator@ubuntu D

administrator@ubuntu: /etc

acpi hosts.allow PpPpP

adduser.conf hosts.deny profile

alternatives profile.d

anacrontab ifplugc protocols
: pul

EVELR
bash.bashrc issue.net
bash_completion kernel
pletion.d k 1-img.conf
kerneloops.conf c.local

4 PREEF: FRAWSTHENEER

SAFAA R A P RONE WIS HL SR RRR SE B NS 40 2 —PHR IR 545 e
& AP AR RIS {5 . BASH 3R 4L 1 IXFE —FiRpE——ar AT fh2x. FERA ST 44 10
I, R ESARE LT, R TAB 8, Shell i A s XfF 4 w4,

Biltn

S cat fs<TAB> #Hit <TAB>ZF /3% T TAB £
Shell 2> H 84 HoAh 4R
S cat fstab

ISR AN I FRIT R S AN IE—AS, IR AT DLESEHZ T TAB, Shell 23 BABIZR )
R HPTA &AL S, il

administrator@ubuntu: /etcS cat b
bash.bashrc bindresvport.blacklist brlapi.key

bash_completion binfmt.d/ britty/
bash_completion.d/ bluetooth/ briltty.conf
administrator@ubuntu: /etcS

Wby b, AATANEHIE R T ATA Linux 4. GO cat F-3%P T TAB .

admiﬁistrator@ubuntu:fetcs ca
cal canberra-gtk-play case cautious-launcher
calendar/ cancel cat

calibrate_ppa capsh catchsegv
caller captoinfo catman

78 PO RGE A A R Bt e — S n AT, W B /usr/bin H 3 MRS, BT
AN RIS A b A R — [

T34k, Shell 47— ERHRAEVBACAT 1L HIAFT 5, EATR “*7 “27 A “[)7 IXEEERTT
R AR IR RC SR B — 8 A KK TRt e & BRI, IXAEAS 22 SCAR A i m] ASEAT

EEAE.
“x7 TN A MEERKE R A . FlnFEES 53 Frf .conf XS
S Is *.conf
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administrator@ubuntu: c$ 1s *.conf

adduser.conf rnel-img.conf pnm2ppa.conf

apg.conf kerneloops.conf popularity-contest.conf
appstream.conf 1d.so.conf resolv.conf

brltty.conf 1libao.conf rsyslog.conf
ca-certificates.conf 1libaudit.conf sensors3.conf
debconf.conf logrotate.conf sysctl.conf

deluser.conf ltrace.conf ucf.conf

fuse.conf mke2fs.conf updatedb.conf
gai.conf mtools.conf usb_modeswitch.conf
hdparm.conf nsswitch.conf vconsole.conf
host.conf pam.conf

administrator@ubuntu: /etc$

7 FHEAMERCAT A “?7 (HRARHAET, *0f ILEAE S KENFRF, —
A 27 HRRILRE — N5 .

Bltn, HAETA textl. text3. text5. textB. text_three. text2. text4d. textA.
text_one. text_two iXLE 4,

Fl “text?” HAEHRF textl. text2. text3. text4. text5. textA. textB

administrator@ lg text?
textl:

text2:
text3:
text4:
texts:
textA:

textB:
administrator@ubuntu:~/Templates$

“0" AT ILECHTA HOET 1755 NI TAF . B0, #2250 H LA text JFk MY BL 1 8
A GRS 44

administrato :~[Templa s 1s

_three
» € two
administrator@ubuntu:~/ a S 1s text[1A]
textl:

textA:
administrator@ubuntu:~/Templates$ I

WaT DM LR “-7 SRIBE PRI . A B8 BT R B A 2 gL
oo B, @&ESIH A L text JFLIF B 173 R38N 7 A7 45 AR ST
administrator@ubuntu

administrator@ubuntu
textl:

text2:

text3:
administrator@ubuntu:~/Templates$ I

5 BFHFRMHF

i EIRFPOE BT, T H AT Linux flar & 08 T YRERIARAER 1, AT
22
AL EAN NG, AR Beckhoff AW IEAAT, FIb—VIRAAT . Wi%en, HEEKAES



AaifEAN NG, JE Beckhoff ARIIEXKAT, 2E—VIRHIT N, WHSN, EEEKRES.

B4R H SR A EAE TR &, X B I BIar & 7, BOREI AP —2 O B3
IR T, HAXEEEE DU, RS a2 SR LT

51 EHErHZ: pwd

pwd fir &SRR MATITEAE, I TAEE 3. B, PATI a4

adhinistrator@ubuntu:~“ € ates$ cd fusrflocal/bin/

administrator@ubuntu:/ f/local/binS pwd
Jusr/local/bin
administrator@ubuntu: fusr /1 [bin$

=

52 BZHR: cd

cd AR AE Linux XA RGIA RS Z WS IEEA TR . HERAGL )G, SR
WM EEFD RMEFA AL T, Mg “BE47, Eki/home/JT 3k, JEHIER
EERMMH 4.

BN od 5, JEHEE —MREAIENSEL i D EEGEA ST H R
2B, A3 T T iy 2 2E A Just/bin 7 H 3.

administrator@ubuntu: /usr/local/bin$ cd /fusr/bin
administrator@ubuntu: fusr/bin$

fE/usr/bin FH3H, FTULHPL 4N usr T HZ. (Wi s E—A kR

administrator@ubuntu: fusr/binS cd ..
administrator@ubuntu: fusr$ I

£ fusr/bin §- H & w] LUE R N i dr & BEEAR H, B “/7 Hx.

administrator@ubuntu: fusr$ cd /
administrator@ubuntu:/$

BJE, B N A EE H A R H 5%
S cd
By

Scd~

SEET, A Shell i, “L7 AREREHETH A E— 2 H 3. 1“7 AR AT H 3% 5
G~ ARER P EH 3

53 FIHEZFRAZE: Is

Is iy 42 list IFIIER, 1s MM IETdER 2 2, & B IGHE— SR 5 A INE T Is
(RFEATE IR

Is [OPTION]... [FILE]...

AL S 1s d54, FFFIH 2450 B3 FIOATE SCHRI 7 B 3. il

23
AL EAN NG, AR Beckhoff AW IEAAT, FIb—VIRAAT . Wi%en, HEEKAES



AaifEAN NG, JE Beckhoff ARIIEXKAT, 2E—VIRHIT N, WHSN, EEEKRES.

run swapfile wvar
home ib64 op in sys vmlinuz

drom initrd.img st+found c vmlinuz.old
de initrd.img. old edia root usr
admtnlstratormubuntu

Eﬁﬁﬂ%¢,ﬂuﬁ@ﬂg“ﬁiﬂi# BOANFEOLT, HI RN s
WA E M ATHAT SO R O EAR T IR (U RN IX A SO AN RO ST
Windows I FRIE RO .

F Tt m] DU A -F G I0T ) Is i

admtnlstratormubuntu.., 1s -F

mnt/ run/ swapfile wvar/
op vmlinuz@
initrd.img@ Found vmlinuz.old@
initrd.img.old@
administrator@ubuntu: /S

A UAE B, -FIEB SRR H R0 B/, FERTAT SO e in B*, FERERSCIFE n L@
XL TR R L TE I o B i 28 0 b2 BB
{ELR XSO e 2 H 3 AT SO 72 LSS -a SR . i -

admtnlstratorwubuntu /S 15 -F

mnt/ runf swapfile wvar/
opt/ sbin/ sys/ vmlinuz@
Lnltrd img@ E+fFound : vmlinuz.old@
initrd.img.old@
administrator@ubuntu: /5 1s -a
m initrd.img Founc vmlinuz.old
initrd.img.old m a r ' g
1ib mnt run swapfile wva
b e 1ib64 opt sbin vmlinuz
administrator@ubuntu: /S I

KRER T —28qfy 7 BSCfF4. 1E Linux b, SXESSCAERRVER & S0, EERIAE I
TIHAREIR, BRARE 7 -a &0, AT 8Rpra Xt s A EEH, HE2
AR T BAL ] — ALk il

admtnlstrat r@ubuntu: /S 1ls -aF

bin/ home st+found oot swapfile vmllnuz@
t/ Lnltrd img@ 1 a n / vmlinuz.old@
m/ initrd.img.old@ mnt sbin/
administrator@ubuntu:/$ I

FIHh A H U A - JE T . IXANIE T R] DARER AR SO F R . fildn -

administrator@ubuntu: /S ls -1
SHE 1943004
drwxr-xr-x root root
drwxr-xr-» root root
drwxrwxr-' root root
root root
root root
b root root
1rwxrwxrw( 1 root root 11, :36 initrd.img -> boot/initrd.img
-5.4.0-53-generic
TrwxXrwxrwx 1 root root 11, H initrd.img.old -> boot/initrd
i .0-42-generic
-X root root
root root
root root
drwxr-xr-» root root
drwxr-xr-> root root
> root root
root root
root root
root root
drwxr-xr-» root root
drwxr-xr-> root root
drwxr-xr-> root root

HEILH 8 MAFMIE B WS —IRER:

+found

]
Lo o o

rOR
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a) SRR bR E

b) SCHFRIBEREAN L

o) HFPTAEERIA A

d) AR A A
e) ICAFRIR/

f) B —IREUE U i H 3
g) W IR 5 PR
h)  SCfF4

£ Is fr & Ja iR EEg AR AT LB % T H RPN A Fla:

administrator@ubuntu: /S 1s fetc/init.d

acpid cups-browsed networking
alsa-utils dbus
dns-clean
gdm3
grub-common
hwclock.sh
irgbalance
kerneloops

anacron
apparmor
apport

open-vm-tools
plymouth
plymouth-log
pppd-dns
procps

rsync

rsyslog

saned

avahi-daemon
bluetooth
console-setup.sh
cron keyboard-setup.sh
cups kmod
administrator@ubuntu:

5.4 FIHEFRAZE: dir f vdir

Windows H F A] GEFE IR dir X /M4 1E Linux 1, dir B2 T L Is BOTHA

Al R AR A —FE R

administrator@ubuntu:/$ dir fetc/init.d/

acpid cups-browsed networking
alsa-utils dbus network-manager
anacron dns-clean open-vm- tools
apparmor gdm3 plymouth
apport grub-common plymouth-log
avahi-daemon hwclock.sh pppd-dns
bluetooth irgbalance procps
console-setup.sh kerneloops rsync

cron keyboard-setup.sh rsyslog

cups kmod saned
administrator@ubuntu:/$ I

vdir FH2T 2y Is i@ 0k 1 -1 65,

administrator@ubuntu:/$ vdir fetc/init.d/
BHE 172
SIWXr-Xr-x 1
-MWXF-Xr-X 1
STWXr-Xr-x 1
-FWXF-Xr-X 1
SPWXF-Xr-X 1
-MWXr-Xr-x 1
-MWXr-Xr-x 1
SIWXr-Xr-x 1
-MWXr-Xr-x 1
STWXr-Xr-x 1
-MWXr-Xr-x 1
1
i,
1
i,
1
1
i,
1
i,
1

udev
ufw

uuidd

2269
5336
2014
4335
2805
2401
2968
1232
3049 11
2804
1961
2813 11
1172 6
3033 1
985
3809
2444
3131
1479
2044
4597 11

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

acpid
alsa-utils
anacron
apparmor
apport
avahi-daemon
bluetooth
console-setup.sh
cron
cups
cups-browsed
dbus

6 dns-clean
gdm3
grub-common
hwclock.sh
irgbalance
kerneloops
keyboard-setup.sh
kmod
networking

- FWXF-XM-X
-FWXF-XM-X
- FWXI-XM-X
- FWXI-XM-X
- FWXI-XM-X
- FWXI-XM-X

- FWXF-XM-X
- FWXM-XM-X

- FWXI-XM-X

25
AN NG,

network-manager

whoopsie
x11-common

ERINE UL T A1 H SRR 58 1

speech-dispatcher
spice-vdagent

udev

ufw
unattended-upgrades
uuidd

whoopsie

x11-common

speech-dispatcher
spice-vdagent

unattended-upgrades

2
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6 FIMICHAIE R

6.1 BN HF: mkdir

mkdir 72 ] PA— IR — AN ECE LN H . NP ey 2 7EH P £ H 3 F 57 document.

picture PN H 3o
$cd~ o N RE =SS
$ mkdir document picture HEFT AN H 3%
FH P AT DA FH 46560 B A R H 5%
$ mkdir ~/picture/temp H#HIE T H 3% /picture Bk FHTE temp B

HTFEHZT picture DA T, B &mARAER. HEYH A KEET M
X ARE, mkdir B R R

S mkdir ~/tempx/job

mkdir: TEvE B H 5" /home/administrator/tempx/job": VA ASAN -8 H

XAEFNMEEH P £ HX FIRRA tempx XANH 3, BHARMELTCIETE tempx T OJEE
job H3X 1o it mkdir #2411 -p &1, T el —A 7 H x40,

S mkdir-p  ~/tempx/job

TEXAM T, mkdir 25 G0 tempx B3, SRE01E job. 7E 7 ZEAIE 588N
H sk G s, XANEIEER A H .

6.2 BIL— XM touch

touch &M AER i, AT EAF MR E— N CHELIERANSEL. THiXA e 1E
MHTH R RN hello 3
S touch hello

administratorlfiubuntu:—s touch hello
:~5 1s
examples.desktop Music

s [hello
-3 1

I touch iy &SN RSO 23 S0 o 23 SO ST I e TE ) SRR B A T - S3 4%,
LN AR PP RNk SCPF T TEVE IR 3l WA SCPF SRR E AR A FES, n] DA —
AN “Yid” AR .

touch iy ) 53— A& B — A SCHF s N H RIS b

touch iy & FRX N TIRELE H Bl U A ELSCAE I HE R A H L XA R 5 n LA Gk 2 IR LL 3L
Pl e oy B FE T
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7 B3 EHIFME
7.1 BIMERL: mv

mv 5& move 4E5 . X4 i LRSRFE 2 S BIanH hello SCIH#%5) 3 bin HX T

S sudo mv hello /bin

LW AT IR BN H 3. N IHIX 2 AT 24 photos H 5% #43) 3 picture Hx

S mv ./photos picture

mv FEFE SIS 2 A A AETHIR I, WFE B — AN F 2 05, A BRI
NEHBEK ARG,

I my fig 25 AE T-i EITA] DL T R IR AE I L

administrator@ubuntu:~$ mv -1 test.php test

mv. AL test/test.php'?

By KonE s, [FIE n RoRBkid
TN AN LB R R T2 -b o XA I P — AN [ 0 75 VR AL 28 3 8 RS
[l ERBISCAFRT, AR R SRRSO SR —A “~7, DI G 3 AN SO 7 o

7.2 RHISCAMER: cp

cp i REREHISCHEANH 3. N X 2% dr 244301 test2.php & F test2 HR N .

S cp test2.php test2

A mv 52—, cp BRUIMEIL 278 55 [ 44 S0, HmT DU - R 000X M gk 47 4
7, WA PAH-b X [F] 44 S0 e 4 Je P R A

7.3 MEREFAXH:  rmdir f1 rm

rmndir a2 H THIER H %o XA AR W, R ZEE G R MR H %
HAE NS ER AT

S mkdirtest2  ##HTE > test2 Hx

Srmdirtest2  ##HER test2 H

{H2 rmdir 7% R AEMIBR = B, Wi'h

administrator@ubuntu:~$ cp test2.php test2
administrator@ubuntu:~$ rmdir test2

rmdir: HH*JF-]: est2' K. E%EW—E

administrator@ubuntu:~$

BRIt 7R rmdir BIBR—N HsR 2T, eI H R RSO FIF B Ak .
PRI S A TR 2 e 54 o rm AR AT DUR SRINBR H 5%, 17 BLEG rmdir B8 &4k BT LS PR
1 FH A I rndlir 4R 20 21

rm 72 A LA— IR — N EGE LA SCHE . B R THIX 2648 2 2 MIBR test2 H AT
f).php Ao
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Srm ./test2/*.php

rm A my i —FE, RNEHUEARR . I rm 2 MHER (ST 1K 7Kz i N R 48
WK, MASPIIN—DFRA “Es” e BHR T — AN 2 A rm a1 2177
FORA - B0, XA LTS AEM BRI ATZe s, FFEERE P Bl

administrator@ubuntu:~$ rm -i . ftest2/test2.php

rm. EnmEEETEE . /test2/test2.php'? |

WA -r ZH000 rm iy &2 F AR B 3N BTA RSO B Sk il
Srm-r./test2/
P test2 H e BEHNWIEE FRERR T o

8 VIM JriE s

FE Windows 1, iCHA R f Bkl i IR SOAR G as . FTATIK UnixLike REEATZ N
vi g A, AR SO R A A E 2.

B2 HATRAME I AL Z 102 vim St vim BAAREFHRERIAES, ATAES)RI L
FARBEHEREVE R ERTE, TRt

Vim &M vi KRR — AN SORG AR & o AURSANTE 2 198 SR IR 5 55 7 (S 20 R 1O 2D i
Rl e, FERE R IZ AE

fal LR, vi 22 TS, AR CaRFre 1, EREEZA A BHEE I
J7 o Vim AT AR AR P O 53 [ — AR & FH ) T A

AL EZLSEGINA Vim BRG], FERE. TR Vim EHES% Vim
o

8.1 MR

BLOAR— N, TTLAE T AT FHI vimfile. TSR file NEAE, B4 Vim <A ZhH i
— N4 A file HISCHE . W SRAE RN HHATAT S EU1 vim 14, AL T BAERAF %, Fa5E
PR

Vim 3 SN A A BRI e RN T DU 775, i R IBATER T %
NTREZAMOFTE E1E, BFRGT. BR. Bapuhrs,

administrator@ubuntu: ~

XfHF) RIE(E) BE(V) BRE) LKEM BHH)

VIM - Vi IMproved
hR7s 8.0.1453
#3A A Bram Moolenaar &
{BEE pkg-vim i i

-maintainers@lists.alioth.debian.org
vin 2 BB ROFBRABRE

P
AN :help spol
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JE 3 Vim I H AL T A R 1% L BT DL AR AR, IX A A2 F T E A e
TEALIEN T Vim 2EE T AR P i P ab s . 5 R IR IA T 8 B BRI KRS 81
S, PRIy Vim 22 kg X R NS 1.

P SO — AU, ARERIN T I — 27577, QR es 1, nr DA B s R A
MR . A vim [1E, ATRLSEIAH vi, W2 —FERD

S vim filel

administratoréubuntu:—s vim filell

administrator@ubuntu: ~

MHF) REE BBV BRG £RM EEH)

Saturday
Sunday

INSEMZ e, 1% ESC AL AT AR B a4, LR /e R A “ —diiA--" 3RoRTE 2K

FEROCA R G , T ERAFIZA A LR EAE “: 7 fr SRR AT I — D 217
[iain By A NP S A A AN

BN “w”, SRIGHET enter B, SUIFRAFHI)

XHH(F) #EE(E) BHENV) BREG) LimT) FBEIH)
Monday

administrator@ubuntu: ~

XHHF) REE) BBV ER(E) KT EB(H)
Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

R A T “q”, BIRIRH
PEMH “owq” AT AORAESCAFIFIR H Vim
WER A B DRAFIE U B DL, AU a2 “:q”, R4 Vim SRR, IFFENRHS

WA ATIORE R .

£37: BEREHERE (A | BHRT

WERE EHOTBEEL M “iql” ar IR H vim, T TR & 4R AL
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9 HAuEH

i S, AR N AR 7 BB SO RS BRI B P e I B
RGAT LA 2 2SR B L. 404, A 1 Linux RATHESR A 7 3R 20 36
RYE, XML Linux b 22E AR FIZE Windows T —FE 8. & H ks G M
i, XELHT e 0 &K 47RR . SUSE. Red Hat. Fedora %R ATHRAE ] RPM, i Debian £/l
Ubuntu N{§F deb #% =841 .

91 WEHMHEIA: apt

rom FI dpkg IXLEHAF BRI HIL, KOS 72 i) TAEE . (H2 RAEH I
BRI, XL T BATIRAS e AT R AR R I . O T e B R AN A, RS A
AN AT B, BT C, CAKHT Deeeees T IRETAMRIE A g, TR A IR T
PO, PLAPT. yum S AR I M P B B T B RIS T A .

APT, 45/ Advanced Package Tool, BlfEZ#k bl T H . XAl e
B ARG, ©] LLE SRR R, AR BT s R R TR E—Fm S, M
Al AR BTN R G0 F A L.

APT B WI# 111247 T Debian R4t I, HEESCHF.deb A& IR s, APT &
LR B RPM BRI AT b, B AR AR T2 .

APT T H i # HIEM N4 : apt-get fl apt-cache. Al H THAT AL 2235 %
PIFTEEAE; EH T EHTERRMAHEEE . ERXE T, FHAWaT LM AT
TH,

9.2 TEMZERHMHE

REHE R s, 75 EE1T apt-get update BHT 4RI apt-get ZeA7H I EME R I
J&» B LM apt-getinstall fiv & 22 REHIEEL o SER L, HEFRERIR M BRI
HI#IZ4TLLT apt-get update, PATRIEZRASHIEAT R RBTHT . IR Z0LEE Linux AR
MMy S

S sudo apt-get install frozen-bubble

dministrator@ubuntu: ~

XHHF) RHB(E) TEV) 2R (1) FENH)

administrator@ubuntu:~$ apt-get update

[sudo] administrator ]

FREN: 1 http://security.ubuntu.com/ubuntu bionic-security InRelease [88.7 kB]
SiHH:2 http://us.archive.ubuntu.com/ubuntu bionic InRelease

FKEX:3 http://us.archive.ubuntu.comfubuntu bionic-updates InRelease [88.7 kB]
ﬁﬁim http://security.ubuntu.com/ubuntu bionic-security/main amd64 DEP-11 Meta
data [49.0 kB]

FREL: 5 http://us.archive.ubuntu.comfubuntu bionic-backports InRelease [74.6 kB]
FREN: 6 http://security.ubuntu.com/ubuntu bionic-security/universe amd64 DEP-11
Metadata [59.5 kB]

FKEX:7 http://security.ubuntu.com/ubuntu bionic-security/multiverse amd64 DEP-1
1 Metadata [2,464 B]

KEN: 8 http://us.archive.ubuntu.com/ubuntu bionic/main Translation-zh_cCN [67.7
kB

FKEL: 9 http://us.archive.ubuntu.com/ubuntu bionic/restricted Translation-zh_CN
[1,188 B]

3KEY:18 http://us.archive.ubuntu.com/ubuntu bionic/universe Translation-zh_CN [
174 kB]

FREN: 11 http://us.archive.ubuntu.com/ubuntu bionic/multiverse Translation-zh_CN
[4,768 B]

12 http://us.archive.ubuntu.com/ubuntu bionic-updates/main 1386 Packages [
kB]
13 http://us.archive.ubuntu.com/ubuntu bionic-updates/main amd64 Packages

[1 ]

REL: 14 http://us.archive.ubuntu.com/ubuntu bionic-updates/main amd64 DEP-11 Me
tadata [295 kB]

FREN: 15 http://us.archive.ubuntu.com/ubuntu bionic-updates/universe amd64 DEP-1
1 Metadata [288 kB
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administrator@ubuntu: ~
XfHF) {RIE(E) THRNM) ERES) M FWEA(H)
adw\n\stratormubuntu udo apt-get install frozen-bubble
1 avjmnutr 5

en-bubble-data
p a nspector-perl
redir-perl Ilbfllc which-perl
nthl 1libmade llmeLmdB libopenal-data libopenall 1libsdl-gfx1.2-
gel.2 libsdl-mixer1.2 libsdl-pangol libsdl-perl libsdl-ttf2.6-8
ian libsdl2-2.0-0 libsndio6.1 libtie-simple-perl
oundfont

bz
nthl 'l.lbmadl) libmikmod3 le)pcnal data 11b>pcnau 1ibsdl-gfx1.2-
gel.2 libsdl-mixer1.2 1libsdl-pangol libsdl-perl libsdl-ttf2.0-0
ian Ilbsdlz 2.0-0 libsndio6.1 libtie-simple-perl
timgmémb - soundfon

0
BT o TG, ?Fﬁﬁi%T 26 MREE, EHH o THHEE, F 46 MREEERE

mB fY3
42.3 MB BYERSb==E].
182 [v/n]

S frozen-bubble
Frozen-Bubble 2

[CRCANOSEIRIN

!;‘
,\
\

P —— < o SN

ATLVER], APT 2 T RE(E S, I H S 7 RRIH R 8. 12 0] BT T 3 %
e
apt-get I HAh— Ly &, TLATERGE WTH % MHBRE AT ELAE AR . LT 2 — 28 Hldir

é\

o

i g

apt-get install TN ETF BT

apt-get upgrade T EHIF LA R G O BRI B i
apt-get remove R A8 B AR

apt-get source TR E H AT U A R

apt-get clean MER B A L A asE
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. MEEE

1 3REX 1P Hunt

P28 Nt R B EL B, XA ASRHEN T — D23 I A VMware REIIILT &
WIRAL T AR (AN EARE S, T AR AR L B R I BN A5 2, BZhIE A
e,

i3 Ubuntu BRI, mdiBeE, 2R AR DL LT [ R B e E B 5O 1P i

a % B *
B REES EiH - 1000 Mb/F %
O EmEmE

VPN +
P ELRP

FiRE
(TR

< = RgfE = (&

E4ESE | Bty IPv4 IPv6 T2

EE 1000 Mb/Fb

192.168.100.23
v ik Fdd3:3F1b:1ce::960

Hnar 00:0C:29:16:8C:8F

i\l 192.168.100.3

DNS 114.114.114.114 223.5.5.5
B (A)
G FEMAFRH(0)

Restrict background data usage
Appropriate For connections that have data charges or limits

WREA B S wE, a7 RS2

S ifconfig

ook EXLE—TF, ik, ZAS ipvd Hillk N 192.168.100.23, T Y
255.255.255.0
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administrator@ubuntu:~$ ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 192.168.100.23 netmask 255.255.255.0 broadcast 192.168.100.255

inet6 fdd3:3f1b:1ce:0:7518:fc1d:3213:c39c prefixlen 64 scopeid Ox0<gl
obal=>

inet6 fdd3:3f1b:1ce::960 prefixlen 128 scopeid 0x0<global=

inet6 fdd3:3f1b:lce:@:ffcc:89af:3568:5572 prefixlen 64 scopeid BOxB<gl
GLETES

inet6 feg0::d6:2d86:65:dafd prefixlen 64 scopeid 8x28<link>

ether 00:0c:29:16:8c:8f txqueuelen 1000 (Eli(ﬁﬂ)

RX packets 648 bytes 138785 (130.7 KB)

RX errors @ dropped @ overruns & frame @

TX packets 215 bytes 250877 (25.0 KB)
TX errors @ dropped @ overruns © carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 8x1@<host>
loop txqueuelen 10e0 (ZkHhIf[D])
RX packets 201 bytes 15732 (15.7 KB)
RX errors @ dropped @ overruns @ frame @
TX packets 201 bytes 15732 (15.7 KB)
TX errors @ dropped @ overruns @ carrier @ collisions @

2 B kBERE

B17 K dik A2 WX 28 22 A (PR AR T B o Jd e 75 R 55 4 AN AR 15 25 2 (A S JEHLE, Bl KBS TE
WX 2% J2 T S T %2 42 BhYE . Linux IRk % T 22 IP Tables, iXEP) ki RFWHAENR
% HoAth 5 MV X 488 5 A% O o

IP Tables CAEMAE Linux2.4 K& UL ERRAMAZF 1. [ Windows B KA [F] (1)
&, IP Tables 75 % FH ' H CE HillAH SR .

TERI I, o] AR K BRG], AR ARG SN AT i i, — 5 B B 2% 22
Ko

2.1 Linux B KREABES

Linux BJ7 K352 —Fh S8 Ak 807 kil sk A 2k 8 -k R S S, e TR
SRR R0 T LSS, WREEROZAE B, BT ORI AREE E ER HE AR H bk o 0
SRR, B I R R TR A

Linux F AL RS 275 2.4 FRVEZHI T 9. b7 ks T B S ipchains, HUX A
2B R RAE T B KK — R B 2H il — 28 “ B (chains)” N FH 2 M 28 538 0 . iptables
B gk — A — SCTREAHAA)  “BE A N “FK(tables)" .

BTN S B, IAESE— S BAKRI ] T o iptables BRI FH IR 2 fiter (L JER) 7,
HABINEE T 3 AME, 432 FORWARD. INPUT 1 OUTPUT.

FORWARD i H 58 SRR A - 8 e 75 2 8% e 21 5y — AN 28 42 1 ) B e

INPUT 4 & SCRIFINIAE B TR0 B ANL ) B a6

OUTPUT i LR IIAE F T AL A% Hh 25 I 8Hhs 40,

T H E X filter FE AT LW & KER 7 224275 5K, ORI RAS T A IER A N .
[T filter, iptables &L &4 nat Al mangle Pi/N& . nat TR HuhiE#5H2(NAT) , mangle
M FAE SR T NAT A g2 A EI 284,

T WL, AT H X fiter AT . 1BEL nat KA mangle 38 75 0 2 (1) 25 5015,
ORI 1H S 7 M R 1) 4 22 2 BTk}

33
AL EAN NG, AR Beckhoff AW IEAAT, FIb—VIRAAT . Wi%en, HEEKAES



AaifEAN NG, JE Beckhoff ARIIEXKAT, 2E—VIRHIT N, WHSN, EEEKRES.

22 HhatBs K RE

iptables T B H HIH) 5 METSAIR-F P« -Ay D MI-L o KERELLS, EELR
R EIX 5 AN1EUs il LS B K W B B . PR XA AT

5 3l

F i BBt T LY

P 9 B — IR
A b I — 25 B B
D I T R — AT

1 B AR AT

ZEAMG) - L 3T
S sudo iptables -L

administrator@ubuntu:~$ sudo iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
administrator@ubuntu:~$ I

PAER KL filter KU, JF HPrA#ERIERIAT 9 ER & ACCEPT, X IR A 1)
AR TT DAAS 52 BELAS e ok Bk a

& AT LA iptables —P F T45 FE I B BRI SR, XSk 2 B ATE LW T

iptables —P chain-name target

Hrr, chain-name Z8E4 T, k2% FORWARD. INPUT I OUTPUT 11—,
target (HAR) FBUH T7E SCRME, filter RHILA 9 MRS ] HEAE A, (HdRH A I A
A 4 >. ACCEPT R SL VAL s DROP EF — M REJECT &17E E FEH RN iR [5] —> IcmP
RS

NTHIX A 2K INPUT 4 X BRI SKERE 8240 DROP (L 70), X IR 41 &, FirF
FIBE A BRI ¥ E 9 DROP (SEBr ERUZAERT KT 1, B T A s, Bl
T, MEAFERUN R RE RO

S sudo iptables —P INPUT DROP

PAT X B LG, A B RSB S I # o R, BORFTE A “4h7 3
KRB L T, EERE ping H CHAT.

S ping localhost

administrator@ubuntu:~$ sudo iptables -P INPUT DROP
administrator@ubuntu:~$ sudo iptables -L

Chain INPUT (policy DROP)

target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
administrator@ubuntu:~$ ping localhost

PING localhost (127.0.8.1) 56(84) bytes of data.

AC
- localhost ping statistics ---
79 packets transmitted, © received, 100% packet loss, time 79871ms

administrator@ubuntu:~$

34
A BN NG, dE Beckhoff AR IEINEKAT, Zib—VIRHAT . WHEW, HEERREL.




AaifEAN NG, JE Beckhoff ARIIEXKAT, 2E—VIRHIT N, WHSN, EEEKRES.

2.3 B InEES )

FERUST KGR FAIEEAG IS, SURT LA FE eI 1 o s 4 A B KB e i) 4172
— & web [R5 3, IR SO VAN ENLRE S EE AL 80 i 1 RS HTTP ARSS#8) Al
22 5 1 CHESE SSH IRSS ). fili i iptables —A fir & A INEE LI, Zdr & MFEATER IR :
iptables —A chain-name —I interface —j target
Hrh, chain-name £ T, interface FRiZHNH TR, target T &
Xﬁﬁﬂﬁ T AT b, Bk 2 TR AR AL, DRI R 20 INPUT BEE T B
BRI T o 9 7 fRERE W, R R A — AN ens33 J8 [A) AR (BRI b — 15 3R 104 2%
BB S, HRIEERRIAE), lo RAMIAEIE . DUT & TH7 K05 AL T

by, AL P

-p proto VLEC 25 B0 tep. udp~ icmp

—icmp-type —type VLHED IcMP 28%Y, Fl-p icmp BC& 18

-s source-ip VCHCSRIFE EHL (BRINZE) f 1P Huht

—sport port# ULHC AR5 AL 3 1, H-s source-ip Bt #5187 H
-d dest-ip ULHC H bR EHLI 1P Huhl

—dport port# ULHC H b5 N3 1, F-d dest-ip Bl &5

NIHX A 2N T — 2% INPUT BERIRI, fmfFﬁﬁﬁl_Ji lo B HIEBAE R, XFERT
KIS ASHIE “AaEEAC” MATNT . (ATLL ping 1@ 1)
S sudo iptables -A INPUT -i lo -p ALL -j ACCEPT

administrator@ubuntu:~$ sudo iptables -A INPUT -i lo -p ALL -j ACCEPT
[sudo] administrator Hj*‘ B
administrator@ubuntu:~% plng localhost
PING localhost (127.6.8.1) 56(84) bytes of data.
64 bytes from localhost (127.8.0.1): icmp_seq=1 ttl=64 time=0.
bytes from localhost (127.0.0.1): icmp_seqg=2 ttl=64 time=0.
bytes from localhost (127.0.0.1): icmp_seq=3 ttl=64 time=0.

bytes from localhost (127.0.0.1): icmp_seq=4 ttl=64
bytes from localhost (127.8.8.1): icmp_seq=5 ttl=64 ti
bytes from localhost (127.0.0.1): icmp_seq=6 ttl=64 time=0.06

- localhost ping statistics ---
6 packets transmitted, 6 received, 0% packet loss, time 5102ms
rtt minfavg/max/mdev = 0.022/0.064/0.123/0.032 ms

KA IR T -p I 1X NG IS 2 % F R 2% D FC I —Fh bl o SCRFRIRSCEL

5 tcp. udp Ml icmp. ALL BifIX =Fh 263 1.

HHRUL, IENAZESMB T ALEE 2 ping BIIX & web RS5AS, TXRE 24 Ik HH I ) 2 ) A
fi, B RE AT LT BHE L ping fr &Kl € X 6 RS a2 RIEAEIB 1T .

S sudo iptables -A INPUT -i ens33 -p icmp --icmp-type 8 -j ACCEPT

administratoréubuntu:—s sudo iptables -A INPUT -i ens33 -p icmp --icmp-type 8 -

j ACCEPT

administrator@ubuntu:~S$ sudo iptables -L

Chain INPUT (policy DROP)

target prot opt source destination
ACCEPT all -- anywhere anywhere

ACCEPT icmp -- anywhere anywhere icmp echo-request

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
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A 1-p LI E T2 ICEC ML ICMP, EER I —icmp-type $87E T ICMP [{12R7IA
o ping fir X SRR /2 8.

TR % A 2380 76 22 A1 80 i VT IR VR AT o {3 BRI K -p T4 & [ P R
AU tep, IXAERN SSH RS AN HTTP Al 45412 3 1 TCP Hhilliv.

S sudo iptables -A INPUT -i ens33 -p tcp --dport 22 -j ACCEPT

S sudo iptables -A INPUT -i ens33 -p tcp --dport 80 -j ACCEPT

administrator@ubuntu:~5% sudo iptables -A INPUT -i ens33 -p tcp --dport 22 -j AC
CEPT
administrator@ubuntu:~5% sudo iptables -A INPUT -i ens33 -p tcp --dport 80 -j AC
CEPT
administrator@ubuntu:~$ sudo iptables -L
Chain INPUT (policy DROP)
prot opt source destination
all -- anywhere anywhere
icmp -- anywhere anywhere icmp echo-request
tcp -- anywhere anywhere tcp dpt:ssh
tcp -- anywhere anywhere tcp dpt:http

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
administrator@ubuntu:~$ I

IR Z I, BEE QAR EM ) HAGEIRAIILE 1S, 1A BB AW N IELE &
Vil RS 5. FHIXZm 24 INPUT B IN—2% LOG (H &Il R,

S sudo iptables -A INPUT -i ens33 -j LOG

BRINIEOL T, B KAl sk 24005 845 BORAFAAE /var/log/messages Ho X & — N ICAT
%, ATLMER AT A B E MBS . PR, /var/log/messages 103k T RSt 1K HB 4y
TN, XJ& Linux FEFRGEHEXM. (Ubuntu REEINAT log, FTLAIRE
/var/log/messages, EHFAMIE, AR — FIXA Ik
https://blog.csdn.net/qg 40938301 /article/details/89175623 )

administrator@ubuntu: [log$ cat fvar/log/messages

Nov 26 ©0:25:29 ubuntu nel: [ 3676.353346] IN=ens33 OUT= MAC=ff:ff:ff:ff:ff:
ff:cB:f7:50:15:de:ae:08:00 SRC=192.168.100.20 D5T=192.168.100.255 LEN=291 T0S=0
X00 PREC=0x00 TTL=128 ID=47296 PROTO=UDP SPT=54915 DPT=54915 LEN=271

Nov 26 00:25:29 ubuntu rsyslogd: [origin software="rsyslogd" swVersion="8.32.0
" x-pid="653" x-info="http://www.rsyslog.com"] exiting on signal 15.

Nov 26 ®0:25:29 ubuntu rsyslogd: imuxsock: Acquired UNIX socket '/run/systemd/j
ournal/syslog' (fd 3) from systemd. [v8.32.0]

Nov 26 ©8:25:29 ubuntu rsyslogd: rsyslogd's groupid changed to 186

Nov 26 ©0:25:29 ubuntu rsyslogd: rsyslogd's userid changed to 102
Nov 26 ©0:25:29 ubuntu rsyslogd: [origin software="rsyslogd" swVersion="8.32.0

x-pld="2333" x-info="http://www.rsyslog.com™] start

Nov 26 ©0:25:30 ubuntu kernel: [ 3677.343873] IN=ens33 OUT= MAC=Fff:ff:ff:ff:ff:
ff:cB:f7:50:15:de:a3e:08:00 SRC=192.168.100.20 D5T=192.168.100.255 LEN=291 T0S=0
X00 PREC=0x00 TTL=128 ID=47297 PROTO=UDP SPT=54915 DPT=54915 LEN=271

Nov 26 ®0:25:31 ubuntu kernel: [ 3678.359132] IN=ens33 OUT= MAC=Fff:ff:ff:ff:ff:
ff:cB:f7:50:15:de:ae:08:00 SRC=192.168.100.20 D5T=192.168.100.255 LEN=291 TO0S=0
x00 PREC=0x00 TTL=128 ID=47298 PROTO=UDP SPT=54915 DPT=54915 LEN=271
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ff:c8:7:50:15:de:ae:08:00 SRC=192.168.100.20 DST=192.168.100.255 LEN=291 TOS=0x00
PREC=0x00 TTL=128 ID=47298 PROTO=UDP SPT=54915 DPT=54915 LEN=271

Feamix—2&, Wi/2M\ 192.168.100.20 (ZFKH) Windows FEIN A IEIT KK, Horb Hhik s
FHC B IN GERBE A RMIZ4E 1), SRC CRIEALRIER) 1P Hudib) . DST (E¥Ef
FIEE P k) PAKTT S H RIS T4, — ok, X H ARG, S
H&E2H T A, Eol swatch T logcheck.

24 MHEREERIL

FEREB /T IGIL N, B 3 AL U T K B TR T 2 B SR BN, TR D A mT DA
G LEADE IR (HAIR R ABS P, EENE TR AR T .
iptables $2 it 1 -D L TURMIBREERIN, £ 2 FhAS R ARTEVE H T IR — 25 K00

iptables —D chain rule-specification

iptables —D chain ruleum

551 FPEVEAE FIAU U IR SR VT O S BRI, Dy kt, FH P i 23— AN 22 i HE AR 24 400 5
-A B TRS NN AR o R T S MHBR 17X 1o 3R [R18E E R0 5 &

S sudo iptables =D INPUT —i lo —p ALL —j ACCEPT

TR NZAE X FETU K B i 4 o iptables —D i & (1) 55 2 P % 2 RS IS B (1) 95
RE% T = RO PR FE AR . B TR 2l T —line-numbers 1B T2 HE LI K140 5 o

S sudo iptables -L --line-numbers

administrator@ubuntu:/var/log$S sudo iptables -L --line-numbers

Chain INPUT (policy DRO

num target prot opt source destination

1 ACCEPT all -- anywhere anywhere

2 ACCEPT icmp -- anywhere anywhere icmp echo-re
quest

3 ACCEPT tcp -- anywhere anywhere tcp dpt:ssh
4 ACCEPT tcp -- anywhere anywhere tcp dpt:http
5 LOG all -- anywhere anywhere LOG level wa
rning

6 LOG all -- anywhere anywhere LOG level wa
rning

Chain FORWARD (policy ACCEPT)
num target prot opt source destination

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination

X Z A MER T OINPUT w5 2 IEERIN G2 M 2 SEEND, REHER
,AA*F:O
S sudo iptables -D INPUT 2

administrator@ubuntu ar| sudo iptables -D INPUT 2

administrator@ubuntu sudo iptables -L --line-numbers

Chain INPUT (policy DROP)

num target prot opt source destination
ACCEPT all -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere tcp dpt:ssh
ACCEPT tcp -- anywhere anywhere tcp dpt:http
LOG all -- anywhere anywhere LOG level wa

5 LOG all -- anywhere anywhere LOG level wa
rning

Chain FORWARD (policy ACCEPT)
num target prot opt source destination

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination

e, RBEM—EMNENRNTE, BREAEZEHERNR, LnFaETREN
Bf) SSH. winscp, ADSEIEFSE, FARE T, EFMELMEERBNERLT, HEaERL
A
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N~ LRSS

RETE$AT PLC —FE, —fRLB| TG, —BASREM N ERGRrEE, BE
s, HBER LMD, R — M E R RS FICIEENE SR A E.
U, EHE LSRN CmRgR” 17 Ve R S 4.

1 %% OpenSSH

OpenSSH J& Linux Nz K SSH IR g5 4% /% 7 ik, Linux RAT hie— RGP 73X A
A, AT DR R 0 R AT R 1 2 25 R 22 . Ubuntu B ] BLE S T TH 2 %25 OpenSSH.
(E—FIF 7Bk, APT & 75 ZEHKI N EEAE, 15RO G
S sudo apt-get install ssh

administrator@ubuntu: ~

XfE(F) 4EIEE) EE(V) EERES) &R FHH)
admi.gi.strator\'gub S o apt-get install ssh

AT -

connector® ncurses-term openssh-client openssh-server
openssh-sftp-server sysv-rc
Uik -
MR

13?7 [v/n] y

mirrors.aliyun.com/ubuntu trusty/main amd64 libck-connector® amds
4 8.4.5-3.1ubuntu2 [18.5 kB]
FKEN:2 http://mirrors.aliyun.com/ubuntu trusty/main amd64 insserv amdé4 1.14.0-
S5ubuntu2 [43.3 kB]

BN T2, BECRLEIFBINRI T, BT shd LB T .
S sudo ps —e |grep ssh

administrator@ubuntu:~$ sudo ps -e |grep ssh

WRBCA RS, B AR AR A AT DA 1

Ja 3] ssh fir%: sudo service sshd start

{51k ssh 74 : sudo service sshd stop

2 M Windows BFIX & Linux (PuTTY)

— BT 55 NS ATE Windows |58/, 1M Linux 1 A—ZK M F5 B IR 5 fsi54E 2R G0 AR
ENLA . EMEOLT, BEAZRNRS, 3+ H R 7R8NS mAE L E F -2, Fril
Al DLEL#E M Windows &35 3 Linux IR 4528 H BN 1 B 7 5K .

Windows A JLFIANE K] SSH 2 i, iR aEAAS E) PuTTY 2 HE A 2. 1
BB H R — (https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html ). X&
—ANR O, ATFERLRE., TEIF R TRET putty.exe, HETEENM TN (EFH
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IP Hhuhik ) AE s .

&, PuTTY Configuration

Category:
=8 S_ession Basic options for your PuTTY session
! i... Logging
=) Terminal .
Keyboard Host Name (or IP address) Port
Bl [192.168.100.22 |[22 |
Features Connection fype:
= Window (O Raw (O Telnet ) Rlogin ®) 55H () Senal
E :;A;E::EUH:E Load. save or delete a stored session
- Translation Saved Sessions
+- Selection | | |
oo [Defat Setinge gy
= Connection PVE =
- Data Uburitu
- Pray Uburtutest L
administrator
Telnet yorkubuntu Delete
Rlogin
- 55H
.. Serial

Close window on exit:
(O Mways  (JMNever  (®) Only on clean exit

About Help Open Cancel

Htdr Open %41, BUAIEESERE. WEREYIUCES, KM MERHE, iy “27 1%
HIARE G 5%

PUTTY FHTIF—ARALT Shell £ i &AT & 1, A 4801 4 RIAT 58 O %,
SRIGEAN Linux H 2832 —RERERI TR T .

WARNING - POTENTIAL SECURITY BREACH!

The server's host key does not match the one PUTTY has
cached in the registry. This means that either the

server administrator has changed the host key, or you
have actually connected to ancther computer pretending
to be the server.

The new ssh-ed25519 key fingerprint is:

ssh-ed25519 255 4f.43:b5:37:a7.c%.07:bf:0f.c7:c6:03:09:76:8a:08
If you were expecting this change and trust the new key,
hit ¥es to update PuTTY's cache and continue connecting
If you want to carry on connecting but without updating
the cache, hit Mo.

If you want to abandon the connection completely, hit
Cancel. Hitting Cancel is the OMLY guaranteed safe
choice.

Z(Y) E(N) s £}

3 fEHSCH (winscp)

A TImREERMIIREZ )G, AN BYIRFE R, B 685/ 5 SR AT RS fFA%L
FRIX G Linux . M U BP0 — MR 1057, X B s Rl 2%
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AL HT B A ——WIinSCP (https://winscp.net/eng/docs/lang:chs )

- o x
HHL) FHEM) S B0 SEE FERO) TER) BEAH)
HERR: BF & & | @ - R FL M -
[ administrator@192.168.100.22 x G 3T
[ R R rA R D&\ 5% administr - (= « [T] - a
e e i ]
== x| & PE e e R 1
AppData E ﬁ::gzm sFIP v 120/11/6 14:10:19 [—
BAC Rematesupport & yorkubuntu 0 snew 020/11/6 14:13:55 rroax
BAC-Quicksupport s e 02 I 2l 201/ 1SS ororx 6
Beckhoff QuickSup... 02071176 14:13:55 rrxrx
beckhoffchart APEU HBEF) 020/11/6 14:13:55 e
Dell [ecministrator [+ | 020/11/6 14:13:55 ek
Downloads BEE. v B, |[v| 22071146 141355 ek
inetpub 020/11/6 14:13:55 rroax
mlog 220/11/6 14:13:55 ororx 6
ParameterList 02071176 14:10:19 e
perflogs
Products
Program Files
Program Files (x86)
PSTools
subsonic IEm ~ =R~ > =a £
temp pic=4 202071179 125747
Tencent i 2019/7/11 15:14:47
TwinCAT e 2020/11/9 15:00:17
Users o= 2020/11/17 20:47:54
e nes —rd— AnennAn ncnoas | 2
0B/304MB., 0/25 15Ef# 0B/876KB, 0/9 138EE
& sFe3 0:01:24

Wt s, WATHAEE 1Pk, FRAE S, wREDT IR P A P K SO R

Bu administrator - administrator@ inSCP - 0s

FiL) FOM) X &S0 S&(S) BRO) ERR) BEH)

WMEGrr BF B & g - T B - e-

[ administrator@192.168.100.22 X G F@eE

v igm- o 5% administr + [ - N2 O B
B 42 - i B 42 -

[« Jhome/administrator/

N BN EE NES] . b EEE e [
AppData Xl 2019/10/15 8:41:24 H. 2020/11/6 14:10:19 rex 1
BAC_Remotesupport i 2019/7/11 14:13:33 Desktop 2020/11/6 14:13:55 rXex
BAC-Quicksupport X 2019/7/11 14:21:52 Documents 2020/11/6 14:13:55 e
Beckhoff QuickSup.. it 2020/10/22 13:51:26 Downloads 2020/11/6 14:13:55 rxex
beckhoffchart i 2019/7/30 11:07:08 Music 2020116 14:13:55 rwxrexeex
Dell -2 2019/7/23 13:47:59 Pictures 2020/11/6 14:13:55 rxex
Downloads = 2020/5/9 9:15:21 Public 2020/11/6 14:13:55 wxrxex ¢
inetpub Xl 2019/8/9 12:13:59 Templates 2020/11/6 14:13:55 rex
mlog i 2020/3/20 16:12:54 Videos 2020/11/6 14:13:55 rXex
ParameterList X 2019/9/19 16:42:01 [] examples.desktop 9KB 2020/11/6 14:10:19 e g
Perflogs it 2020/5/21 17:23:25
Products i 2019/7/25 12:22:20
Program Files -2 2020/11/17 8:49:37
Program Files (x86) = 2020/11/23 17:31:58
PSTools Xl 2020/3/14 14:21:38
subsonic i 2020/9/30 13:23:44
temp X 2020/11/9 12:57:47
Tencent -3 2019/7/11 15:14:47
TwinCAT i 2020/11/8 15:00:17
Users i 2020/11/17 20:47:54
rartenne ridte Antnsaean a.sn.at 9| )

0B/304MB, 0/25 1SSk 0B/876KB, 0/9 138k

@ sFTP-3 0:00:23

A LR A SO AR N HAR R GE b, BRI RSO 4% Hik
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+. ADS iR

L HTPRAR 42— 28 Linux FEAR R, 2208 1 R A A 5 1 . AR 2505 R
Python (1] Pyads J&, FC & J7 {#, 155 Wi, Al ASEILLE Linux 240 - 554 TwinCAT 14T ADS
BN, Pyads #EHICAY: https://pyads.readthedocs.io/en/latest/index.html

AR FH MR &R Linux R 5 TwinCAT:

1. FHARSS 2RI Ubuntu,  FH & 87 5 (0 AR RS 58 e ie vHI ko

2. FHEMARE Ubuntu, ff—AN B 50 58 sd i

1 £ Linux FECE Python FFH4HAF

XHEMBE, AR EE S, WEAZFFER, LU EEZAE Ubuntu 18.04.3 LTS
FRA AR Y

1.1 %% Python

Ubuntu BRIAJE %228 Python 1), 1 HIKNIR 2 N B IS, FEFES 2 KH T Python, AT
PLIEANZEF apt-get remove python, XAE—8HIZL python Hi%, J& HIR ™ .

e:~5 python3 --version

IRZ Linux RELIKHRIAR R python2.7 iliAS, python2 Fil python3 & PN KA, L6
IV S #F python2, BN SZHE python3, FTLL Ubuntu HH IR %A python3 HY4%, B LHX A
i 2% %S sudo apt-get install python3

1.2 %3 build KEIE

IRZ pip LEEMIEAT E libssl F1 libevent 4w PEIAEE, FTUAH — N a4 iEAT 208 . A
et iX— B HiE, pip #EEA 2k,

S sudo apt install build-essential libssl-dev libevent-dev libjpeg-dev libxml2-dev libxslt-dev
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icu-dev 3

erge-perl

1.3 %% pip3

pip3 J& python3 AISREF M TH, nf RISk ZEE. FHg. #8EE =J7F, Uit b
mECOER, EIALUR A H TSR] Pypi 4 X

LI F) pyads (K18, AT LATF-3) 2548 PE R0 RSO, AT LAE AT pip3 SRidE1T 4%,
A2 AT APT R ZEA LI

S sudo apt install python3-pip

& f& python3-pip, 5 JUERIN 2% python2 ] pip

1.4 2% pyads

FIH pip3 ik BEAR P E L 22 %¢ pyads 1, @SRA3 T EEBNEHE, FTLLK pip3 1
VSV TS B AR B B B 2R AR

S pip3 install pyads

B

$ pip3 install pyads -i https://pypi.tuna.tsinghua.edu.cn/simple  ##i&5 45 1%

o

$ pip3 install pyads -i https://mirrors.aliyun.com/pypi/simple #0815

i)
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Collecting p
ownload.

1.5 SRS

ADS 8 75 ] 2] 48898 A1 48899 iy 1, N T J7HEIRMK, X EERK iptables HEH
M) 4= B 1% ACCEPT, & EIH1EE L 1B KBk &
rang

ain INPUT
rget p

2 FR3EIK Ubuntu 34T ADS &R

21 IR

25 i % -

THHL: 6920

TwinCAT 3.1 Build 4024.7

IP 3ihil: 192.168.100.22

THERY: 255.255.255.0

AMS NET ID: 169.254.111.127.1.1

About TwinCAT Systerm
TwinCAT System Service  v31.0.2418
@j TwinCAT va1.4024.7
Copyright BECKHOFF Automation @ 1996-2013 AMS Met Id 169.254.111.127.1.1
Logen User: Administiator Hiw Platiorm, mid performance (501
User Group: Administrators System & CF472896-4847-74D6-7A98-7F40041E2502
Device Typeld  BZCES906-1DEE-1DDE-E4FC 729CAEER4C34
[__Self Signed Cettficate - Fingepint.___| DI26486BE 3557251 DOGE35090680F 4ADEA44D 7AD 4B DECA0B 24360
Licenses:
Order Mo License Instances Status
TC1000 TC3ADS cpu license expires on Now 12, 2020 (tria...
TC100 TCIIO cpu license expires on Mov 12, 2020 {tria...
TC1200 TCIPLC cpu license expires on Now 12, 2020 (tria...
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Linux:
Ubuntu 18.04.3 LTS

Distributor ID: Ubuntu

u 18.04.3 LTS

IP Hihk: 192.168.100.21
FHEiY: 255.255.255.0
AMD NETID: 192.168.100.21.1.1 (J5[fi£7E Python Hi% &)

Python 3.6.9

ome/orange¥ py
(default, Oct 20, 12:12:24)
}.4.0] on linux
"help™, "copyright™, "credits™ or "license™ for more information.

SNEHTFFJE Ubuntu 1) ads % 1]
import pyads
pyads.open_port()
2:24)

opyright™, "credits™ or "license™ for more information.

S.0pen port ()

{E PLC % il Ubuntu [ 2% H o
ik A, SREWE—F PLC P EK HI(E R
sending_net_id ='169.254.111.127.1.1'# PLC ¥] netid
adding_host_name ='192.168.100.21' # & Ubuntu ] IP Huhi:
ip_address = '192.168.100.22'# PLC IJ IP
username = 'Administrator'# PLC ] /" %4
password = '1' # PLC %5
route_name = 'liunxtest'# Ubuntu {4
added_net_id ='192.168.100.21.1.1' # Ubuntu ] netid
# 4] PLC Nk H ¥ ek 4L
pyads.add_route_to_plc(sending_net_id,adding_host_name,ip_address,username,pass

word,route_name,added_net_id)
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yright™, "credits"™ or "license" for more infor

TuvinCAT Static Routes @
Route Connected AmsMetld Address Type C
LIUMAXTEST 192.168.100.21.1.1 192.168,100.21 TCP_IP

vk
Hi edit routes T EFERM— NS MIME, AHESHP W, HEA#ERT

& About TwinCAT...
i Info
”J j Tools r
&= Cleanup
Change Ak5 Metld 02 Realtime Settings...

(=) Edit Foutes

Add Route Dialog | 13 |
Enter Host Mame | TP [ Refresh Status 1 [ Broadcast Search 1
7| Add Remote Raoute \EI

[(1Secure 805 [TwinCAT 21 »= 4024]

Remate User Credentials

User: Adriristrator Password:
[ TwinCAT 2% Password Format
(@)
Route Name (Target): lirnz o
AmshletId: 192.165.100.21.1.1 e Target Route eRamota Route
) Proj @
Transport Type: TCP_IP - - Project N Hone [ Server
(@) Skatic () Skatic
address Info: 12,185, 100.21 € © Temporary © Temporary
() Host Name oﬁ 1P Address
s Vi
Connection Timeaut (): 5 : Advanced Settings [ Unidirectional
Max Fragment Size (kByte): 0 = e Add Route ] [ Close ]
TuvinCAT Static Routes @
Route Connected AmshetId Address Type C
LIMUX 192.166.100.21.1.1 192.168,100.21 TCP_IP

4 {F Ubuntu Fji11 PLC % H -

45
AR NG, 3E Beckhoff ARIEREAT, ZIL—VIRAITN. WWEN, HEEKRES.



AaifEAN NG, JE Beckhoff ARIIEXKAT, 2E—VIRHIT N, WHSN, EEEKRES.

{adr: Tnion|

ip_address: )] —» Nome

pyads.add_route('169.254.111.127.1.1', '192.168.100.22')

2:24)

"license"™ for more information.

me, ip address,username,

#H PLC 1 851 ¥ I H T
plc = pyads.Connection('169.254.111.127.1.1', 851, '192.168.100.22")
plc.open()

ams_net_port:

= None) —» None

W5 PLC AR, FULEWET), HAR pyads FHIE—FHE A T Ubuntu “F & {8 A
plc.read_by_name('MAIN.test', pyads.PLCTYPE_INT)

LinuxADS.ADS.MATN

Expression Type Value
@ test INT 453
@ writetest INT 100
46
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8  LLERdit shell & O ia1T, MAEKIXLERE FEMS /£ — S+ adstest.py, 285
ST RIS B H FHAT
root@orange:/home/orange# python3 adstest.py

/homeforange/
Foh b
IKB &

adstest.py

54.111.
inistrator

Info: connection closed by remote
ne/ orange#

3 SR Ubuntu 34T ADS &R

31 EEMFRRA

25 i % -

THHL: 6920

TwinCAT 3.1 Build 4024.7

IP 3ihl: 192.168.100.22

THERY: 255.255.255.0

AMS NET ID: 169.254.111.127.1.1

About TwinCAT Systerm
TwinCAT Systern Service  v31.0.2418
L@ TwinCAT va.1.4024.7
Copyright BECKHOFF Automation © 1996-2019 AMS Net Id 169.254.111.127.1.1
Logon User: Administrator Hw Platiorm: nid performance (01
User Graup: Adrinistrators System Id CF472896-4847-7408-7A98-7F40041E2602
Device Type Id B2CED904-1DEE-1DDE-B4FC-729CAEERACIA
[ Self Signed Certificate - Fingerprint. ] D26428BE 2557251 DOEE 350390880F 4DEA44D 7ADABDECIOB2436D:
Licenses:
Order No License Instances Status
TC1000 TCIADS cpulicense expires on Moy 12, 2020 {tria..
TC1100 TCIIO cpu license expires an Now 12, 2020 itria..
TC1200 TCIPLC cpulicense expires on Moy 12, 2020 {tria..
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Linux:
Ubuntu 18.04.3 LTS

administrator@ubuntu:~5 1sb release -a
Mo LSB modules are available.
Distributor ID: Ubuntu

Description: Ubuntu 18.04.5 LTS
Release: 18.04
Codename: bionic

IP #ihk: 192.168.100.23
THED: 255.255.255.0
AMD NETID: 192.168.100.23.1.1 (J5IH<7E Python ¥ &)

Python 3.6.9

administrator@ubuntu:~$ python3 -V
Python 3.6.9

administrator@ubuntu:~5% I

32 #®AEDPR

FH—T AV T LE Linux H ADS IR FE EIRLEERAE, WSS AR S IR Ubuntu
rrszIl ADS SRS, VR 2R python 1 pyads 2520401, VESEAEE L —TH “fE
Linux FACE python 44"

XEMEEERE S, SREHF Ubuntu HFRIR] . KA ELE Ubuntu HHf—AN St
R, BTl BLEE R A python M tkinter FESRSEHL, T python f tkinter AAAS AR 1L,
HARNEBATFE,

1. tkinter 55 pyads LA, TEH APT k%3, Frllay SR

S sudo apt-get install python3-tk

2. BPIREFEN Ubuntu . WAL EEAUBLA UL AT LB SR HORE U 3E 25, ) DL A

. N /S
winscp BEATHEA
SCommunicationWithAGui > SSEAR v U EE=E
=8 " BHES wm i

[# PyADSCommunication.py 2020/12/1017:01  Python File 18 KB

Ubuntu 64 i - VMware Workstation 16 Player (AT AIR)
Player(®) ~ | | ~ S O ¥

A
\S L — ]
> L

el

<
s @

PYADSCom
munication.

Py
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3. {EXMFRT{EHE, F1HF%u, 1247 python3 PyADSCommunication.py

uments

administrator@ubuntu:~$ cd D

administrator@ubuntu

PyADSCommunication.p

administrator@ubuntu $ python3 PyADSCommunication.py

ADS &l

FASHEE AEEE | EREE
Local Jp R AHRS |2aza-12-1a 18:56:31 0 30000fREHEA
PLC_AmsNetID ARINERH
PLC_IP 1FEN
PLC_User EALEE
PLC_Password LS
Port SALE- it
Human EEEE -t
TFEF TEEGIEE
EEE
group

4. EEXN S
local_ip (Ubuntu [ ip Huhik);
PLC_AMSNetID (PLC [] AMSNetID);
PLC_IP (PLC [ IP Hutik);
PLC_User (PLC FIF/44);
PLC_Password (PLC [fJ%5h);
SRIGUNINES ., WIS, & F PLC s, ik —migkhERT

Ans Eif

] Aesm | AwEE | BAEE
local IP |192.168.100.23 TREHES 5353313 12??3% ﬁ;ﬁ;?&?ﬂﬁ%ﬁ%mﬂ
PLC_AmsNetID[169.254.111.127.1.1
PLC_IP  |192.168.100.22 TN
PLC_User |administrator BEAEE
PLC_Password |1 ENEE ‘
Port SEAEE- it
ks EEEE- it
TEE ENEFBE
TEE
group
offset
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[B] TwinCAT Static Routes *
Route Connected AmshMetld Address Type C
| BACN-JACKFENG X 192,168,31,31,1,1 192,168,100,20 ICP 1P
LIUNXTEST 192.168.100.23.1.1 192.168.100.23 TCP_IP I
L4 >
Add... Remove

5. SASREFHEN PORT [, Jf T3 1
ERSEE Aesm | meEE | ERES
-12- :17:28 Hhit169. . . .11,
Local_IP  |192.168.106.23 TRANBS Qgﬁ“ﬂé?asli 11;@_1;?&%{;‘% 169.254.111.127.1.1
PLCAmsNetiD|169.254.111.127.1.1 Gk |

PLC_IP  [192.168.100.22 E ap;i ]

PLC_User |[administrator EAZE
PLC_Passwordl  FEEmE
Fi!ert 851 SAZE- i

HoExm EAE -tk
TEH HEEFRE
EEE
group
offset
6. HEHHERM, MAERRY, iR s,
B AR AR IR, B AN R AT DUEAT BN RAE
. . N . AD e . N N ,
ERSHEE gusm | AzEE | EREE
2020-12-10 19:17:28 HEfE169.254.111.127.1.1,
Local_IP 192.168.1608.23 T ENRS Oss1, EEaTEes os .
2020-12-10 19:18:35 INTHIEMAIN. testis 1]
PLC_AmsMetID 169.254.111.127.1.1 TN ‘
PLC_IP  192.168.100.22 =N
PLC_User administrator EAEE

PLC_Password 1 ENEE

Port 851 SALEE- it

T TS
2EE  MAIN.test | nowpEs |
TR/E |-9772

group
offset

7. WRAHBES, WA PIESA SR group f offset AT EEHUE N/E
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Acalijg A N&Yy, Ak Beckhoff AR EXKEAT, ZEib—VIRAATAN. WEREH,

ADS

@il

FREHER mesm | meEs

EHEE

Local_IP ﬁgifﬂﬁiiﬁﬁff§44447 TRESHIBRS
PLC AmsNetiD[169.254.111.127.1.1 ANEses
PLCIP  [192.168.100.22  HAEO
PLC_User |administrator ~  BAZE
PLC_Passwordl  EO&E

HExm  [INT RIS bt
TEE  MAIN.test {TEINFIRE
EE 202

6mup 4040

offset W_

2020-12-10 19:17:28 #1k169.254.111.127.1.1,
iE0851, ERMALERER

2020-12-10 19:18:35 INTEIFEMAIN. testiZBRaETh
2020-12-10 19:20:36 IEFHUTFSEIAIN

4

1. ADS error
wal.

F Linux i B ELE %

import pyads
ads. open_port ()

ll.: 1, in \n"uddlcf’

3.6/dist-packages/pyads/ads.py",
etIdStruct (), self. 1p_add:ess)
3.6/dist-packages/pyads/pyads_ex.

adsAddRouce(self._ad
File "/usr/local/lib/pyt
wrapper
return fn(*args, **kwa
File "/usr/local/lib/pyt
adsAddRoute
raise ADSEr xnz(cxrwv code)
ads.pyads ex.AD ADSError:
pyads.Connection (remote_ads,

gs)

Connection.open of

plc.open()
a = plc.read by !
a

1E windows i H1 ] pyads.Connection 1

on3.6/dist-packages/pyads/pyads ex.py",
ROUTERERR PORTALREADYINUSE
<pyads.ads.Connec

name ('MAIN.test', pyads.PLCTYPE_

T I 190 B S T s

5 1286, R4S 1286 filBE port CLAM M, AR R i &
H | netid fll port 5yt n] L I, {H2

e CHBRM P o3 A fead L) o

lin

py",
line

(1286) .

25 remote 1ip)

tion object at 0x7f81bbé3al

INT)

Description

The maibax has rsached the mawmum number of possibie messagss. The current sent message was rejectsd

Router Error Codes
Hex Dec Name
o500 1280 ROUTERERR_NOLOCKEDMEMORY o locked memory can be socated
oS0t 1281 ROUTERERR_RESIZEMEMORY The size of e router memoty could net be changed
o2 1282 ROUTERERR_MAILBOXFULL
o503 1283 ROUTERERR_DEBUGBOXFULL <hed the maxmmum number of ossiie messages
The vt not e dzpiayed in e cedug montor
0508 1284 ROUTERERR_UNKNOWNPORTTYPE nkngwn pod type
505 1285 ROUTERERR_NOTINITIALIZED Rout naied
[oses s ROUTERERR_PORTALREADYINUSE R —
Beso7 27 ROUTERERR_NOTREGISTERED Fort not regutared
o508 1288 ROUTERERR_NOMOREQUEUES The masdmum number of Pors reached
009 1289 ROUTERERR_INVALIOFORT vaiid port
0is0a 1200 ROUTERERR_NOTACTVATED TWACAT Router not actwe

HEEK RS

ADS error 5t *5 1861 MR HAE, HENIREEIIEFAIRZ, i HREIERE], i

B KB 4556
THEEKFE A Linux % B P netid(1.2.3.4.1.1)f1 7 PLC 0 Linux B HEEK
netid(192.168.100.21.1.1) ANULIE S 5 117
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Lt ( PEXSEH
HE TR XBOKE 299 5% 9% (ATABENCRED

1% : 021-66312666 £ H.: 021-66315696 Hi%m: 200072

RS AH

e X B bR 3 SHEAIRE 407 =

1% : 010-82200036 £ H.: 010-82200039 HE%%: 100035

=M AF

T 0 T R DX ERTL B R VL AR 6 165 5 18 B HhG2603

Hi%: 020-38010300/1/2 A&E: 020-38010303 Hi%w: 510623

R 5 A F]

E TR IX R 185 HmKJE2305

1% : 028-86202581 fEH: 028-86202582 Mi%w: 610016
AR SR
https://www. beckhoff. com. cn/
R U 2B

https://tr. beckhoff. com. cn/

B9 =t:: job@beckhoff.com.cn
HAR I Hr: support@beckhoff.com.cn
FEYEE: service@beckhoff.com.cn
JTEEW]: sales@beckhoff.com.cn
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