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TwinCAT/BSD

BECKHOFF

= Combination of TC-OS-Kernel (TwinCAT Runtime) with the small footprint

open source operating system FreeBSD

= Best fit for TWinCAT companion OS

— Multiprocess/Multithread

— Multicore

— Multi-user

— 32/64-bit x86 and ARM support

— State of the art technology features
— File System, Networking, USB, graphics
— Internet protocols and technologies

) FreeBSD

https://www.freebsd.org/about.html
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TwinCAT/BSD | What is FreeBSD? BECKHOFF

* FreeBSD is a Unix based operating system
S r i _FmeBS]] 11.0
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TwinCAT/BSD | What is FreeBSD? BECKHOFF

= Community driven operating system, driven by technology and directed by
an elected core team

» Entire base system is developed together, including kernel, configuration,
utilities...

» Target is usage for servers, desktop and embedded systems

= Security of a modern Unix system

= Simple configuration, extension, customization o

-2>Your system as you want it! FreeBSD

FOUNDATION

https://www.freebsdfoundation.orqg/
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TwinCAT/BSD | Who uses FreeBSD?

Devices/Systems

Apples Darwin Kernel is based on BSD:
— macOS

— 10S

— tvOS

Playstation OS is based on FreeBSD

— Playstation 4

— Playstation 3

— PS Vita

Nintendo switch

QNAP-QES Enterprise storage systems
Panasonic — Viera TVs

BECKHOFF

Software/Services
Whatsapp

Netflix

McAfee SecurOS
Junipers JunOS — Network appliances

Verisign
Trivago
NetApp
EMC?

) FreeBSD

https://www.freebsdfoundation.orqg/freebsd/#whois
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TwinCAT/BSD | Why did Beckhoff choose FreeBSD? BECKHOFF

= FreeBSD is an industrial proven and reliable state-of-the-art operating system

» FreeBSD offers an industrial friendly license

— The BSD license is permissive and can therefore be used in products
without hesitation

» No limitation in regard to implementation of TwinCAT due to licensing
— Linux was also tested but the limitations were too big due to the license

= FreeBSD is open source
— Beckhoff has full control of the OS if necessary
— Indepentent of third parties

) FreeBSD




TwinCAT/BSD | Why did Beckhoff choose FreeBSD? BECKHOFF

= \Well known Unix/Linux tools and software is available for FreeBSD
— sh, csh, tcsh, ssh, scp, vi, ee, clang, llivm, ...

= >32.000 Ports, see https://www.freebsd.org/ports/
— nano, bash, KDE, Gnome, XFCE, ...
— nginx, Apache, MySQL, PostgreSQL, Python, Node.js, PHP...

» Z File System (ZFS) — The last word in file systems

) FreeBSD



https://www.freebsd.org/ports/

TwinCAT/BSD | Zettabyte File System (ZFS) BECKHOFF

= Originally developed by Sun, moved into the OpenZFS project
— Design Goals: Data Integrity, Pooled Storage, Performance.

= Combination of File System and Volume Manager with unique advantages
— 128-bit addresses
— Copy-on-write
— RAID, Checksums in data and tree, self-healing
— Compression
— Snapshots, rollback
— Replication (write to file/network)

= FAT32 is interoperable with Windows and FreeBSD

OpenZFS

https://openzfs.org/wiki/Main Page
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TwinCAT/BSD | Architecture (XAA) BECKHOFF

Windows 32/64 bit
TwinCAT 3 Engineering Environment based on Visual Studio® eXtended
System Manager programming Automation
conoaen Object orented extersion Engineering (XAE)
e Visual Studio on
— Windows
— TwinCAT transport layer — ADS

Real-time core

g eXtended

é © Automation

o Runtime (XAR)
3G TwinCAT/BSD

or Windows

TwinCAT Automation Device Driver - ADD B 1 : 1 1 : 1 : 1

¢

Fieldbus




TwinCAT/BSD | TwinCAT BECKHOFF

= TwinCAT 3 on FreeBSD
— Essentials haven't changed!

r

i | Add Route Dialog 2%
Enter Host Mame [/ [F; Fefresh Status | | Broadcast Search

Host Mame Connect.. Address AbdS Metld TwinCaT D5 Yersion Comrment r
Ce-315354 172174270 54983146811 314022 Windows 7
Cw-34B2 A0 172174220 GBEZ28816811  3.1.4022 Win CE (7.0)
C-3B151A 172174274 559212611 3.1.4023 TC/B=D(12.0)
Co-3CR2AZ 4 172174032 525224411 3.1.4023 TC/BSD12.0)
Cx-303A18 172174242 BE1E8.2711 2.11.23M Win CE (6.0) =
Ce-3EDRRE 172174262 5R2213.82.11  3.1.4022 wiin CE (7.0)




TwinCAT/BSD | Platforms BECKHOFF

» Supported CX Platforms for Release:
— CX51x0
— CX52x0
— CX20x0
— CX20x2
— CX20x3

= Officially supported IPC Platforms
will be decided later
Announcement probably 4Q2020

» TwinCAT/BSD will target x86-64 only!
New ARM Devices will follow later




TwinCAT/BSD | Image BECKHOFF

= Specific FreeBSD Image
— Based on FreeBSD 12
— Adapted FreeBSD Kernel
— ZFS as File System

— Default disk usage at ~500MB
— Basic configuration and hardening applied

— Whole system can be updated via pkg tool
— TwinCAT and Functions also updateable via pkg
— Beckhoff will host public package server for updates

TC/BSD



TwinCAT/BSD | Package Server BECKHOFF

-=D tory listing of /TCBSD/12. X [

= Beckhoff hosts own package server G0 [0 B woaveanoromuicer o © f] | Q soenen YT
— Beckhoff packages (supported) A
— Third party packages (not supported) : e
— Repository is updated every four weeks _—
— Security patches as soon as possible : o | |
= Whole System can be updated via pkg tool : B -
— Base System (BSD) T
— TwinCAT Runtime & Functions : o

— 3rd Party software

= TwinCAT and base system updates are tested for compatibility before release.
= Possible to host an own package server to test updates in advance before deployment.



TwinCAT/BSD | sh — Shell as user interface BECKHOFF

= For now the Shell is the primary user interface
for making settings
— sh, csh, tcsh, (bash) ...
— ssh (secure shell over network)

= Optional installation of desktop via pkg is possible
(not supported by Beckhoff) -

— KDE, GNOME, XFCE, ...

Free BSDm

https://commons.wikimedia.org/



TwinCAT/BSD | Graphical User Interface BECKHOFF

= TwinCAT/BSD will support fullscreen HTML5 Browser (planned for 1Q2021)
» Beckhoff Device Manager for diagnostic and configuration
= TwinCAT 3 HMI Server & Client

Click here to change the default credentials! § BECKHOFF
¥ BECKHOFF Device Manager = Language
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TwinCAT/BSD | SSH — Secure Shell over network BECKHOFF

» OpenSSH for Windows, available for Windows 10, released in April 2018
— Alternative is PUTTY, open-source ssh client for Windows, available since 1999

2 PuTTY Configuration ? *

Bl Eingabeaufforderung =
egony:

—]- Session Basic options far your PuTTY session

Specify the destination you want to connect to
Host Name (or IP address) Port
|22 |

= Teminal
- Keyboard
] [-b bind_addre c cipher_spec] - Bell [
E 1.... 1—11.- o char] - Features Connection type:
) = Window (ORaw (O Telnet () Flogn @55H () Seral
- Appearance
- Behaviour
- Translation
- Selection | |
-~ Colours Default Settings Load
—I- Connection =
.. Data
- Proxy
[ 1 limit] - Telnet Delete
- Rlogin
+- 55H

: ] n_name] [-m mac_
[ -0 |‘|[_| ion] [-[:l por ) gue ion] [-R addre
[ -l hust.pﬂrt: [-w local_tun[:remote_tun]]
tination [ ummaﬂd:

Load, save or delete a stored session

Saved Sessions

Save

Close window on exit:
() Aways (I Mever (8 Only on clean exit

h config] [-1i identity file]
-P port] [-S5 program] source

Abhout Help Cpen Cancel




TwinCAT/BSD | HTTPS BECKHOFF

= Access Terminal via web browser

' |:::E;i|'| I:-:_-'Z{ = _n » +
< C A MNotsecure | 192.168.0.228/c

login: Administrator

Password:

Last login: Tue Oct & @9:28:87 on ttyve

FreeBSD 12.1-RELEASE-p7 (BHF) #@ 819695800(pkgbase/releng/12.1-bhf)-dirty-: Thu Jul 16 14:24:57 UTC 2028

The software licenses can be found in this folder: fusr/local/etc/TwinCAT/3.1/System/Legal/
TcOsSys.dll: TcOsSys _Rel31 4824 262008716.1

TwinCAT Build: 3.1.4824.18

AMS Net Id: 5.668.138.162.1.1

TC/BSD: 12.1.28208716891138,1

PLEASE CHANGE STANDARD PASSWORD !!!!
Administrator@OX-3C82A2% [|




TwinCAT/BSD | Exchange Files with system BECKHOFF

= On Windows you often use SMB

* On Unix systems scp/sftp is more common and secure
— It uses the already available ssh protocol
— It is fully encrypted (either Password or certificates)

B / - /100t@172.17.40.78 - WinSCP - o x
] 1 1 1 1 [ & 3 synchronisicren B F [ {8 (S} Liste - Ubertragungsoptionen Standard -2
n wWindaows you can use cClie nts like Win e
[Z] Eigene Dateien b= D& Lokal Markieren Dateien Befehle Sitzung Einstellungen Entfernt Hilfe = = »
h M h k f. I £ Neu - Efl Herunterladen - ¥ 5 [ Eigenschaften £ Neu -
which makes file copy very easy ,
Name GraBe Typ Gesndert Name - Grobe Gesndert Rechte Besitzer
E. Darisberliegendes . 8. 06.00.2018 0 rwa-sx oot
Benutzerdefinierte Of... Dateiordner 0203.2017 12 bin wa-sx oot
IEigene Bilder Dateiordner 21022017 1 boot wa-sx oot
Eigene Maps Dateiordner 19.07.2017 dev fax oot
D Eigene Musik Dateiordner 21022017 etc wa-sx oot
. . . B Eigene Videos Dateiordner 21022017 lib koot
= WINSCP is a free open source SCP/SFTP client =i, s s el
Meine empfangenen ... Dateiordner 09.06.2017 media koot
p OneNote-Notizbiicher Dateiordner 06.07.2017 08:54:21 mnt rwaarx oot
Outlook-Dateien Dateiordner 2603.2018 10:18:23 net 20.08.2018 16:01:21 rwaarx oot
. . PGP Dateiordner 27.02.2017 08:57:30 proc 20.08.2018 16:01:21 rex oot
. b SharePoint-Entwiie Dateiordner 13122017 16:12:48 rescue 20.08.2018 16:01:21 rwaarx oot
- p S N WI n S C p . n e e n q I n eX . p p 5QL Server Managem.. Dateiordner 02042017 13:40:14 oot 04.09.2018 17:41:05 rwaarx oot
Visual Studio 2013 Dateiordner 28.08.2018 15:36:58 sbin 20.08.2018 164 rwaarx oot
Visual Studio 2015 Dateiordner 20042017 16:21:36 tmp 06.09.2018 08: rwswrat oot
W Default.rdp 3KB  Remotedecktopve.. 24112017 17 Uer) 29.08.2018 14:40:36 rwaarx oot
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https://winscp.net/eng/index.php

TwinCAT/BSD | Functions

BECKHOFF

= All TwinCAT runtime functions will be ported successively to
TwinCAT/BSD

= Over time they will be available via the package server and can
be installed in the field

= Currently already available functions (Beta) in the table

Function
TC1000
TC1100
TC1200
TC1210
TC1220
TC1250
TC1260
TC1300
TC1320
TF1910
TF3900
TF4100
TF4110
TF5100
TF6000
TF6100
TF6220
TF6250
TF6255
TF6271
TF6280
TF6281
TF6310
TF6311
TF6421
TF6500
TF6701
TF8310
TF6760

Description

TC3 ADS

TC31/0

TC3 PLC

TC3 PLC/C++

TC3 PLC/C++/Matlab®/Simulink®
TC3 PLC/NC PTP 10

TC3 PLC/NC PTP 10/NC |

TC3 C++

TC3 C++/Matlab®/Simulink®
TC3 UML

TC3 Solar Position Algorithm
TC3 Controller Toolbox

TC3 Temperature Controller
TC3NC I

TC3 ADS Communication

TC3 OPC UA

TC3 EtherCAT Redundancy 250
TC3 Modbus TCP

TC3 Modbus RTU

TC3 PROFINET RT Controller
TC3 Ethernet/IP Slave

TC3 Ethernet/IP Master

TC3 TCP/IP

TC3 TCP/UDP Realtime

TC3 XML Server

TC3 IEC60870-5-10x

TC3 IoT Communication (MQTT)
TC3 Wind Framework

TC3 loT HTTPS/REST



TwinCAT/BSD | Container Support - Docker BECKHOFF

IPC

TC/BSD

A A 4 A
TwinCAT 3 runtime User Applications Bhyve Hypervisor
for FreeBSD VM
- Shared Cores/ - e.g. Webserver, Docker | Docker
Isolated Cores HMI, Database Container = Container
Alpine Linux

dcker



TwinCAT/BSD | Roadmap BECKHOFF

» Current Roadmap:

— Internal Beta 3 (x64): February 2019
— Public Beta 1 (x64): September 2019
— Public Beta 2 (x64): February 2020
— Release (x64): October 2020

— ARM Support
— More TC3 Functions

= Currently we are working on:
— Porting existing Supplements to .net Core
— IPC Device Manager

TC/BSD



TwinCAT/BSD | Advantages BECKHOFF

= BSD License - no copyleft for own software development
» Reduced license cost

* No ,end of distribution” by 3rd party

= Full customization possible

» Small Footprint/Small attack surface

= Security of a modern Unix system

» ARM and x64 Support (with TC3 multicore)

= Additional software can be installed (wide variety)
» Simple update and installation mechanism

= Multicore/Use of isolated cores with TwinCAT 3

» Easy backup/restore and snapshots

= Container Support TCI B S D



Contact BECKHOFF

Beckhoff Automation GmbH & Co. KG

Headquarters Phone: +49 5246 963-0
Huelshorstweg 20 E-mail: info@beckhoff.com
33415 Verl Web: www.beckhoff.com
Germany

© Beckhoff Automation GmbH & Co. KG
All images are protected by copyright. The use and transfer to third parties is not permitted.

Beckhoff®, TWinCAT® EtherCAT®, EtherCAT G®, EtherCAT G10®, EtherCAT P®, Safety over EtherCAT®, TWInSAFE®, XFC®, XTS® and
XPlanar® are registered trademarks of and licensed by Beckhoff Automation GmbH. Other designations used in this publication may be
trademarks whose use by third parties for their own purposes could violate the rights of the owners.

The information provided in this presentation contains merely general descriptions or characteristics of performance which in case of actual
application do not always apply as described or which may change as a result of further development of the products. An obligation to provide
the respective characteristics shall only exist if expressively agreed in the terms of contract.



