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使用腾讯云实现远程维护

	
	作者：冯国城
职务：技术工程师
邮箱：gc.feng@beckhoff.com.cn
日期：2021-12-01

	摘  要：
本案例使用并配置腾讯云，对现场联网的控制器，直接在线控制器，进行远程桌面。 
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[bookmark: _Toc89276545]配置要求
硬件：控制器一台，笔记本一台，云服务器一台
[bookmark: _Toc89276546]ADS Over MQTT概念
调试电脑与云端相连，控制器与云端相连，通过云端MQTT转发ADS，实现在调试电脑中直接在线控制器（与网线直连一样操作）。
[image: General description 1:]
[bookmark: _Toc89276547]软件要求
需要TwinCAT 3.1 build 4022.0以上版本








[bookmark: _Toc89276548]云服务器配置
[bookmark: _Toc89276549]购买服务器
进入腾讯云服务器活动页面，如果是新用户会有一定的折扣，价格相当优惠。但是如果是续费或者老用户则会变成正常价格。这里没有推广倾向，仅仅是分享经验，请自行根据需求，选择对应的云服务商（阿里云、百度云等等）进行购买云服务器。https://cloud.tencent.com/act
[image: ]
1.1. [bookmark: _Toc89276550]配置服务器
1.1.1. [bookmark: _Toc89276551]总览
进入腾讯云控制台（https://console.cloud.tencent.com/lighthouse/instance/index）
此处我购买的是轻量应用服务器。配置是CPU：2核 内存：4GB 硬盘：80GB
新建一个云服务器，也可能在你购买的时候已经帮你默认新建好了。
我安装的系统为Windows Server 2016 DataCenter 64bitCN，类似WIN10。这个系统并不是一锤子买卖，如果喜欢用Ubuntu的也可以后期重置系统。
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点击进入该云服务器。其中有几个重要的关键点：1、外网IP；2、内网IP；3、防火墙；4、重置密码
[image: ]
1.1.2. [bookmark: _Toc89276552]远程桌面
因为装的是windows系统，所以可以通用远程桌面软件进行登陆，直接输入云服务器的外网IP地址就可以了，
[image: ]
输入对应的用户名和密码。（用户名默认Administrator，密码需要自己手动重置）
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1.1.3. [bookmark: _Toc89276553]防火墙
因为ADS Over MQTT是通过Mosquitto进行中间转发消息，其中用到TCP端口1883（如果带TLS则需要8883），直接将云服务器的防火墙关闭，开放所有端口（注意这样不安全，网络安全问题是日后最常见的问题，此处仅仅是为了测试方便才打开所有端口）。
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1.1.4. [bookmark: _Toc89276554]安装Mosquitto
Mosquitto官网：https://mosquitto.org/download/
下载完成后直接通过远程桌面传到云服务器硬盘中，然后以管理员身份进行安装
[image: ]

1.1.5. [bookmark: _Toc89276555]启动Mosquitto
到计算机服务管理中，找到Mosquitto Broker
[image: ]
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1.1.6. [bookmark: _Toc89276556]端口映射
之前获取到两个IP，一个是外网，一个是内网。腾讯云服务器的架构是外侧大虚拟机有一个外网IP，新建的云服务器只是在虚拟机中又创建了一个虚拟机。所以需要将外网IP的内容映射到内网IP中，才能实现通讯。
打开CMD命令行，输入
netsh interface portproxy add v4tov4  listenport=1883 connectaddress=127.0.0.1  connectport=1883
监听1883端口，转发到127.0.0.1的1883端口
netsh interface portproxy show  v4tov4
查看所有映射内容
[image: ]

2. [bookmark: _Toc89276557]笔记本配置

硬件：笔记本电脑
软件：TwinCAT 4024.22
本机系统版本：WIN10 1809
[image: ]
在笔记本的C:\TwinCAT\3.1\Target\ StaticRoutes.xml中编辑。完成后，切一下模式状态，让路由表生效。
随后笔记本要连接外网，要能ping通云服务器1883端口。（ping端口可以使用TELNET指令：https://jingyan.baidu.com/article/ae97a646b22fb6bbfd461d19.html）
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		<Mqtt>
			<Address Port="1883">159.158.255.255</Address>
			<Topic>VirtualAmsNetwork_CX5240</Topic>
		</Mqtt>

3. [bookmark: _Toc89276558]控制器配置
硬件：C6015
软件：TwinCAT 4024.22
本机系统版本：WIN10 LTSC
在笔记本的C:\TwinCAT\3.1\Target\ StaticRoutes.xml中编辑，填入相同的内容。切一下模式状态，让路由表生效。将控制器连入外网中。
[image: ]


4. [bookmark: _Toc89276559]在线控制器
新建一个TwinCAT项目，在Routes中就会出现添加过的这段路由，并在线的控制器，与插网线的方法是一模一样的。
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上海（ 中国区总部）
中国上海市静安区汶水路 299 弄 9号（市北智汇园）
电话: 021-66312666			

北京分公司
北京市西城区新街口北大街 3 号新街高和大厦 407 室
电话: 010-82200036		邮箱: beijing@beckhoff.com.cn		

广州分公司
广州市天河区珠江新城珠江东路16号高德置地G2603 室
电话: 020-38010300/1/2 	邮箱: guangzhou@beckhoff.com.cn		

成都分公司
成都市锦江区东御街18号 百扬大厦2305 房
电话: 028-86202581 	邮箱: chengdu@beckhoff.com.cn		






	[image: ]








请用微信扫描二维码
通过公众号与技术支持交流
	倍福官方网站：
https://www.beckhoff.com.cn
在线帮助系统：
https://infosys.beckhoff.com/index_en.htm

	
	倍福虚拟学院：
https://tr.beckhoff.com.cn/


	
	招贤纳士：job@beckhoff.com.cn
技术支持：support@beckhoff.com.cn
产品维修：service@beckhoff.com.cn
方案咨询：sales@beckhoff.com.cn

	
	



image2.png
Connectivity Service

“Message Broker”





image3.png
LR TS

BE2GRRSREES0T, SRAFHR  RERN BN

| sEBIER

C W

214G
EENERSE G, 5WE)
_EFSHEFRRER M 100%CPUEE

R L
F&i2  80GB SSD&R
BiREZ 12006B

T4 5ne

L6177/ 16305HE

B 544%

le}

19:00

182G

SBNHRSE GHEUAE, SEE)
SRR 100%CPUKESE

HE 5M

&= 50GB SSD&

BifRZ 500GB

50 zne

L4175 8005HE

B 9%

EEApSEE

| mEBRER
08:00 13:00 16:00 19:00
ESii) ESii) ESii) ESii)
& & & a
Redis 1G 418G
ENR Z=HRSSER R SN3ne/S4.

T 8. AL R

RESE 16

LZ3 Redis 4.0 (hrfhR)

274 7z

202283507 9125HE

BR7T%

AL 100%CPULRE

HE 5M
ESE  50G StsimES
% Windows/Linux

81871

£681775/ 80085HE

B 45%




image4.png
RS

BIBR 558
=i
SRUSRSHAL Coudree. Nexcloud SHIZERGNURRE, STETRFNSE,

g BT RERARE.
([ clousreve 000 Nextcloud
zZ WENT | BARUR | oK
N
O REEENARSSEFRANNEBAE SRR, RSCREANETRNEERSNEE, HEEeT BRI L

=

& Windows Server-k6Fil

CPU 24% - /57 4GB - i 80GB

OB

BREE v

(N150.158.4155%

© BEHE  EEUARSSEAS I

=

EREE

sEES

coeo X





image5.png
BENARSSE

pzs=)
B HESEE R

i @ k=

EHTR fe=1 E=3
ERE: SRS, SRR

EENERSSESHEEED, 1B2CON000GESTGTEE, HENNTENERN! THNEE
AR @ v ESE @

BE&

TencentOs Server 3.1

Tencentos Server 2.4 “ Cent0S 7.6 “ Cent0S 8.0
“ Cent0s 8.2 @ Ubuntu 18.04.1 LTS @ Ubuntu 20.04 LTS % ) etian 102

M Windows Server 2012 Windows Server 2016 mM  windows Server 2019
R2 fh3CR SRR

Windows Server 2016 328
Windows SenverSREREHAWindowsIESBRIBIEES:, BATHESLOWNA, TEFASPNETSFTATELRSOL SenerSHIRE, (2 RREBEOEES0GE SSDES

& BISEENESN. )




image6.png
BENERSE

EHRS
=i
EEMERSHEMN Cloudreve. Nexdloud SH JRERSAINERS
HA—SERIARE.
Cloudreve Nextcloud
15

Windows Server-k6FN

CPU 24 - /57 4GB - s 80GB

OB





image7.png
ZEMBESE < Windows Server-k6FN () @

0 EsS

4

L3 =R g R

=R

it

Windows Sever-k6FN(hins-30r03r62)
oEGH
8 | bEAR
EER
®  CPU 2 4GB
®  80CBSSDEEE mEwE

®  1200GBIS (%: 8Mbps)

e S =]

EER

VNCER O EREESR O
i U SIEEEEREY. AL ERAR TR SR

-
sERY 2

MEEE

® % Y () 100167

CPURIFBE (%)

0333% BE: 2%

el on

APTERGER (Mbps)

86 0.007 (\) 0.003 ()

N \

WEERR (MB)

A0 224683308 BE: 4GB

FHERIO (KBIS)

a6 0 () 76122 (5)

Y S W S

FEREAER

REE O

37268120068 0.31

s

indows Server EERE

SR

B

45.29G8180GB 56.6





image8.png
b e

O « ¥ ~

ArE: BACN-JACKFENG\ad...

EREFEREERT B, USSRt

© sFERO) RN =)





image9.png
=L i)
0 g

Windows 255>
IR TAE

REEERS T AVHERRFOSRE R B
. FERF=RIFHRA. SaAFSE.

Administrator

BACN-JACKFENG\administrator

BREEAT

EEER

E BE





image10.png
mosquitto...

Win640pen
SSL111Le

codert

9

Firefox




image11.png
WVITIHOWS R A=

P Windows Fig

@ BEEE >

SHEEER
FURASES Windows.
i

§ swEaaE

@ EREEED Windows e

© FEEAE

© =xaE
RS

SR

RHI=S > Windows Ik
A Windows P X ESRAENRIARAGEEM
Windows B Emen TH I REUESRIAET Internet SRIAEHRNEE.

SRR
Windows Prias RASIRBREMIE ey
#l.
EFAEEBL?
| EEER e
B @ se=ammae) B
SRR (LRI E) R
Windows BiXiBRaEs: A
2= 3 TRILAFS SHRE R IRRRN RS
ERRARRE: = R
RS Windows FGSiBILF B ASBAR





image12.png
4 Windows Server-k6FN b= |(2)

wE @ EE

@ BNEONBSEOARRSTEN, HRBRKEIEER.

=

L]

5
#EO 2% %00 £ ¥ i B
HEBSETCP. UDP.
AL o000 AL AL ICHP(Ping)RGRE e
31 00000 Tcp 1882 arT 'S
BEEWDEBEHTIP@O), 11
HITPED) 00000 Top 0 e o [
BEEWEDBEHTIPS(43), 11
HITPS(443) 00000 Top 443 nte Tonche, o e
Linw@(22) 00000 Top 2 nte HBLinus SSHER: [
WindowsE5(3389) 00000 Top 3380 nte BEWnGNSTESEER  we
PingiCHP 00000 e AL #iE 8PN e
7 20

Hnm




image13.png
3 Eclipse Mosquitto Setup

X

Welcome to Eclipse Mosquitto
Setup

Setup wil guide you through the instalston of Ecipse.
Mosquto,

Itis recommended that you dose al other appications
before starting Setup. Tris il make it possble o update
relevant system fles without having to reboot your
computer.

Clck Next to contine.

> Cancel




image14.png
T BN BBV BEE)
e |@Ecz Hm >80

Mosquitto Broker

ERMRE

ﬁes-
Edlipse Mosquitto MQTT
V5311 broker

£ Mosquitto Broker

& Mozilla Maintenance Ser... Moz...

Cmysalzt

6} NetTep Port Sharing Ser
) Netlogon

6 Network Connection Bre
6 Network Connections
6 Network Connectivity Ass...
6 Network List Service E
6 Network Location Aware... H£.

G Network Setup Service i

EEE BRH
=3 s
FRE. BEEE
= s
=3 s
FRE. TR
FRE. AEES
=3 s
=3 RS
=2 s
el s
s
RS
s
. AES
s
5. AEES
RS
RS
5. AEES

7B e/

Mosquitto Broker St EH)

= BR RmE  KEEE

BEER ito]
R Mosauitto Broker

s Eclipse Mosquitto MQTT vS/v3.1.1 broker
RN

*CiProgram Files\mosquitto\mosaquitto.exe” run

RRERE: =2 <

P HER)

SN HAERET | (FTEETERNETSH,

BB

R





image15.png
XEP RN BBV BEH)
LR EEEN =

BSE)

RS
Mosquitto Broker

RS
RS

rm:
Edlipse Mosquitto MQTT
V5311 broker

=%
G Local Session Manager

crosoft (R) i3

rosoft Account Sign

icrosoft App-V Client
rosoft iSCS| Initiator ...
licrosoft Passport

rosoft Passport Cont...
crosoft Software Shad.

rosoft Storage Spac

& Mosquitto Broker

=

==

B
. R
Man...
==
B
==

EEE BRH
=3 wpEs
= wpEs
FRE. BEES
= wpEs
= wpEs
FRE. TERE
RS
wpEs
FIEES
s
wpEs
wpEs
= RS
= wpEs
FRE. BEES
= wpEs

Mosaquitto Broker 8B B

B BR BE  KEEE

BEER mosquitto

R Mosauitto Broker

= Eclipse Mosquitto MQTT vS/v3.1.1 broker
RN

*CiProgram Files\mosquitto\mosaquitto.exe” run

RRERE: =2

EEET

=0] EEF)

NSRS | (FTEEERNETS,

i

RER)





image16.png
icrosoft Vindows [ift

:\Users\Administratorinetsh interface portproxy add vétovd listenport=1383 connectaddress=127.0.0.1

\Users\Administrator>netsh interface portproxy show vdtovd

O ipvd:
"l&i& w0

:\Users\Administratorie

10. 0. 14393]

FEEF] ipva:

(c) 2016 Microsoft Corporation. {REZFTEIA .

connectport=1883

11




image17.png
Windows Ht&

z3 Windows 10 1l
BES 1809
=EEE 2019,

BERGREE 177630




image18.png
==
| > HEEEE > AR (C) > TwinCAT > 3.1 > Target

R
»

|| StartMenuAdmin
] StartUp.

Targetreatures
7 TeSelfSigned.xml

BHES

2021/8/31 1
2021/8/31 14:53
20211171 1513
202171171 1
2021/8/31 1421
2012/3/14 1450
2021/11/25 9:39
2012/2/116:42

2021/8/31 14:32

EN

18
1Kk8
K8
4x8




image19.png
B StaticRoutes.xm| - T

ZHO REE BERQ BBV =:HH
<?xml version="1.0"7>
<TcConfig xmlns:xsi="http://www. w3. org/2001/XMLSchema—instance">
<RemoteConnections> o
<Mqtt> WS AR FRINWIPHEE
<Address Port="1883">" « & & (/Address>
<Topic>VirtualAmsNetwork_GCX5240</Topic>
</Mgtt> REEE— AT, AEESEHEER—AETh
</RemoteConnections>
</TcConfig>





image20.png
ThisPC

@
Recycle Bin

3 StticRoutessam! - Notepad

- Fie Edit Fomat View Help

;—,qf <2xml version

oy <TcConfig xmlns:xsi="http://waai.u3.0rg/2001 /XML Schema-instance”>
Display. <RemoteConnections>|

Matt>
= <Address Port="1883">1.1: 22 /Address>

F‘E <Topics>VirtualAnshetwork_CX5240</Topic>
& <Matt>

Beckhoft </RemoteConnections>

uwF </TcConfig>

2

unloginCl





image21.png
Build 4024.22 (Loaded - | _

Jlution Explorer
@& o-a -
arch Solution Explorer (Ctrl+;)

31 Solution TwinCAT Project13" (1 project)
\” &l TwinCAT Projecti3
4 @ svsem
1% License.

G

X Type System
(@ TccoM Objects.

MOTION

@ ric

8 sarery

Mo+

Release -

TwinCAT RT (x64) - P Attach.

o TwinCAT Project13 -

<Local>

Current Routes  Static Routes  Project Routes Netid Management

[rowe
L |
frp—
sxcnzen.

AmsNetld
1721608411
192.168.1.13....
172.4175.76..

Address
I

Type.

Maxfrag..

Comment

Sub route
Sub route




image22.png
fuon Explorer v x

B- o-8
@8- o-a K Current Routes  Static Routes  Project Routes  Netld Management
rch Solution Explorer (Ctrl+) p-

| Solution TwinCAT Project13" (1 project) Route. AmsNetid  Address Type Max Frag... Comment
Gl TwinCAT Project3
4 @ svsTem
1% License.
b @ Real-Time.
B Tasks
&z Routes.
32 Type System
(@ TccoM Objects.
MOTION
@ e
[ sareTy
e+
& ANALYTICS

» Eio

Add.. Remove

MQTT Broker Name Topic User Security
= VirtualAmsNetwork CX5240





image23.png
o B-u-aEdE Xaa -

Build 4024.22 (Loaded - | _

Em

lution Explorer
@E- o-ab K
-arch Solution Explorer (Ctrl+;)

1 Solution TwinCAT Project13" (1 project)
" Gl TwinCAT Project13
4 @ svsTem
1% License.
b @ Real-Time.
4 BB Tasks
[& PicTask
&z Routes.
Type System
(@ TccoM Objects.
MOTION
4 @eic
Untitledt
4 Untitled1 Project
08 External Types
b [ References
uTs
Gvis
4 G5 PoUs
& MAIN (PRG)
ViSUs.
b G PlcTask (PlcTask)
23 Untitled1.tmc
OF Untited1 Instance
[ sareTy
e+
ANALYTICS
=1
“E Devices
&% Mappings

Release = TwinCAT RT (x64) - b Attach... - 5 axis s to

o | TwinCAT Project13 -/ [CP-38D8FO B . United!

{<iocal

BACN-ZHENYUSHIbeckhoff.com (172.41.75.76.1.1)
CP-3BDBFO  (192:168.1.13.1.1)

Choose Target System...

TwinCAT Project13
PROGRAM MAIN
VAR

FINT;
END_VAR

1





image24.jpg




image1.jpeg
BECKHOFF




